ZentriOS Reference Guide

SILICON LABS

ZentriOS
Reference Guide

ZentriOS v1.5

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com October 25,2018



ZentriOS Reference Guide

The official ZentriOS Reference Guide is available online at:

http://docs.zentri.com/zentrios/

This document is provided for convenience ONLY and is likely to be out of date!

Please refer to the online version for the latest information about ZentriOS.

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com October 25,2018


http://docs.zentri.com/zentrios/

ZentriOS Reference Guide

Disclaimer

While the information provided in this document is
believed to be accurate, it is under development
and Silabs reserves the right to make changes
without further notice to the product described
herein to improve reliability, function, or design,
and makes no guarantee or warranty concerning
the accuracy of said information, nor shall it be
responsible for any loss or damage of whatever
nature resulting from the use of, or reliance upon,
such information. Silabs makes no warranties of
any kind, whether express, implied or arising by
custom or course of trade or performance, and
specifically disclaims the implied warranties of
title, non-infringement, merchantability, or fitness
for a particular purpose.

No part of this document may be copied,
reproduced, stored in a retrieval system, or
transmitted, in any form or by any means,
electronic, mechanical, photographic, or otherwise,
or used as the basis for manufacture or sale of any
items without the prior written consent of Silabs.

Trademarks

Zentri and the Zentri logo are trademarks of Silabs.
WICED™ is a trademark of Cypress Semiconductor
Corp. Other trademarks in this document belong to
their respective owners.

Copyright © 2014-2018 Zentri, Inc.

Contact

About this User Guide

This guide provides information and
usage instructions for the ZentriOS
application that runs on Wi-Fi
modules available from Zentri.

An on-line version of this document
is available at:

Organization

This document is organized into the
following sections:

General Overview
Getting Started
ZentriOS Web App
Serial Interface

Wi-Fi Interface
Networking & Security
Peripherals

File System

Memory

Configuration and Setup
System Functions
Upgrade and Recovery
Application Examples
Troubleshooting Guide
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Variables

Release Notes

Revision History & Glossary
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General Overview
What is ZentriOS-WL?

ZentriOS-WL is a highly-optimized yet feature-packed loT operating system designed specifically to
power hardware platforms with secure Wi-Fi networking capability.

&

Hardware running ZentriOS provides a product with a powerful and secure wireless connection to a
mobile device or the cloud.

You can build external MCU apps that communicate with ZentriOS using the extensive Wi-Fi Command
AP, via serial interface, HTTP REST or a remote terminal.

For the Bluetooth Low Energy version of ZentriOS, see ZentriOS-S.

Command API

The ZentriOS-WL Command APl is available for applications connecting with a wired serial interface,
or a wireless interface using HTTP REST or Remote Terminal. The APl provides direct access to
peripherals connected to ZentriOS hardware via GPIO. For a quick start guide to using a ZentriOS
evaluation board, see Getting Started.
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Command API

Features and Interfaces

The ZentriOS-WL Command API offers a powerful set of commands for control of connected devices,
together with a large number of variables for configuration.

A host MCU communicates with ZentriOS via a UART.

A mobile or desktop app communicates with ZentriOS via the HTTP Server RESTful API or by the local
or remote terminal interface.

The local or remote host sends commands to control the operation of ZentriOS and to exchange data
with other devices on the network.

A summary of ZentriOS-WL features and interfaces is outlined in the following sections.

Wi-Fi, Networking & Web

e Multiple interfaces including serial, softAP and WLAN client
e Concurrent operation of softAP and WLAN client
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e Servers: TCP, HTTP, DHCP, DNS

e Clients: TCP/TLS, UDP, NTP, DHCP, DNS

e HTTP Server with RESTful API

e HTTP file upload/download

¢ Fully-customizable mobile responsive web application with Javascript & Python libraries
¢ Remote terminal access

e Multiple Wi-Fi setup options including Web setup with softAP, WPS

Peripherals & Sensors

e GPIOs for control, indication and monitoring
e Automated broadcast and streaming of sensor data
e |ocal caching of sensor data

System

e Wireless OTA (Over-the-Air) Update to remotely manage firmware using the Zentri DMS
Failsafe bootloader and kernel with safemode operation

Configurable power states and sleep/wake timers

Read/Write file system

Storage of large files

All ZentriOS commands can be issued manually using human mode or under host control using
machine mode. Human mode should only be used for evaluation and manual testing. Machine mode is
strongly recommended for production.

For human mode, the interfaces are a ZentriOS Terminal, the ZentriOS Web App, or a remote terminal.

Getting Started

To start using your ZentriOS hardware in human mode, see Getting Started.

ZentriOS Web App

The ZentriOS Web App provides complete monitoring and control of your ZentriOS hardware using a
web browser.

See ZentriOS Web App.
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Serial Interface

ZentriOS provides one of the easiest to use and most flexible serial Wi-Fi networking interfaces in the
industry. The ZentriOS serial interface provides support for multiple serial buses, different serial
communications modes including command mode and stream mode, and is easily configured for use
by humans and machines alike.

See Serial Interface.
Wi-Fi

ZentriOS provides an easy-to-use serial APl allowing you to focus your efforts on application
development, rather than the time-consuming complexity and interoperability issues associated with the
development of a full-featured secure wireless network stack.

Two Wi-Fi interfaces are supported, including a Wi-Fi client (wlan) and Wi-Fi soft access point (softAP)
interface. Each interface may be run independently or concurrently to suit various application needs.

See Wi-Fi Interface.

Networking and Security

ZentriOS includes a full IPv4 networking stack and SSL/TLS security suite that supports a range of
popular networking protocols including TCP, UDP, DNS, DHCP. Additional network application
libraries are provided for native HTTP/S and secure cloud access.

See Networking and Security.

Peripherals

Various peripheral APIs are available to provide access to general purpose I0s (GPIOs), analog
functions such as analog-digital and digital-analog converters, and timers including a real time clock.
Special system and network functions can be assigned to GPIOs to enable handy features including:

e automatic LED status indicators to show the state of Wi-Fi and network connections;
e anindication of when one or more network clients are connected to a local ZentriOS server; and
¢ the ability to control the connection state of a client or server.
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See Peripherals.

File System

Most connected applications require the ability to store configuration information or cache local data.
ZentriOS provides a reliable read/write filesystem and on-board flash storage to satisfy application
storage requirements. With just a few simple commands, ZentriOS provides your application with
complete access to local and network connected storage.

See File System.

Memory

For management of ZentriOS device memory, see Memory.

Configuration and Setup

Several options are available to setup a module running ZentriOS. The most common option, and also
the most convenient when prototyping is to use a command line and serial interface such as a UART. A
PC terminal can be quickly connected to a ZentriOS evaluation board, and within 60 seconds itis
possible to be connected to a Wi-Fi network and downloading HTTP webpages or connecting to a
remote TCP server.

Other methods for configuration, setup and Wi-Fi provisioning include:

e a softAP and webserver interface, or use of WPS push-button PBC or PIN for Wi-Fi provisioning;

¢ an (optionally) password-secured remote terminal that provides command line convenience over
one of the ZentriOS wireless network interfaces; and

e automatic execution of a custom configuration script on boot-up

See Configuration and Setup.

System Functions

System functions include:

e Configuring ZentriOS Command Mode and Response
e Power management
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¢ Monitoring System State
e Controlling the Boot Application
e System Identification and Version

See System Functions.

Update and Recovery

ZentriOS is part of a larger sophisticated application framework installed on all ZentriOS devices. The
framework provides a hardened bootloader, read/write file system, safemode recovery mechanism,
and over-the-air (OTA) update capability.

Zentri manages a secure on-line OTA server that offers each ZentriOS device with the ability to
securely update individual files, applications or an entire firmware bundle. In the rare event that
ZentriOS fails to regularly execute correctly, the bootloader switches the boot application to safe mode.
The safe mode application provides the host with the ability to update the firmware, switch back to
ZentriOS or even factory reset the module.

See Update and Recovery.
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Command API Quickstart

The fastest way to learn about the ZentriOS Command APl is to use a desktop machine and a UART
terminal application or a web browser over Wi-Fi.

Command API

To get your ZentriOS device onto a wireless network, you need to supply the device with network
credentials: the wireless network name (SSID) and password.

Let's get started!
There are few steps involved:

e Factory Reset - this step is optional.

e Opena ZentriOS terminal. A ZentriOS terminal is necessary to enter commands via the serial
interface.

e Set up Wi-Fi network credentials. There are several ways to do this.

e Verify the Network Connection.
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When you have set up a ZentriOS terminal, verified your Wi-Fi network credentials and tested the
connection, you can work with all the rich capabilities of ZentriOS. One of the most important ZentriOS
features is over-the-air update (OTA). This lets you load the latest version of ZentriOS, or load specific
ZentriOS products for development purposes. The steps are:

e Claim your device
e Perform an OTA

Performing a Factory Reset

You may optionally performing a factory reset to ensure the device is in a known state.
Performing a factory reset returns variables to the default configuration.

You can factory reset with the factory reset command, using a ZentriOS terminal.
With a Zentri evaluation board, you can perform a factory reset with the Reset button and Button 1:

e Press Button 1 and do not release it.

e Press and release the Reset button

e Continue to press Button 1 for at least 10 seconds
¢ Release Button 1.

Opening a ZentriOS Terminal

You can control your ZentriOS device using the ZentriOS Command APl via a UART serial terminal.

Command API

Computer with USB serial
terminal connection
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For a ZentriOS evaluation board, plug the computer USB port into the evaluation board micro USB
port. USB provides power and UART serial connection.

For a device not on an evaluation board, connect the terminal to device UART 1 and provide power to
the device. For pinout information, see Peripherals, GPIO Functions and Pins or the device datasheet.

With the device UART connected:

e Open a communication terminal application e.g. Teraterm

¢ Find the UART serial (COM) port associated with the eval board

e Setthe communication parameters to 115200 8N1 with NO hardware flow control

e Press the enter key. ZentriOS responds with a ready message and command prompt:

Ready
>

e Atthe ZentriOS prompt, type version and check for a response similar to the text below.

> version
ZentriO0S-3.0.0.0, Built:2015-11-11 11:11:11 for AMW106.5, Board:AMWx06-E03.2

If problems arise, see the ZentriOS Troubleshooting Guide.

Setting up Wi-Fi Network Credentials

Your network credentials are stored in the ZentriOS wlan.ssid and wlan.passkey variables.
There are several ways to set these values, including:

e Setting up with the Command API. See below.
e Setting up with the ZentriOS Web App. See below.
e See Configuration and Setup for more ways to configure a ZentriOS device.

Setting up with the Command API
To set up with the command API, open a ZentriOS terminal as described above.

Enter the following commands into a ZentriOS terminal:
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ZentriOS Commands Description
set wlan.ssid SSID (Service Set Identifier, or network name) for
YOUR AP NAME your Access Point
set wlan.passkey Password for your Access Point
YOUR AP PASSWORD Save variables so the values persist after reboot
save

Substitute the appropriate values for the placeholders YOUR AP NAME and YOUR AP PASSWORD .

Now you can verify the network connection. See below.

Setting Up with the ZentriOS Web App

Z=NTRI

Connect m

Connect

Zentri WPAZ-AES |I||
Network Qﬂ

Zentri_Guest WPA2-AES |||
GPIOs

Zentri_test WEAZ-AES ol

The ZentriOS Web App provides a graphical interface to configure the network credentials on the
device using a web browser. ZentriOS runs a Soft AP and an HTTP server on the ZentriOS device. You
connect to the soft AP with a mobile device or computer, and run the Web App in a web browser.

In a ZentriOS terminal, enter the command:

setup web

You can put Zentri evaluation boards into setup web mode without connecting a ZentriOS terminal:

e Press Button 2 and do not release it
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e Press and release the Reset button
e Continue to hold Button 2 for at least three seconds
e Release Button 2

For more details, see ZentriOS Web App, Setup Web Mode.

This starts the ZentriOS Soft AP. By default the Soft AP SSID is ZentriOS Web Setup ### , where
##4 is the last three hex digits of the device WLAN MAC address, e.g. ZentriOS Web Setup 2D6 .
The default password is password .

Connect a mobile device or Wi-Fi enabled computer to this network. Open a web browser and
navigate to setup.com Or ZentriOS.com .

The ZentriOS Web App opens the Web App connect tab by default, and scans for Wi-Fi networks in
range.

Select your preferred network, enter the network password and click connect . The Web App verifies
the password and connects to the WLAN. If you select the Reconnect to device option, the web app

restarts your ZentriOS device, and attempts to reconnect to it via the WLAN. For more details, see
ZentriOS Web App, Setup Web Mode.

Now you can verify the network connection. See below.

Verifying the Network Connection

When you issue any ZentriOS command that requires network access, ZentriOS attempts to bring the
network up using the values set for wlan.ssid and wlan.passkey.

You can bring the network up with the network_up command.

In the ZentriOS terminal, at the > prompt, enter the command as shown. The response should be
similar to the following:

ZentriOS Commands Description

<- Bring the network up
ZentriOS responds with progress messages
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> network up

In progress

> [Associating to YOUR AP NAME]

> Obtaining IPv4 address via DHCP
IPv4 address: 10.5.6.74

If your ZentriOS device successfully obtains an IP address, you are connected.

Zentri evaluation boards have a network indicator LED to help determine successful association. The
network indicator LED changes its blink rate from fast (no IP address), to medium (DHCP in progress)
to slow (DHCP successful, IP address obtained).

If your WLAN is connected to the Internet, you can try an Internet protocol command. For example, ping
a known host:

ZentriOS Commands Description
> ping google.com <- ping a Google web address
Ping reply in 7ms ZentriOS response indicates success

Claiming Your Device

The Zentri Device Management Service tracks ZentriOS devices, their owners, their firmware
configuration and many other details. The DMS handles Over-the-Air (OTA) updates, providing a
secure way to update devices in the field.

You need a free DMS account before using DMS features like OTA. To create an account go to the
DMS Signup page. The DMS username (your email address) and password you register are used
when you claim your device.

To claim your device, in the ZentriOS terminal, issue the dms claim command:

ZentriOS Commands Description
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> dms claim YOUR DMS USERNAME <- claim your device
YOUR DMS PASSWORD ZentriOS response shows a successful
Request POST /claim result

Connecting (https): ota.zentri.com:443
Starting TLS
{"result":"ok"}

When you have successfully claimed your device, you can OTA. See below.

For full details of the DMS claim and OTA update process, see Update and Recovery.

Performing an OTA

Use OTA to update to the latest version of your device's ZentriOS product, or to load a development
ZentriOS device with a specific ZentriOS product or version. You need to claim your device before
performing an OTA. See above.

To OTA, in the ZentriOS terminal, issue the ota command:

ZentriOS Commands Description
> ota <- update your device via
Disassociated] the DMS server
UUID: 06413041000000002E0049001951343438333231 ZentriOS displays
Connecting to network progress messages

Security type from probe: WPA2-AES

Request POST /ota

Connecting (https): ota.zentri.com:443

Starting TLS

Bundle size: 729088, Free space: 823296, Core size:
425984

Bundle version: ZENTRI-AMW106-3.4.1.0, 2017-09-
01T03:14:197, ZentriOS-W-3.4.1.0

Note: If you are updating from ZentriOS-WL-1.0 to a version later than ZentriOS-1.1, you need to run the
OTA command twice. The first OTA updates to ZentriOS-WL-1.1. Issue the OTA command again to
update to the later version.
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For full details of the DMS claim and OTA update process, see Update and Recovery.

ZentriOS Applications

Now that you have established control over your ZentriOS device, you can experiment with the rich set
of ZentriOS features using the ZentriOS Command API.

There are many application notes demonstrating ZentriOS networking applications. See Application
Examples.

Getting Help

As well as the ZentriOS documentation provided on this website, ZentriOS also provides interactive
command line help. At the ZentriOS terminal prompt, issue the help command:

> help

Help options for the ZentriOS Command API ...

help all -> Print a list of all Commands and Variables
help commands  —> Print a list of Commands

help variables -> Print a list of readable Variables

help <command> -> Print help for a specific Command

help <variable> -> Print help for a specific Variable
Additional help is available online at http://docs.zentri.com

e Enter help all for a full list of commands and variables.
¢ Enter help commands to list commands only, or help variables to list variables only.
e Enter help to show help for an individual command or variable.
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ZentriOS Web App

The ZentriOS Web App provides complete monitoring and control of your ZentriOS device using a web

browser. It can be completely customized. See Customizing the ZentriOS Web App.

Z=NTRI

Connect

Network

GPIOs

Files

Console

System

Firmware

Cloud Services

The web app can be run in any one of three modes:

e Setup web mode

Connect

Zentri

Zentri_Guest

Zentri_test

Zentri

Zentri_Guest

Zentri_test

e | ocal mode, without Internet access

e [nternet mode, connected to a wireless network with Internet access

WPAZ-AES

WPAZ-AES

WPAZ-AES

WPAZ-AES

WPAZ-AES

WPAZ-AES

The ZentriOS Web App serves as a complete demonstration showing how to use ZentriOS with the

HTTP RESTful API.

The web app runs on the ZentriOS device. You can connect it by joining the softAP running on the
ZentriOS device, or, if the ZentriOS device is connected to a WAN, by joining the same network.
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Web App Client ZentriOS device

Web App
Client System REST request ZentriOS device
(same origin)
Web Browser T
views Web App .
served from . AP

ZentriOS device
server

Web App files on

ZentriOS device
file system

Setup Web Mode

In the factory default configuration, your module is not configured to connect with a wireless network and
does not have local wireless network access.

Before configuring your module, you can ensure your module is in a known state by performing a
factory_reset.
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You can use a Wi-Fi client with a web browser, such as a smartphone, tablet or PC, to connect to the
ZentriOS web app via the module softAP wireless network to set up access to your wireless network.

ZentriOS evaluation boards are by default configured to enter Setup Web mode when you hold down
Button 2, press Reset, and continue to hold down Button 2 for at least three seconds. See Web Setup
Note.

On any ZentriOS device you can also make the module start Setup Web mode by opening a ZentriOS
terminal and issuing the setup web command:

setup web

On evaluation boards, the red LED blinks when the module soft AP network is turned on and waiting for
a connection.

Using the Wi-Fi settings on your computer or mobile device, connect to the module soft AP wireless
network. By default, the soft AP network name (SSID) is Zentrios-### , where ### is replaced by the

last 3 digits of the module MAC address, e.g. Zentri0s-2D6 . The default password is: password .
Open a web browser and navigate to setup.com Or ZentriOS.com .

The ZentriOS Web App opens the Connect tab by default, and scans for Wi-Fi networks in range.

Click the name of your Wi-Fi network to select it.

Z=NTRI

Connect

WPA2-AES |I|I

Connect

Zentri
Network {57
Zentri_Guest WPAZ-AES il
GPIOs

Zentri_test WPAZ-AES il

Supply the network password in the following dialog.
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Zentri

BSSID
7C:69:F6:35:8FF8

Password

snhow pazsxﬂ.'u:nrcl H
Reconnect to device

Device Name
ZentriOS-8E1

Advanced Settings

DHCP Static

The web app configures your module, saves the variables, and instructs the module to connect to your
network.

If you choose the Reconnect to device option, the web app restarts your module and reconnects to it
via your network, in Internet mode. This assumes that after disconnecting from the module soft AP
network, your computer also reconnects to your network automatically. If the web app fails to reconnect,
check the Wi-Fi on your computer or mobile device has roamed back to your network.

Note that the Reconnect to device optionis available only in Setup Web mode.

Local Mode
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Local mode provides all web app features (tabs) that do not require Internet access. Features requiring
Internet access are Firmware Management and Cloud Services.

You can connect in Local mode via the module soft AP interface or via the module wlan interface.

To set up the HTTP server for the ZentriOS Web App, see the instructions in Internet Mode.

Internet Mode

Internet mode requires a Wi-Fi network with Internet access. All features (tabs) are available.
Automatically Connecting in Internet Mode

The simplest way to use the ZentriOS Web App in Internet mode is to set up the module with the web
app in Setup Web mode, and check the Reconnect to device option. The web app performs all the

necessary configuration to reconnect in Internet mode.
Manually Connecting in Internet Mode
Alternatively, you can manually configure the module to run the ZentriOS Web App as described below.

Issue the following commands from a terminal:

set wlan.ssid <YOUR NETWORK NAME>
set wlan.passkey <YOUR NETWORK PASSWORD>
set wlan.auto join.enabled 1

set http.server.enabled 1
set http.server.api enabled 1
set mdns.enabled 1
save
reboot

For example:
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set wlan.ssid Zentri
set wlan.passkey secretpassword
set wlan.auto join.enabled 1
set http.server.enabled 1
set http.server.api enabled 1
save
reboot

After a reboot, the response from ZentriOS is similar to the following:

Obtaining IPv4 address via DHCP

IPv4 address: 10.5.6.59

HTTP and REST API server listening on port: 80
[2015-01-15 | 23:48:42: Associated]

The module automatically connects to your network if wlan.auto_join.enabled is configured as
described above.

With your computer or mobile device also connected to your network, open a web browser and
navigate to the address of the Web App.

The address is the module IP address. In the example above, you can connect a browser to
http://10.5.6.59 to use the ZentriOS Web App.

ZentriOS Web App Features

The ZentriOS Web App provides information and configuration tabs that allow complete monitoring and
control of your module.

All features (tabs) of the web app are available in Internet mode, unlike Setup Web mode and Local
mode, in which the Firmware Management and Cloud Services tabs are not available.

Connect Tab

The Connect tab provides a way to join your module to a Wi-Fi network. When the Connect tab opens,
it automatically scans for Wi-Fi networks in range and allows you to select your network and enter a
password, as described above in Setup Web Mode.
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Connect

Connect
Zentri WPAZ-AES |I||

Network )
Zentri_Guest WPAZ-AES il

GPIOs
Zentri_test WPAZ-AES il

Network Tab

If your ZentriOS device is already connected to your wireless network, then by default the web app
displays the Network tab, showing some essential ZentriOS wlan interface variable settings.

Z=NTRI

Network Settings il

Connect
Network Name (55ID)

Network Zentri_Guest
GPIOs [ ] Automatically connect to network
Address

Console

192.168.6.25
System ey

192.168.6.1
Firmware

Netmask

Cloud Services 255.255.255.0

Save

Console Tab

The console tab works like a ZentriOS terminal or remote terminal. You can issue any ZentriOS
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command from this page. In the background, the web app uses the ZentriOS HTTP RESTful APIto

issue commands to the module and display responses.

Z=NTRI Console

» history
1 history
21s
3 history
4 history | grep 1
= HE!
6 1s | grep geo
7 1s | grep csv
8 1s | grep s[tv]

Connect

Network

9 get all | wl
1@ get all | grep wl
11 get all | grep c[stv]
12 history
13 1s
14 get mdns
15 history
16 1s
17 ver
18 history
19 ver
2@ history
> get gp u
! # Description
@ GPIO input_highz

GPIOs

Files

Console

Systemn

5 system.indicator.softap

6 SPI® MISO

7 SPI@ CLK

8 SPI@ MOSI

11 UART@ RX
# 12 UART@ TX
# 13 GPIO output
# 16 GPIO cutput
# 18 system.indicator.network
# 22 GPIO input_highz
# 23 system.indicator.wlan

Firmware

Cloud Services

As well as standard ZentriOS terminal behavior, the Console tab provides additional features, exclusive
to the ZentriOS Web App. Additional commands mimic Linux shell commands and include:

e alias
e clear
¢ grep
history
e rm

Alias

The console alias command has the following syntax: alias <alias name>="<command string>"

This lets you create a short name for a long command. Once an alias is set, you can type the
<alias name> inthe console, in place of the full <command string>.Forexample: alias g="get
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gpio.usage" Toremove a previously aliased command, use unalias <alias name>, €.g. unalias

g

Clear

The clear command clears all text on the display and returns the cursor to the top line on the console
Grep

The console grep command allows filtering of output. The following example lists only those
commands in the history that contain the text http: history | grep http The grep syntax also

allows regular expressions. The following example lists only those files on the module file system whose
names contain c followed by either s, t or v: 1s | grep c[stv] Use the option -v toinvert the
grep result and display all lines but those that match the regular expression: 1s | grep -v cl[stv]

History

The history command displays a list of past commands issued on the console. You can re-issue a
command by copying and pasting from the list, or by typing !i , where i is the index number of the
command in the list. To return the last x entries in history, issue the command history X.

Remove (rm)

The rm command is identical to the ZentriOS file delete command. Either command may be used
to delete files from the module file system.

System Tab

The system tab displays a number of system variables, such as version, build date, module, board and
MAC address, memory usage and time.
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System
Connect
Version
Network ZENTRI-AMW106_ZAP-3.0.0.14-beta
GPIOs Build Date
2015-12-01
Files Module
Console
Board
System ZentriOS-WZ-3.0.0.14-beta

MAC Address
4C55:CC:10:78:E1

Firmware

Cloud Services Hardware UUID

064130410000000021005E001851343438333231

Memory Usage

32% 0% 0%

Uptime
0 days, 00:04:28

System Time
2015-12-02T04:46:58+00:00

Files Tab

The Files Tab lists files stored on the module file system. You can upload, download and delete files.

¢ To upload files to the module file system, select Cclick to add files and browse, or drag and
drop to the Drop files here area.

¢ To download a file from the module file system, click the file name.
¢ To delete a file, click the corresponding trash icon.
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Files
Connect
Network
Click to add files
GPIOs -
Files BB apps
M sys
Console B webapp

command_help.csv

System

default_setup.script

) favicon.ico.gz
Firmware
geotrust_ca.pem

Cloud Services

Folder Emulation

The ZentriOS file system does not support directories or folders. It treats '/' characters in file names like
any other character. For example, the file a/b/c is a file with a 5 character name.

The ZentriOS Web App Files tab provides folder emulation, to simplify some file operations. For
example, a file called a/b/c is treated for some purposes as a file in directory 'b' which is itself
contained in directory 'a'.

You can drill down into folders to display only the files in the folder. The current folder is displayed at the
top of the Files tab. When you drag and drop a file, itis created in the current folder.

To create a folder, right click in the Files tab display and choose New Folder from the context menu.

Folders cannot be renamed or moved. A folder can be deleted if it contains no files or folders. When
the folder is empty, right click the folder and choose Delete from the context menu.

Files can be renamed. Right-click the file and choose Rename from the context menu.

Files can be deleted. Click the Trash icon in the file row, or right-click the file and choose Delete from
the context menu.

Naming Rules for Files tab Folder Emulation
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To use Files tab folder emulation, care is required in naming files. The Files tab supports files named in
the form:

filename
dirname/filename

However file names with slashes at the beginning or the end of the file name are not supported. The
Files tab does not display files or allow manipulation of files named with the following patterns:

/filename <- leading slash
/dirname/filename <- leading slash
filename/ <- trailing slash

/filename/ <- leading & trailing slash
dirname/filename/ <- trailing slash
/dirname/filename/

Directory names must end in a slash, and must not start with a slash. The following pattern is allowed:

dirname/

The following pattern is not supported and is not displayed in the Files tab:

/dirname/ <- leading slash

When the Files tab creates a folder, it creates a file named with a trailing slash, and of length 1 byte. If a
file is named with a trailing slash, the Files tab displays it as a folder only if it has length 1 byte, and
does not display it otherwise.

Multiple consecutive slashes are treated as a single slash. For example, dir///file is treated as
dir/file.

Using the ZentriOS file_create command, you can create files with names that do not follow the above
naming rules. These rules apply only to the display and manipulation of files in the ZentriOS Web App
Files tab.

GPIO Configuration Tab
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The GPIO configuration tab lists the configuration details for GPIOs in use. This is equivalent to the
output of the get gpio.usage command. For input GPIOs, the current state is listed. For output GPIOs,
buttons are provided to set the state to high or low.

Z=NTRI

Connect

Network

GPIOs

Files

Console

System

Firmware

Cloud Services

Firmware Management

GPIOs

: GPIO input_highz

system.indicator.softap
SPI0 MISO
SPIO CLK

: SPIO MOSI

: UARTORX

: UARTO TX

: GPIO output

: GPIO output

: system.indicator.network
: GPIO input_highz

. system.indicator.wlan

IN USE ALL

[E:1V8 High

[E:1"8 High

The firmware management tab allows Over-the-Air (OTA) wireless firmware updates. This is the

equivalent of issuing the ota command. This tab is available only with Internet access.
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Firmware Management

Connect
The applications, resources and ZentriOS running on this device can be wirelessly

Network updated using the Zentri Device Management Service.

Custom applications can also be developed using the ZentriOS Software Development

GPIOs Kit

For more information and to gain access to development tools, visit the Zentri
Files developer page.

Console

System
Firmware Update

Firmware
Bundle Version
Cloud Services

Cloud Services

The Cloud Services tab provides information and links related to the Zentri Device Management
Service (DMS) and the Zentri Cloud service. The Cloud Services tab is available only in Internet mode.
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Connect

Network

GPIOs

Files

Console

System

Firmware

Cloud Services

Zentri Device Management Service

Zentri Device Management Service instantly allows ZentriOS powered devices to be
provisioned with a unique secure identity and configuration.

The service is built to deliver secure, encrypted, product-specific over the air (OTA)
updates to products that are in-market.

A product inventory view is built into the service displaying real-time product updates
including geo-location and status of the product.

Visit Zentri Device Management Service for more information.

Zentri Cloud Service

Customers who go beyond secure updates and product inventory can monitor and
control their product using the Cloud Connector and Zentri Cloud Service.

The service additionally allows secure delivery of analytics captured from the product to
the cloud.

A typical customer for this service requires deployment of the service in days or weeks
and relies on Zentri's cloud infrastructure for product monitoring, contral and capturing
product analytics.

The RESTful and WebSocket APIs that are part of the service may be used to compose
operational dashboards or plug-in to existing dashboards.

Visit Zentri Cloud Service for more information.

Customizing the ZentriOS Web App

The ZentriOS Web App can be 100% customized, or subtly modified to suit your needs.

Source code for the customizable version contains all the features listed above with the exception of the

Console tab.

See Application Examples, Customizing the ZentriOS Web App for a comprehensive description.

Web App Recovery

In the event that the Web App file structure is damaged, ZentriOS provides a Web App Recovery

system that allows end users to use Setup web mode and recover the Web App. See the Web App

Recovery application note for details.
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Serial Interface

ZentriOS provides a flexible serial interface. It supports various serial protocols and modes, and is
easy to use for both humans and machines alike. ZentriOS supports two serial protocols, UART and
SPI.

UART Protocol

A single or dual UART is available for use by the host MCU. If a host can support two UARTS, one
UART may be used for control and data communication, and the other used for debug logging. If a
single UART is available, control, data and debug logs (if enabled) are interleaved.

SPI Protocol

SPIprovides a higher speed communications interface for higher bandwidth applications such as
audio and video. Full support for a serial-SPI communications interface will be added in an upcoming
release of ZentriOS.

Issuing Commands and Streaming Data

A ZentriOS device connects a host system to a network via Wi-Fi.

First the ZentriOS device is configured to connect to the network and to other hosts on the network.
Then the ZentriOS device allows the local host to communicate with other hosts by exchanging data.

To exchange data with other hosts, you can stream data transparently between the Wi-Fi interface and
the local serial interface. This bus mode is called Stream Mode.

Alternatively, you use ZentriOS commands to mediate the exchange of data.
ZentriOS commands can be issued via:

e The ZentriOS terminal console on the local serial interface.
This bus mode is called Command Mode.
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¢ Remote terminal via Telnet.

See Networking and Security, Remote Terminal.
e HTTP RESTful API.

See Networking and Security, HTTP Server.

To configure command mode and response, see Command Mode Configuration.

The local serial interface and the remote terminal are mutually exclusive: connecting a remote terminal
disables the local serial interface to the command parser. See Serial Bus Mode.

The local serial interface can either stream data, or send commands and receive responses. It cannot
do both simultaneously. See Serial Bus Mode.

Note: to guarantee that no characters are dropped when using the local serial interface, uart.flow must
be turned on . This applies at any baud rate.

The HTTP RESTful APl interface is available at all times, if the HTTP server is running and the RESTful
APlis enabled.

Access to the ZentriOS command parser is determined by:

e serial bus mode
e remote terminal status
e HTTP RESTful server status

Serial Bus Mode

Serial bus mode concerns the local UART serial interface.

A module running ZentriOS can operate in two distinct local serial bus modes, determined by the
bus.mode variable:

e COMMAND mode — ZentriOS commands are issued via the serial UART interface. A module is in
COMMAND mode if it booted with bus.mode setto command .

e STREAM mode — data is transferred directly between the serial UART interface and the Wi-Fi
interface. A module is in STREAM mode if it booted with bus.mode setto stream.

ZentriOS commands can also be issued via the local serial interface when in STREAM mode:
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¢ by sending the breakout sequence specified by the bus.stream.cmd_seq

¢ by asserting the GPIO specified with the bus.stream.cmd_gpio function

The diagram below shows a schematic representation of access to the command parser via the serial

interface and the Wi-Fi interface.

Access to Command Parser: UART Local Terminal connected

Access to Command Parser: Remote Terminal connected

UART local UART local
connected i-Fi connected Wi-Fi
ports | ports
TCP | pata | TcP
o—14 TS | TLS
] uDP UDP
Websocket Websocket
o—t o—1—
Y
Command | HTTP Command - HTTP
[ RESTful parser RESTful
API API
COMMAND mode STREAM mode

UART Local Terminal

UART local UART local
Wi-Fi Wi-Fi
ports | ports
TCP pata | TCP
o— TS L:. | TLS
uppP upp
Websocket I ‘Websocket
| Telnet | Telnet
Remote Remote
terminal terminal
connected connected
Command HTTP Command HTTP
parser T RESTHul parser T RESTHul
API API
COMMAND mode STREAM mode

+ Remote
Terminal

Remote Terminal

Note that this diagram illustrates access to the command parser only. Access via ZentriOS commands
to Wi-Fi ports and other module features is unaffected by serial bus mode or remote terminal status.

Command configuration and protocols are as described in Command Mode and Command Protocol,
whether commands are issued via the UART in COMMAND mode or COMMAND breakout, via the
remote terminal, or via the HTTP RESTful API.

In STREAM mode, you can stream data between the UART and the Wi-Fi interface, as described in
Stream Mode.

As the STREAM mode + Remote Terminal case in the above diagram suggests, you can stream data
to a remote host, and at the same time issue commands to the ZentriOS device via the remote terminal
or the HTTP Server RESTful API. A command issued to the command parser blocks commands from
other interfaces until it is completed.
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The state diagram below shows the transitions between serial bus modes.

Reboot to STREAM mode

COMMAND
mode

STREAM
mode

Reboot to Send breakout sequence

COMMAND COMMAND bus.stream.cmd seq
mode breakout from OR
assert

STREAM mode

bus.stream.cmd gpio

Rebooting to COMMAND mode

To reboot to COMMAND mode, set the bus.mode variable to command , save, and reboot;

set bus.mode command
save
reboot

COMMAND breakout from STREAM mode

To issue commands in STREAM mode, send the breakout character sequence specified by the
bus.stream.cmd_seq. This is by default $ss .

Alternatively, set up a GPIO to enter command mode by enabling the bus.stream.cmd_gpio GPIO
function.

On switching from STREAM mode to local COMMAND mode, ZentriOS responds with Command Mode
Start .

You can then issue any ZentriOS commands.
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You can set bus.mode to command and save, so that on the next reboot the ZentriOS device starts in
local COMMAND mode.

When you have entered local COMMAND mode from STREAM mode via a breakout sequence or
GPIO, you can return to STREAM mode by issuing the exit command.

Rebooting to STREAM mode

To switch to STREAM mode from command mode, set the bus.mode variable to stream and reboot:

set bus.mode stream
save
reboot

Exit from COMMAND Breakout

When you have entered local COMMAND mode, or remote COMMAND mode, from STREAM mode
via a breakout sequence or GPIO, you can return to STREAM mode by issuing the exit command.
ZentriOS responds with Command Mode Stop . For example:

Sequences and Commands Description
$SS Break out of STREAM mode
ver Issue some ZentriOS commands
exit Return to STREAM mode

Using the Remote Terminal

When the remote terminal is enabled and connected via telnet, the local command interface is
disabled. However the UART can still stream to the Wi-Fi interface if the module is in STREAM mode.
When a ZentriOS device is in COMMAND mode and a remote terminal is connected, disconnecting
the remote terminal switches back to COMMAND mode. You can then issue commands via the local
serial interface.
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Enabling and Connecting the Remote Terminal

Enable the remote terminal with remote terminal _enabled:

set remote terminal.enabled 1
save
reboot

Then connect a remote device via telnet to the ZentriOS device. The default portis 2000 . The host IP
or name depends on the ZentriOS configuration.

For details, see the Wi-Fi Remote Terminal application note.

Command Mode

Command mode is the primary mode used to configure ZentriOS. Understanding how command mode
works, and the options provided, is the key to mastering the use of ZentriOS. The serial interface is
designed to cater for humans and machines alike, and the interface is configurable to suit the needs of
both.

Note: When controlling ZentriOS via an MCU, we suggest using machine mode, described below.
Command Mode Configuration

In command mode, ZentriOS and the ZentriOS device effectively provides a slave interface to the host.
The host is the master and ZentriOS is the slave. The host initiates all transactions, which follow the
sequence:

e hostissues a command
e ZentriOS provides a response

ZentriOS commands are used by the host to read and write ZentriOS variables, send control
information, and send and receive data across network connections.

The variable system.cmd.mode is provided for convenience to make it easy to switch between human
mode and machine mode. Setting system.cmd.mode conveniently changes the value of each of the
following variables to configure the desired command mode.
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Human Friendly Command Mode

By default, the serial interface is configured to be human friendly with the following settings.

set system.print level all -> Turn on all debug & informational prints
set system.cmd.header enabled 0 -> Disable a response header

set system.cmd.prompt enabled 1 -> Turn on the user prompt

set system.cmd.echo on —> Turn on echo to see what you're typing

See System Functions, Configuring Command Mode and Response.

Machine Friendly Command Mode

To configure the serial interface for machine friendly operation, use the following settings.

set system.print level 0 > Turn off all debug & informational prints
set system.cmd.header enabled 1 -> Enable a response header (described below)
set system.cmd.prompt enabled O -> Turn off the user prompt
set system.cmd.echo off —> Turn off character echo

See System Functions, Configuring Command Mode and Response.

Command Protocol

ZentriOS commands are formatted as shown below. <command name> <arguments>\r\n where:

e <command name> is a ZentriOS command - see Commands

® <arguments> may be required depending on the command

In the case of the get and set commands, the arguments are in the form: <variable name>

<arguments> where:

e <variable name> is a ZentriOS variable name. See Variables

® <arguments> may be required depending on the variable.

The command is terminated by a carriage return and newline character ( \r\n ).
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Response Format

Responses from ZentriOS follow the format shown in the text below.

RXYYYYY\r\n
<response data>

where ...

e R denotes a Response header. NOTE! If the module is operating in Safe Mode, R is replaced
with s .

e x isthe error code (response error codes are listed below).

e YvYYYY is the response data length in bytes including a trailing \r\n . The response data length is
zero if no data is available, or >2 (including \r\n ) if data is available.

® <response data> . If the response data lengthis >0, the <response data> is the data returned
from ZentriOS in response to the command.

Response Error Codes

Success

Command failed

Parse error

Unknown command

Too few args

Too many args

Unknown variable or option

Invalid argument

Serial command line buffer overflow

Bounds error, command specific, bounds of the command were exceeded

O 0 ~J oy Ul WDN - O

Log Format

If system.print_level is greater than 0, a log header together with one or more informational debug logs
may be returned in addition to a response header and response data when a command is issued. Log
headers follow the format shown in the table below.

LXYYYYY\r\n
<log message>
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where ...

e 1 denotes a Log header.

e X istheloglevel.

e vyyvy is the log message length in bytes including a trailing \r\n . Log messages are always >2
bytes in length and including terminating \r\n characters.

® <log message> . The log message returned by ZentriOS in response to the command.

Stream Mode

As depicted in the following diagram, stream mode provides a transparent connection between a serial
port and a network stream such as a UDP or TCP client or server. ltis perfect for implementing
applications such as a wireless serial port.

Bytes or characters sent from the host to a serial interface are transparently pushed by ZentriOS to a
network stream via a wireless interface. Conversely, bytes or characters received by a network stream
(from a remote server) via a wireless interface are transparently pushed by ZentriOS to a serial
interface connected to the host. A wireless serial port is a typical application that uses stream mode.

Stream mode is used primarily by host applications that can handle asynchronous data (with the
optional use of hardware flow control). It is perfectly suited to applications that need to use only a single
network stream at any one time.

For networking considerations, see Networking and Security, Serial STREAM Mode.
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Stream Mode Configuration

The simplest way to setup a ZentriOS device to use Stream mode is to do all the ZentriOS
configuration first using command mode, then reboot into stream mode. Configuration involves just a
few simple steps:

e Setup a wireless and network interface to use with stream mode e.g. wlan interface and TCP client.
This typically requires setting up the wireless interface and network stream to auto-connect, or
enable connection using a GPIO control pin.

e Setthe serial bus.mode to stream.

e Then save and reboot the module.
For an example, see the application note Wireless Serial Port.

Both the wlan and softap interfaces have an auto-start on bootup capability using the
wlan.auto_join.enabled and softap.auto_start variables. The TCP server has auto-start capability using
the tcp_server.auto_start variable. Network clients can be started using a GPIO or manually by
breaking out of stream mode as described below.

Breaking out of Stream Mode

When the serial bus is in Stream mode, commands are disabled and every character sent to the serial
port is automatically forwarded to a network stream. There are two ways to break out of stream mode
and enable command mode entry temporarily. The first method is to send a character sequence,
configurable with the bus.stream.cmd_seq, after 3 seconds of inactivity on the serial interface. By
default, the stream break out sequence is $$s . The other option available to break out of stream mode
is to use a GPIO configurable with the bus.stream.cmd_gpio variable. When you're done entering
commands, return to stream mode by issuing the exit command.

On breaking out of Stream mode, additional network connections may be available.
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Wi-Fi Interface

There are two Wi-Fi interfaces available for use with ZentriOS, a wlan client (802.11 STA) interface and
a softAP (802.11 AP) interface.

Both interfaces share the same physical Wi-Fi radio and antennas.

To set the Wi-Fi transmit power for both interfaces, use the common wlan.tx_power variable.

WLAN Client Interface

The wlan client interface enables ZentriOS to join with a Wi-Fi access point at home, work or in-
between.

Itis possible to use the wlan and softap interfaces concurrently, however these interfaces share the Wi-
Fi radio and hence must operate on the same Wi-Fi radio channel in concurrent mode. The wlan
interface has priority, and if the wlan interface starts on a different channel to the softap interface, the
softap channel switches to the wlan channel.

ZentriOS provides various commands and variables to configure the wilan interface. See the
documentation for wlan commands and wlan variables. An overview of WLAN functionality is provided
in the following sections.

Scanning for Networks

There are two methods to scan for networks in range, active scanning and passive scanning. Active
scanning involves the Wi-Fi module actively transmitting 802.11 probe request packets. When a Wi-Fi
Access Point receives a probe, it replies with an 802.11 probe response. Passive scanning on the
other hand avoids actively transmitting, and the Wi-Fi module simply listens for Wi-Fi Access Point
beacons for a period of time on each channel scanned.

To initiate a scan for Wi-Fi networks in range, use the wlan_scan command.
WLAN Security Type

ZentriOS supports SOHO security types including Open, WPA & WPA2, and WPA2 mixed mode.
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ZentriOS determines security type automatically, from the network you are attempting to join.
Joining a Network

To join a network manually, set the wlan.ssid and wlan.passkey variables to match the network name
and network password the module is attempting to join. You can do this by setting the values of the
variables directly. See Configuration and Setup for other provisioning methods.

If your application is sensitive to latency or power, you should also consider customizing the number of
join retry attempts with the wian.join.retries.

To hide the passkey after it has been set, simply set the wlan.hide _passkey variable. After the passkey
is hidden, it is no longer possible to read the passkey until a factory reset is performed. This stops an
attacker learning the network password by physically acquiring a product with a ZentriOS device.

If the application requires the module to auto-join a network after boot up, set the
wlan.auto_join.enabled variable. The number of automatic retry attempts and the delay between
automatic retries is configurable with the variables wilan.auto_join.retries and
wlan.auto_join.retry_delay.

Once the module is joined to a Wi-Fi network, the received signal strength (signal level) of the Wi-Fi
Access Point is available with the wlan_get rssi command.

Access Point (SoftAP) Interface

The softAP interface enables a Wi-Fi client such as a notebook, smartphone or tablet to join with
ZentriOS.

Soft AP OUI
The Soft AP Organizationally Unique Identifier is related to the WLAN interface MAC address.

The SoftAP address is more correctly called an Organizationally Unique Identifier (OUI), but has the
same format as a MAC address.

To see the WLAN MAC address, issue the command:
get wlan.mac

Calculate the SoftAP OUI from the MAC as follows:
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SoftAP_OUI = WLAN_MAC OR 0x200000

That is, the SoftAP OUl is obtained from the WLAN MAC address by setting the second-least
significant bit of the first octet of the address.

See Wikipedia MAC Address details for more information:
https://fen.wikipedia.org/wiki/MAC_address#Address_details.

SoftAP Features and Variables

The softAP interface is primarily controlled with the softap variables, grouped below according to
SoftAP features:

e Auto start on reboot:
o softap.auto_start
e Wi-Fi radio channel selection
o softap.channel
e Control of interface settings such as IP address range, DHCP server, DNS redirect server:
o softap.static.ip
o softap.dhcp_server.enabled
o softap.dns_server.enabled
e Options to adjust AP name, password and URL.:
o softap.ssid
o softap.hide_ssid
o softap.passkey
o softap.dns_server.url
e Combined use with a web server for provisioning of the WLAN interface:
o Configuration and Setup, Setup with a Web Browser
e Control of client idle timeout:
o softap.idle_timeout
e Monitoring of connected clients and activity information:
o softap.client list
o softap.info

See the variable softap.max_clients.
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Networking and Security

ZentriOS includes a full IPv4 networking stack that supports a range of popular networking protocols
including TCP, UDP, DNS, DHCP. Additional network application libraries are provided for native
HTTP and secure cloud access.

For each networking client and server there are configuration variables, and commands and
procedures to start and stop the client or server.

e DHCP client

e DHCP server
e DNS client

e DNS server

e HTTP client

e HTTP server with RESTful API
e HTTPS client

e NTP client

e TCP client

e TCP server

e TLS1.0-1.2

e SSL/TLS client
e UDP client

e UDP server

When a network connection is established, ZentriOS opens a network stream to write and read data.
See Network Connections and Streams.

See the article TCP is a Stream for a discussion of the underlying mechanism of TCP, and how to
determine that data is received.

Note that the term stream has different meanings depending on context. See Glossary, Stream.
Other network features include ...

e Network status indication using GPIOs
e Remote Terminal Access
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e Broadcast status announcement
e Captive Portal

Security features include ...

SSL/TLS client

HTTPS webserver

HTTPS file upload and download
CA certificate store

DHCP Client

The ZentriOS DHCP client obtains an IP address from the WLAN DHCP server when the network is
brought up with the wlan interface.

Configure the DHCP client with the variables:

¢ wlan.dhcp.enabled
¢ wlan.dhcp.hostname

Bring the network up by issuing any command that requires the network, or use the command:

e network up

DHCP Server

The ZentriOS DHCP server supplies IP addresses to clients connecting to the soft AP when the
network is brought up withthe softap interface.

Configure the DHCP server with the variables:

¢ softap.dhcp_server.enabled

The soft AP starts on reboot when configured to auto-start with the softap.auto_start variable.
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You can bring up the soft AP with the network _up command. Either specify the softap interface, or set
the network.default_interface variable to softap .

The soft AP starts automatically when you use Web Setup.

DNS Client

The DNS Client works with all the network protocols, including HTTP, TCP and UDP.
There are no configuration variables for the DNS Client.

The wlan.network.dns variable returns a list of addresses currently in use by the WLAN interface.

DNS Server

DNS Server features are available for the Soft AP interface.
Configuration options for the soft AP DNS server are:

e softap.dns_server.enabled
e softap.dns_server.url

The setup.web.url variable defines a list of URLs that clients can use to connect to the ZentriOS Web
App.

HTTP Client

The HTTP Client consists of a group of commands for HTTP methods:

e hitp _add header
e hitp_get

e hitp head

e hitp post
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e hitp read_status

For a secure TLS transaction, the url scheme specified with the command mustbe https . See
HTTPS Client.

The http get, http post and http head commands have an option to queue the request, prior to
sending. While the request is queued, use the http add header to add custom headers as required,
as shown in the example below. Use the stream_write command to add data to the body of a POST
request.

Use the http read status command to read the HTTP response after a request is completed.

Connection timeout for the HTTP client commands is controlled by the tcp.client.connect_timeout
variable.

Stream Type: HTTP . See Network Connections and Streams, Stream Types.

HTTP POST Example

The following (fictitious) HTTP POST example shows how to post data to an HTTP web server using
the ZentriOS HTTP API. The HTTP body data posted in this example is a small piece of JSON (sent
using stream write 0 7). Since the -o option is used with the http_post command, a connection
stream to the HTTP server is opened, but the HTTP POST is queued locally on the module.

Queuing the HTTP POST locally provides the ability to add HTTP headers using the http_add_header
command, and to post data in the HTTP body using the stream_write command. Once all headers and
body data are queued, the HTTP POST is sent to the server and completed using the http _post
command.

Any response data received from the server may be read using stream_read.
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> http post -o example.com/hello application/json
[2014-04-23 | 19:40:23: Opening: example.com]
Request POST /hello
Connecting (HTTP): example.com:80
[2014-04-23 | 19:40:23: Opened: 0]
0
> stream write 0 7
. JSON data goes here ...
sSuccess
> http read 0
HTTP response: 200
Chunked response

200
> stream read 0 1000
{ "response": "howdy!"

}

> stream close 0

Closing: O

[2014-04-23 | 19:40:40: Closed: 0]
Success

HTTP Client File Upload and Download

The HTTP Client feature includes commands to handle file upload and download, between the
ZentriOS device file system and an HTTP/S host:

e hitp upload
e hitp _download

The http upload and http download commands use HTTP POST requests in the background.
For a secure TLS transaction, the url scheme specified with the command mustbe https .

See:

e hitp_upload application note

HTTP Server with RESTful API

The ZentriOS HTTP webserver may be configured to run as a service on either the softAP or WLAN
interface.
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There is no network stream associated with the HTTP server. An HTTP client issues a request and the
HTTP server sends a response. The client and server do not read or write data outside the request.

ZentriOS provides a simple RESTful APl on top of the HTTP server. The APl allows for a remote
HTTP(S) client to issue any ZentriOS command. The result of the command is returned in a simple
JSON format.

The RESTful APl can be used in a number of ways:

e GET and POST requests - see the HTTP Server RESTful APl app note

e The ZentriOS Web App provides complete control of a module via the RESTful API

e Javascript: for more sophisticated scripting, the ZentriOS JavaScript API provides a JavaScript
wrapper around the HTTP server REST API

e Python: the ZentriOSpy module provides a Python wrapper around the HTTP server RESTful API.

The HTTP Server is configured with the following variables:

e http.server.api_enabled

e http.server.cors_origin

e http.server.enabled

e http.server.interface

e http.server.max_clients

e http.server.notfound_filename
e hitp.server.port

e http.server.root_filename

A client can use the RESTful APl to issue ZentriOS commands and receive responses, and also for
retrieval of module log messages.

The available requests are as follows:

GET /command
POST /command
GET /log

POST /stream

See the HTTP Server RESTful APl application note for low-level examples.
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The ZentriOS Web App provides a complete demonstration of the HTTP Server RESTful API, and can
be customized as required. See Customizing the ZentriOS Web App.

Notes

¢ Request size is limited to 4 KBytes, not including headers.
e The HTTP server does not check headers.

Command Request/Response

The API supports either a simple GET request or a slightly more complex POST request.

GET Request
GET /command/<ZentriOS command>
POST Request

POST /command
{ "flags" : <flags>, "command" : "<ZentriOS command>", "data" : "<command data>"

}

where:

® <Jflags>
o 0x01 -"command" field is base64 encoded
o 0x02 -baseb4 encode response data
o 0x04 -"data"field is base64 encoded
® <ZentriOS command> - any ZentriOS serial command
e <command data> - optional, specific to certain ZentriOS commands that require additional data
(write, file_create, etc)

With the REST API, the procedure for issuing commands is:

Open HTTP socket to server

POST JSON formatted command to device
Device processes request

Device returns a JSON formatted response
HTTP connection closed

RN
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To issue another command, repeat steps 1-5.
HTTP Response Codes

e 200 -the command transaction executed successfully
e 400 - malformed request
e 500 -servererror

Response body

{ "id" : <unique id>, "code" : <response code>, "flags" : <flags>, "response" :

<command response>"

}

where:

® <unique id> -unique id given to each command.
e <response code> -the ZentriOS command response code.
® <Jflags>
o 0x01 -the command response is base64 encoded
e <command response> -the command response data

Log Request/Response
The APl also buffers log messages. This is the request to retrieve the log messages.

GET Request
GET /log

HTTP Response Codes

e 200 -the command transaction executed successfully
e 400 - malformed request

Response
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{ "logs" : [ "<log data>", "<log data>", ....] }
}

Note: the log buffer has limited space. Older logs are replaced by newer ones. This should be called
periodically to avoid losing logs.

HTTP Response Codes

e 200 -the command transaction executed successfully
e 400 - malformed request
® 404 -no available stream handles

CORS (Cross Origin Resource Sharing)
The ZentriOS HTTP server supports CORS (Cross-Origin Resource Sharing).

The http.server.cors_origin variable allows you to specify origins for which the same-origin policy is
relaxed.

This allows control of the module, via the HTTP server, from a remote site provided the module has
originally been set up with a http.server.cors_origin domain that allows access from that site. Via the
ZentriOS HTTP server ZentriOS JavaScript API, the remote site can issue all ZentriOS commands,
including reboot.

Setting the http.server.cors_origin results in the ZentriOS HTTP server inserting a corresponding
CORS Access-Control-Allow-Origin (ACAOQ) response header into resources it delivers. It also results
in the ZentriOS HTTP server responding to an opTION request with a set of options supporting remote
control.

HTTPS Client

HTTPS client commands include:

e http _download
e hitp get

e hitp head

e hitp post

e http upload
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The HTTP client commands use TLS when the URL supplied has the scheme https .
The TLS CA certificate is supplied as a command argument or by default configured with the variables:

e network.tls.ca_cert

e network.tls.client cert

e network.tls.client_key

e network.tls.handshake timeout
e network.tls.version

NTP Client

Network Time Management
ZentriOS devices can obtain time data from an NTP (Network Time Protocol) server.

Configure NTP with the variables:

ntp.enabled
ntp.interface

ntp.interval
e ntp.server

Time related variables are:

e time.last_set
e time.rtc

¢ time.uptime
e time.zone

If NTP is enabled, time.last_set returns the seconds since the time was last set by NTP.

To read the time, get time.rtc and to determine the time zone, get time.zone.

TCP Client
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Configure the TCP client with the variables:

tcp.client.auto_retries
tcp.client.auto_start
tcp.client.connect_timeout
tcp.client.connected_str
tcp.client.disconnected_str
tcp.client.local_port
tcp.client.remote_host
tcp.client.remote _port
tcp.client.remote_send
tcp.client.retries
tcp.client.retry_period
tcp.client.tls_enabled

Start the TCP client with the command:

Stream Type: TCPC . See Network Connections and Streams, Stream Types.

tcp_client

TCP Client Auto Connect

To connect automatically to a remote host when the network is brought up, configure TCP client auto-
connect with the variables:

tcp.client.auto_retries
tcp.client.auto_start
tcp.client.remote_host
tcp.client.remote_port
tcp.client.remote_send

To auto start with a TLS connection, set tcp.client.tls_enabled = TRUE. See TLS Client.

TCP Client Connection Retry Sequence

The TCP client connection retry sequence is shown in the following diagram. Click to enlarge:
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TCP Server

Configure the TCP server with the variables:

e {cp.server.auto_start

e f{cp.server.connected_gpio
e {cp.server.data_gpio

e tcp.server.idle timeout

e t{cp.server.port

Start and stop the TCP server with the TCP server command:
e {cp server

Stream Type: TCPS . See Network Connections and Streams, Stream Types.

TLS 1.0-1.2 Support
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ZentriOS supports TLS 1.0 to TLS 1.2.
Supported TLS Cipher Suites

ZentriOS supports the following Cipher Suites for TLS 1.0 - 1.2:

OpenSSL Name ’éf(’é’hange Encryption :Zihrii?ﬁm
TLS-ECDHE-RSA-WITH-AES-128-CBC-SHA ~ ECDHE RSA AES-128  SHA-1
TLS-ECDHE-RSA-WITH-AES-256-CBC-SHA ~ ECDHE RSA AES-256 SHA-1
TLS-ECDHE-RSA-WITH-AES-128-CBC- ECDHE RSA AES-128 SHA-256
SHA256

TLS-ECDHE-RSA-WITH-AES-128-GCM- ECDHE RSA AES-256 SHA-256
SHA256

TLS-RSA-WITH-AES-128-GCM-SHA256 RSA AES-128  SHA-256
TLS-RSA-WITH-AES-128-CBC-SHA256 RSA AES-256 SHA-256
TLS-RSA-WITH-AES-256-CBC-SHA256 RSA AES-256  SHA-256
TLS-RSA-WITH-AES-128-CBC-SHA RSA AES-128  SHA-1
TLS-RSA-WITH-AES-256-CBC-SHA RSA AES-256  SHA-1
TLS-RSA-WITH-AES-256-CCM RSA AES-256 SHA-256
TLS-RSA-WITH-AES-256-CCM-8 RSA AES-256  SHA-256
TLS-RSA-WITH-AES-128-CCM RSA AES-128  SHA-256
TLS-RSA-WITH-AES-128-CCM-8 RSA AES-128  SHA-256
TLS-ECDH-RSA-WITH-AES-128-CBC-SHA ECDHRSA  AES-128  SHA-1
TLS-ECDH-RSA-WITH-AES-256-CBC-SHA ECDHRSA  AES-256 SHA-1
TLS-ECDH-RSA-WITH-AES-128-CBC-SHA256 ECDHRSA  AES-128  SHA-256
TLS-ECDH-RSA-WITH-AES-128-GCM-SHA256 ECDHRSA  AES-128  SHA-256

Acronyms Used in Above Table

AES - Advanced Encryption Standard
CBC - Cipher Block Chaining

DH - Diffie-Hellman
DHE - Diffie-Hellman Ephemeral

CCM - Cipher Block Chaining - Message Authentication Code
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e EC - Elliptic Curve

e GCM - Galois/Counter Mode

e RSA - Rivest, Shamir, Adleman
e SHA - Secure Hash Algorithm

TLS Memory Requirements
Increasing Available Memory for TLS
TLS connections require a considerable amount of RAM. Low memory may result in TLS errors.

To establish a TLS connection, other memory intensive features may need to be disabled. You can
return the device to the default state with a factory reset.

TLS client handshake may require up to 85% of the available dynamic memory to complete. This
memory requirement dictates the ability to run TLS client and other network streams simultaneously.

Auto-start
If TLS client auto-start is enabled, other streams with auto-start variable enabled will not start.
Run-time via command API

The TLS client will not start if other streams are opened. Other streams may be started after TLS client
is opened (has completed its handshake).

TLS Client

TLS client commands include:

e {Is_client
e ofa

See also HTTPS Client.
TLS details must be supplied as a command argument or configured with the variables:

e network.tls.ca_cert
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¢ network.tls.client_cert

¢ network.tls.client_key

¢ network.tls.handshake_timeout
¢ network.tls.version

To manually initiate a TLS connection with the TCP client, use the tls_client command.
To auto-start the TCP client with TLS, set:

e fcp.clientauto_start = TRUE
e {cp.clienttls_enabled = TRUE

See TCP Client Auto Connect.

The TCP client, with TLS enabled, has the features described in the TCP Client documentation.
Stream Type: TLSC . See Network Connections and Streams, Stream Types.

OTA always uses TLS.

Connect timeout for the TLS client command is controlled by the tcp.client.connect_timeout variable.

UDP Client

Configure the UDP client with the variables:

e udp.client.auto _interface
e udp.client.auto_start

e udp.client.remote host
e udp.client.remote port

Start the UDP client with the command:
e udp client

Stream Type: uppC . See Network Connections and Streams, Stream Types.

UDP Client Auto Connect
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Configure the UDP client auto-connect with the variables:

udp.client.auto_interface
udp.client.auto_start
udp.client.remote_host
udp.client.remote_port

UDP Server

Configure the UDP server with the variables:

udp.server.auto_start
udp.server.data_gpio
udp.server.lock_client
udp.server.port
udp.server.remote host
udp.server.remote_port

Start and stop the UDP server with the command:

udp_server

The udp_server has subcommands to read and write . These are equivalent to the stream read and

write commands, with the added option of determining the client address and port.

The UDP server uses a single stream for multiple clients. Using the stream read and write commands
applies to all clients. Using the UDP server subcommands allows writing to and reading from a specific
client.

Stream Type: uDps . See Network Connections and Streams, Stream Types.

UDP Server Auto Connect

Configure the UDP server auto-connect with the variables:

udp.server.auto_start
udp.server.remote_host
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e udp.server.remote port

Network Connections and Streams

Streams are associated with:

e network connections, including HTTP, HTTPS, TCP, TLS, WebSocket and UDP client and server
connections
e openfiles

When ZentriOS opens a network connection, file, or serial connection, it returns a stream handle. The
stream commands act on a stream handle to perform actions such as read, write, poll and close. You
can list open streams. Each stream has a specific type. See Stream Types.

Stream Handles

When a stream is open, it is assigned a handle number. This handle is used to read/write/poll/close the
stream.

Stream Commands
Refer to the following stream commands to use the stream handle:

e stream_list - list open streams by stream handle, with stream type and related information
e stream_read - read stream specified by stream handle

e stream_write - write to stream specified by stream handle

e stream_close - close stream specified by stream handle

e stream_poll - determine status of stream specified by stream handle, or all streams

Use the stream_list command to view open streams. For example:

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page |81



Z=NTRI
Networking and Security ZentriOS Reference Guide

stream list

Type Info

TCPS 10.5.6.146:3000 10.5.6.131:63835

UDPC 107.170.222.80:50007 (15672)

TCPC 107.170.222.80:50007 (13171)

FILE webapp/unauthorized.html-1.0.1.3 (9530, 0)
FILE favicon.ico.gz-1.0.1.3 (733, 0)

FILE webapp/zentrios.css.gz-1.0.1.3 (22670, 0)

(VARSI Y/
Grd WM P O =

e
M
o}
o,

=

Serial STREAM Mode

In serial STREAM mode, a single network connection (TCP/TLS/UDP client/server) streams to the
serial bus. No stream read or write commands are required, as data flows automatically between the
serial bus and the open stream. See Serial Interface, Stream Mode.

STREAM mode does not support the following stream types:

¢ TITIIE

Note: When in STREAM mode, a TCP server is limited to one client connection.

The STREAM mode enabled stream appears in the stream list. Reading and writing data to the stream
is not permitted.

Stream Limitations

At any moment, ZentriOS-WL supports one UDP stream and one TCP client stream. Depending on
available memory, WL can support several simultaneous file streams and the TCP Server can support
multiple clients.

Each stream type in the Stream Types table below uses a single stream, with the following exceptions
and qualifications:

e External UDP clients connecting to a ZentriOS UDP server do not use an additional stream. That is,
a single UDP server takes only one stream and allows an unlimited number of UDP clients to be
connected.

e The TCP server, with no client connected, uses no streams. Each external TCP client connecting to
a ZentriOS TCP uses an additional stream.
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e Only one TLS stream can be open at a time.
e \Whenin STREAM mode, the TCP server is limited to one client connection.

Stream Types

List the currently open streams with the stream_list command. Streams are listed with stream handle,
type, and information about the stream source.

Note that some stream types support a limited set of operations. The following is a list of stream types,
and for each type the command to create it, and the stream operations it supports.

Type Associated Commands Stream Operations  Description

FILE file_openffile_create -o read/poll/close File system handle. See File system
HTTP http_get/http_post/http_head read/write/poll/close HTTP Client
HTTPS http_get/http_post/http_head read/write/poll/close Secure HTTP Client

TCPC  tcp client read/write/poll/close TCP Client

TCPS  tcp_server read/write/poll/close TCP Server client stream. Note that
one stream is used per client

TLSC  tis_client read/write/poll/close TLS Client

UDPC udp_client read/write/poll/close UDP Client

UDPS  udp_server read/write/poll/close UDP Server. Note that one stream is

used for all server clients

Streams Do Not Close Automatically

Network streams do not auto-close. A stream remains open until the stream_close command is sent.
Use the stream_poll command to determine status. A stream with status 2 indicates that the stream
connection has been closed remotely.

Auto-start Network streams

Auto-start network streams are opened in the following order:

1. TCP/TLS client. If TLS client auto starts, other streams will not start.
2. UDP client

3. TCP server

4. 10 connection
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Network Status Indication Using GPIOs

You can configure GPIOs to act as indicators of networking states, such as the state of the WLAN
connection, the Soft AP connection, or DHCP progress. You can configure a selection of blink rates to
indicate states.

See variables:

e system.indicator.gpio
e system.indicator.state

See Peripherals, System Indicator Functions.

Remote Terminal Access

You can control a ZentriOS device with a TCP/IP telnet connection via a remote terminal, connected to
the device via the Soft AP interface or the WLAN interface.

Configure the remote terminal with the variables:

e remote_terminal.enabled
e remote_terminal.password
e remote_ terminal.port

e remote_terminal.timeout

See the Wi-Fi Remote Terminal application note.

Broadcast Status Announcement

A ZentriOS device broadcasts its properties in JSON format. The properties can be sent either as
UDP packets to a UDP host or by a post request to an HTTP host.

Properties include by default the IP address and the MAC address.
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Configure broadcast with the variables:

See also the Broadcast UDP Packet Application Note.

broadcast.data
broadcast.http.host
broadcast.interface
broadcast.interval
broadcast.udp.ip
broadcast.udp.port

Captive Portal

Captive portal is supported during websetup and optionally for the soft AP. When the HTTP Server

receives certain requests, it redirects to the root HTTP server web page. See

softap.captive portal _enabled.
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Managing GPIOs and Peripherals

e GPIO Commands and Variables

e GPIO Functions and Pins

e Viewing GPIO Usage

e Deregistering a GPIO

e Setting GPIO Function

e Setting and Getting GPIO Values

e LEDs

e Communicating Peripheral Information Over the Network
e Peripheral GPIO Mapping by Function

Peripheral commands and variables enable access to general purpose input/outputs (GPIOs).

GPIO Commands and Variables

Typically, particular GPIOs are hard-wired to components such as LEDs, buttons and sensors. Other
GPIOs are configurable for input and output.

GPIOs can be used for special system functions, including (but not limited to):

e assigning a LED as wlan status indicator

selecting between serial bus modes: COMMAND or STREAM
pulse width modulator (PWM) function

general standard IO function

out-of-band interrupts

GPIO commands and variables allow control of the function and direction of the GPIOs.
GPIO Commands

e gpio_get
e gpios_get
e gpio_set

GPIO Variables
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¢ broadcast.data

e bus.stream.cmd_gpio
e gpio.init

® gpio.usage

e joconn.control_gpio

¢ joconn.status_gpio

e setup.gpio.control_gpio
e system.indicator.gpio
¢ system.indicator.state
e f{cp.server.connected gpio
e ftcp.server.data_gpio

¢ udp.server.data_gpio

GPIO Functions and Pins

GPIO functions and pins differ for different devices. For a comparison of Zentri modules, see Module
Comparison.

For details of particular devices, see Hardware.

Viewing GPIO Usage

To see the current GPIO usage, read the gpio.usage variable:
get gp u

For examples of gpio usage output, see the module pages in Hardware.

The gpio_usage command does not list GPIOs setto none : these GPIOs have no function configured.

Deregistering a GPIO

GPIOs that are already assigned to a function need to be deregistered before reassignment. To
determine if the GPIO is assigned, read the gpio.usage variable.

Deregistering a Standard 1/0 GPIO
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If a GPIO is assigned to a Standard /O function, use the gpio_dir command with an argument of none
or -1.

For example, to deregister user LED1 on the Moray board (GP1013):

gdi 13 none

For the change to persist after reboot, you need to set the gpio.init variable and save. For example:

set gpio.init 13 none
save

Deregistering Alternative Function GPIOs
Variables that allow functions to be assigned to a GPIO are as follows:

e bus.stream.cmd_gpio

e joconn.control_gpio

e joconn.status_gpio

e setup.gpio.control_gpio

e system.indicator.gpio

e tcp.server.connected_gpio
e udp.server.data_gpio

To de-register a GPIO assigned to a function, set the function variable to -1 . For example, if the GPIO

is assigned to setup.gpio.control gpio :

set setup.gpio.control gpio -1

You can also deregister a GPIO by assigning its function to a different GPIO. For example, if
setup.gpio.control_gpio is assigned to GPIO 6, you can deregister GPIO 6 by assigning the function to
GPIO 7:

set setup.gpio.control gpio 7
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If the GPIO is assigned to a system.indicator.gpio function, you need to specify the function argument
as well as the GPIO number argument. See System Indicator Functions.

For example, to deregister GPIO 1 on the Mackerel, which is by default assigned to
system.indicator.gpio wilan:

set sy i g wlan -1

Setting GPIO Function

GPIO function can be set by commands or variables.

To use a GPIO as Standard l/O, deregister the GPIO if itis already assigned, then use the gpio_dir
command to set its direction.

For example, to set user LED1 on the Moray to an output:

gdi 13 out

For the change to persist after reboot, you need to set the gpio.init variable and save. For example:

set gpio.init 13 out
save

You can also use a GPIO for a number of special functions, such as indicators, or inputs to control
special features.

System Indicator Functions

Use the system.indicator.gpio and system.indicator.state to configure a GPIO for a system indicator
function. Deregister the GPIO if necessary before setting its function.

Save the variables and reboot to complete the configuration change, since these functions are
managed by services configured during bootup.

Note: This GPIO function change cannot be implemented by ZentriOS command if a
gpio config init.csv file sets the GPIO function.
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On the Mackerel and Moray evaluation boards, the red, yellow and green LEDs are configured by
default as system indicators, showing soft AP, network and wlan status. See:

¢ Wallaby Module and Mackerel Evaluation Board
¢ Numbat Module and Moray Evaluation Board

For example, to switch the network system indicator function to Mackerel user LED 1 (GPIO 22):

gdi 22 none

set sy i g network 22
save

reboot

Each system indicator function can be associated with only one GPIO. Setting the indicator to a GPIO
automatically sets to none (any GPIO previously assigned to that system indicator.

Bus Stream Command GPIO

Set the bus.stream.cmd_gpio to configure a GPIO to force ZentriOS from stream mode to command
mode. See Serial Interface for a discussion of stream mode and command mode.

This feature is intended for automated use with a host MCU. In the following demonstration of this
feature on the Mackerel evaluation board, we use Button 2 (GPIO 11).

ZentriOS commands Comments

gdi 11 none Deregister Mackerel Button 2 GPIO

set bu s g 11 Configure Button 2 GPIO as bus.stream.cmd gpio

set bu m stream Set the bus mode to stream

save Save variables

reboot The changed bus mode is not implemented until boot

Because the device is in stream mode, characters typed into the serial terminal are not echoed. Press
Button 2, and ZentriOS displays: Command Mode Start While holding down Button 2, ZentriOS
commands may be typed into the terminal, and characters are echoed. For example, you can set bus
mode to command and save, to restore command mode after a reboot. Release Button 2 and the
device returns to stream mode.
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GPIO Controlled Network Connection

ZentriOS allows you to configure full details of a connection to a host, then connect and disconnect
under the control of a single GPIO. The connection can be via:

e TCP
e TCP with TLS
e UDP

Setioconn.control_gpio to assign a GPIO to the control function that makes and breaks the connection.
Setioconn.status_gpio to assign a GPIO to indicate the status of the connection.

See the ioconn.” variables for details.

The GPIO-Controlled Network Connection application note provides further examples.

TCP Server Status GPIOs

The tcp.server.connected _gpio variable provides a GPIO to indicate whether a client is connected to
the TCP server.

The tcp.server.data_gpio variable provides a GPIO to indicate whether a connected client has data
available to read.

See the TCP Server + softAP application note for further information.
UDP Server Data GPIO

The udp.server.data_gpio variable allows assignment of a GPIO to indicate whether a connected UDP
client has data available to read.

Setting and Getting GPIO Values

If a GPIO is set to the Standard /O function, and the GPIO direction is set as an output with the gdi
(gpio_dir) command, the GPIO value may be configured with the gse (gpio_set) and gge (gpio_get)
commands. For example:
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> gdi 12 out
Set OK

> gge 12

0

> gse 12 1
Set OK

> gge 12

1

If a Standard /O GPIO is configured for input, you can read the GPIO value but you cannot set it:

> gdi 12 in

Set OK

> gge 12

0

> gse 12 1

GPIO not configured for output
Command failed

LEDs

The level of a LED can be controlled via a GPIO, either with the Standard /O output or by using a PWM.

GPIO Standard I/O Control
A LED can be turned on or off by configuring as a Standard /O output, then setting the GPIO level.

For example, to turn on Mackerel user LED1, use the gpio_dir command and the gpio_set command:

ZentriOS

Comments
commands
gdi 22 Deregister Mackerel User LEDl1 GPIO, in case it is assigned to a
none different function
gdi 22 out Assign User LED1 GPIO to a Standard I/O output
gse 22 1 Set GPIO output high (LED1 on)
gse 22 0 Set GPIO output low (LED1 off)

Communicating Peripheral Information Over the Network
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The ZentriOS TCP and UDP client and server features provide frameworks for building a customised
application for transmitting and receiving monitor and control data from your ZentriOS device. For
examples of these applications, see:

TCP Client

Multiple TCP Clients
GPIO-Controlled Network Connection
TCP Server + SoftAP

ZentriOS also provides general systems for handling information transfer.

A ZentriOS device can be configured to broadcast GPIO and ADC data at regular intervals, via the
broadcast group of variables.

The broadcast.data variable lets you specify what data is broadcast. GPIOs are specified by GPIO
number, and ADCs are specified by ADC number. See the Broadcast UDP Packet for a
demonstration of this feature.

Peripheral GPIO Mapping by Function

e Wallaby GPIOs by Function
¢ Numbat GPIOs by Function
e NXP Secure Cloud Connectivity Kit GPIOs
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File System

Most connected applications require the ability to store configuration information or cache local data.
ZentriOS provides a reliable read/write filesystem and access to extended flash storage to satisfy
application storage requirements.

Zentri Wi-Fi modules contain a microprocessor with internal flash and an extended (on module) serial
flash. See Flash Storage. For third-party devices running ZentriOS, an extended serial flash must be
provided to store temporary files and to enable wireless OTA updates.

Commands are available to create, delete and open files, and file contents can be easily accessed
using one or more stream commands.

Here's a quick example showing how to create, manipulate then delete a file:

ZentriOS Commands Description
> file create <- Create file, length 12 bytes
hello.txt 12 <- Enter file contents
Hello World! (echoed if system.cmd.echo = 1) <- Open file for
reading
Success (ZentriOS returns file stream handle = 0)
> file open <- Read no more than 3 bytes <- Read no more than
hello.txt 50 bytes
0 (close file if EOF reached)
> stream read 03 <- Delete file
Hel
> stream read 0 50
lo World!
> file delete
hello.txt
Success

When a file is open, ZentriOS creates a file stream and returns a file stream handle to be used as an
argument of the stream_read command. See Network Connections and Streams. The stream type is
FILE .

File System Limits
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ZentriOS-WL supports a maximum of 32 files on extended serial flash.

Files are created 4KByte aligned; that is, no file can occupy less flash space than 4K. Consequently the
minimum flash space occupied by files is <number of files> * 4K .Forexample,in 20k of flash you

can create no more than 5 files .

When creating files via the file_create command, or via the Web App, which uses file_create in the
background, file size is limited by available RAM at file creation. Typically, it is not possible to create
files larger than 30000 bytes, and depending on available RAM, the maximum file size may be smaller.

Listing Files
To list files, use the Is command.

To obtain a verbose listing of all files on the MCU-internal flash and extended serial flash, use the Is
command withthe -v option. Users are only permitted to write files to serial flash.

> 1s -v

! 4 Type Flags Hnd Size Version Filename

# 0 e-FE 0001 73 1853 2.0.0.11 /favicon.ico.gz

# 1 e-FE 0001 68 18067 2.0.0.11 webapp/images.png

# 2 e-FE 0001 52 10525 2.0.0.11 webapp/index.css.gz

# 3 e-FE 0001 65 10155 2.0.0.11 webapp/index.html

# 4 e-FE 0001 55 39247 2.0.0.11 webapp/index.]js.gz

# 5 e-FB 0001 74 36511 2.0.1.8 command help.csv

# 6 e-FD 0001 51 135 2.0.0.11 default setup.script

# 7 e-03 0001 50 1236 2.0.0.11 geotrust ca.pem

# 8 e-FE 0021 84 2074 1.0.0.0 my ca.pem

# 9 i-00 001B 0 212736 2.0.1.8 sys/kernel.bin

# 10 1-81 001B 52 178252 2.0.1.8 sys/services.bin

# 11 e-01 0009 0 203261 5.26.230.3 sys/wifi fw.bin

# 12 b-FE 0021 25 1995261 2.1.0.0 DSC20564.JPEG
File Types

Inthe Is file listing, Type column, a prefix indicates the location of the file in internal, or extended flash:

e j-MCU internal flash
e ¢ -extended serial flash

See Flash Storage below.
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For example, e-FE indicates a file in extended serial flash with a file type of 0xFE .

File types are used internally by ZentriOS for file management.

ZentriOS file types are enumerated in the following table.

File type ID (hex) ID (dec)
KERNEL 0x00 0
WIFI_FW 0x01 1
SHARED_LIB 0x02 2
TLS_CERT 0x03 3
TXT_LOG 0x04 4

NVM 0x05 5
MISC_APP 0x80 128
SERVICES 0x81 129
SAFEMODE_APP 0x84 132
Custom type 0x96 - OxC7 150 - 199
TEMPORARY OxF9 249
GPIO_CONFIG OxFA 250
COMMAND_HELP OxFB 251
SDC_CAPS OxFC 252
SETUP_SCRIPT OxFD 253
MISC_FIX_LEN OxFE 254
TYPE_INVALID OxFF 255

Custom User Types

The type range from 0x96 (decimal 150)to 0xc7 (decimal 199) is set aside for custom types. Use
types in this range for file management specific to your application.

File Flags

Flags are displayed in the file listing in hex format, withouta 0x prefix.
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The flags correspond to bits as follows:

Flag Bit Notes
Valid

Executable
Internal
Bootable

User

o o0 A W -~ O

Essential This flag can be explicitly set with the - flag for file create,

http_download

Backup

Unprotected 8 This flag can be explicitly set with the -u flag for file create,
http_download

Log 9

Only the Essential and the Unprotected flags can be explicitly set using a command.

The file_create and http_download commands provide -e and -u options to set the Essential and

Unprotected flags.
Examples:
Flags column Flags Set
001B Valid Executable Internal Bootable
0021 Valid User
0061 Valid User Essential
0121 Valid User Unprotected
0161 Valid User Essential Unprotected
File Version

For files that form part of the ZentriOS system, such as services.bin and kernel.bin, the file
version follows the scheme:
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<major>.<minor>.<patch>.<release candidate>

When creating a user file, the user can choose the versioning scheme. The file_create and
http_download commands provide a version option to set the version.

File Checksum

The checksum used on individual files is calculated using a CCITT CRC-16 algorithm with polynomial
0x1021. The full set of CRC parameters is as follows:

Parameter Value

CRC Order 16

CRC Polynomial 0x1021

Initial Value FFFF (direct)
Final XOR 0x0

Reverse data bytes Yes

Reverse CRC No

See the crc_zentrios.py python script and the crccitt_test.c C source for demonstrations of calculating
the CRC.

The file_create and http_download commands provide an option to set the CRC.

You can view a file CRC with the file_stat command. The CRC is the second item in the comma-
separated list.

See also the File System application note.
Writing Files
There are two ZentriOS commands that can write to the file system:

¢ file_create
e http_download

There are several ways to invoke these commands:
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¢ Via the ZentriOS Web App. This is the simplest way to manage files manually.
e Manually, via a ZentriOS terminal or a remote terminal

¢ Under programmed MCU host control

e Viathe HTTP Server RESTful API

Writing with the Web App File Browser

When you open the ZentriOS Web App in a web browser and select the Files tab, you can load files to
the device file system using click and browse, or drag and drop.

In the background, the ZentriOS Web App uses the file_create command to write files to the device file
system, using the HTTP Server RESTful API.

There are several ways to activate the ZentriOS Web App. See ZentriOS Web App.
Writing with the Terminal

In the ZentriOS terminal or remote terminal, use the file_create command to create the file. Immediately
after issuing the command, type the file contents, or alternatively copy and paste the file contents into
the terminal after issuing the fcr command. The length of the file must be supplied. The character count
includes any line termination characters.

In the example below we create a script that can be run using the command setup cmd -v test.script. In
this case the character count is 35.

> fcr test.script 35
help, setup, \r\n#This is a comment

File created
Success

Writing File Contents in Chunks

You can write the file in chunks by leaving the file open after issuing the file_create withthe -o option.

Write the file chunks to the stream returned by the file_create command. You must know the total size of
the file to be created in advance.

When you open the file, ZentriOS returns a stream handle, to be used as an argument of the
stream_write command. See Network Connections and Streams.
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In the example below a small file is created in two chunks:

Commands and Responses Description

> file create -o hello.txt Create file; leave stream open; specify total

11

[Opened: 0]

0

> stream write 0 6
Hello

length

Response: open stream and return stream handle
Write first chunk; specify chunk length
Send chunk content (includes trailing space)

Success

> stream write 0 5 Write second chunk; specify chunk length

World Send chunk content

File created

[Closed: 0] Stream closed

success

> file open hello.txt Open new file

[Opened: 0]

0 Response: open stream and return stream handle

> stream read 0 1000 Read contents

Hello World
[Closed: 0] Stream closed

HTTP Download

You can also provide the file for download from a web server accessible to the device, and use the
http_download command. For example:

> http download http://www.google.com.au/images/srpr/logollw.png testl.png
Downloading: testl.png to flash file system

Request GET /images/srpr/logollw.png

Connecting (http): www.google.com.au:80

HTTP response: 200

Success

> 1s

! # Size Version Filename

# 4 14022 1.0.0 testl.png

OTA

OTA wireless updates allow you to update the ZentriOS system files automatically from Zentri OTA
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update servers online. Please contact Zentri if you need custom hosting services for your application
firmware or files.

Reading Files

The following ZentriOS commands can write to the file system:

e file_open
e hitp upload

There are several ways to invoke these commands:

¢ Via the ZentriOS Web App. This is the simplest way to manage files manually.
e Manually, via a ZentriOS terminal or a remote terminal

e Under programmed MCU host control

e Viathe HTTP Server RESTful API

Reading with the Web App File Browser

When you open the ZentriOS Web App in a web browser and select the Files tab, you can download a
file from the device file system by clicking the file name.

In the background, the ZentriOS Web App uses the file_open command to read the files from the
device file system, using the HTTP Server RESTful APL.

There are several ways to activate the ZentriOS Web App. See ZentriOS Web App.
Reading from a Terminal

You can read text files directly from the ZentriOS Terminal or remote terminal. Read the file, using a
file_open followed by a stream_read command, specifying the stream index returned from the file open,

e.g.
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> fop default setup.script

[Opened: 0]

0

> read 0 1000

network up,-s ,Configuration network credentials

set wlan.auto join.enabled, true,Enable network auto-join
save, —,Saving settings

[Closed: 0]

HTTP Upload

You can upload the file to an available web server with file upload capability with the http_upload
command.

Flash Storage

A ZentriOS device contains internal flash inside the microprocessor and an extended flash chip for user
storage.

Extended flash is serial flash. Internal flash cannot be manipulated by ZentriOS commands.

Encrypting ZentriOS Files

The python script crypto_util.py demonstrates encrypting and decrypting files which can be used by
ZentriOS.

Encrypted File Format
A ZentriOS encrypted file has the following format:

e 32 byte 'header"

o 16 byte Initialization Vector (IV), used to do the AES CBC encryption

o 16 byte Hash Message Authentication Code (HMAC), used to verify the decrypted data
e Encrypted file data

So an encrypted file is always 32 bytes longer than a file with same contents unencrypted.

Encryption Sequence
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The sequence for encrypting a file is as follows:

4.
5. Using the IV from step 1 and AES-128 context from step 2, using CTR mode encrypt HMAC and

6.

1. Generate Initialization Vector (IV)
2.
3. Calculate the Cipher Block Chaining (CBC) of the entire file, V=0, and pad with Os to 16 bytes if

Initialize AES-128 context with the user AES key

necessary, the last 16 bytes of the encrypted output is used as the HMAC
Write the initial IV (the IV from step 1) to the output file/buffer

write to output file/buffer
Using IV from step 5 and AES-128 context from step 2, using CTR mode encrypt file contents
and write to output file/buffer

Decryption Sequence

The sequence for decrypting a file is as follows:

»wnh =

28

Initialize AES-128 context with the user AES key

Read the 16 byte IV from the beginning of the encrypted file

Read the 16 bytes encrypted HMAC from the file

Using the AES context from Step 1 and the IV from Step 2, decrypt the HMAC using AES CTR
mode

Using the AES context and IV from step 4, decrypt the rest of the file using AES CTR mode
Calculate the Cipher Block Chaining (CBC) of the decrypted file data from step 5, V=0, and pad
with Os to 16 bytes if necessary

The final block from step 6 should match the HMAC from step 4. If the two 16 byte values don't
match then either the given user key is invalid or the encrypted file is corrupted.

Preventing File Corruption

The ZentriOS file system is designed to be resistant to file corruption. A file does not appear in the file
system until itis marked as valid. See File Flags. A file is marked as valid only after all file data is
written and validated. When a file is not valid, it cannot be listed with the Is command or opened with the
file_open command. A valid file may not be modified. That is, file size and contents cannot be modified
after the file is created.

This ensures the file system does not become populated with corrupt files due to sudden power loss,
reset, or interruption of the file stream during writing.

The steps infile creation are as follows:

e Afile is created with the specified size.
e The file data is then written.
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¢ Once all the data is written, the file contents are validated and the file's valid flagis set to true.

If the module is reset or power cycled, or the file stream is manually closed before the valid flag is
set, the created file and any written contents are lost.

Once the valid flag is set, the file may not be modified.
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Memory

ZentriOS requires memory (RAM) as working space to hold intermediate calculations and to buffer
serial and network data. The amount of memory available in a device impacts the number of features
that can be run concurrently, as well as the maximum throughput that is achieveable. Devices with more
RAM support more features and achieve higher throughput. ZentriOS runs on devices with differing
amounts of RAM as shown in the follow table.

Max. CPU Speed

Part Number Name RAM (kB) (MH2)
AMWO004 module Wallaby 128 120
AMWO006 module Numbat 96 84
AMW106 module Numbat 106 128 100
LPC43S67-based NXP-SCCK 136 204
devices

For a detailed comparison of Zentri modules, see Module Comparison.

Memory Management

ZentriOS features require varying amounts of RAM. Features like the HTTP Server, TLS server and
mMDNS are memory intensive. In some cases it may not be possible to run memory intensive features
simultaneously.

For example, itis not possible to run simultaneously two TLS sessions, or two HTTPS sessions. On an
AMW106 Numbat module, it is not possible to run the HTTPS server and simultaneously connect to a
remote TCP server using TLS.

Some websites use large TLS certificate chains that may exceed the RAM capacity of the device
resulting in a failed connection.

When memory usage is greater than 90%, the system displays a warning every 30 seconds: WARN:

Low memory, system may become unstable

Determining Memory Usage
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Applications use heap memory. To see the percentage of available heap currently allocated, use the
system.memory.usage variable: get system.memory.usage

The diagram below shows a high level map of system memory allocation.

Memory Map

Heap — used

--- t network.buffer.size

network.buffer.rxtx ratio

Network Rx — used
Buffer t

— w
L 5; Tg
D 3 =+
Q o) )
323

Tx — used

How to monitor memory?

ZentriOS
Reserved System Heap : system.memory.usage
Internal Network Buffers : network.buffer.usage
g

The percentage memory usage returned by system.memory.usage is calculated as follows:
system.memory.usage = 100*heap used/heap size

where

heap size = total memory size - reserved size - network.buffer.size

Notes:

Minimizing Memory Usage

To minimize memory usage, disable services that are not in use and set default memory allocations to
the minimum.

Default features that consume memory include:
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e NTP client - see NTP variables
e Broadcast of properties - see Broadcast variables

NTP client and broadcast each consume less than 1% of available heap.
However, ZentriOS needs around 20K of network buffer for normal operation.

To minimize memory usage, disable defaults using the following ZentriOS commands:

ZentriOS Commands Description
set ntp.enabled 0 Disable the NTP client
set broadcast.interval 0 Turn off UDP and HTTP broadcast
save Disable RSSI averaging
reboot Minimize the network buffer size
Streams

Applications that use streams consume memory according to the number of streams in use. Streams
are used by the file system, and the various servers and clients. For usage and limits on streams, see
Network Connections and Streams.

Memory Management Variables
Some variables allow control of the size and proportion of memory allocated to various tasks.
HTTP clients

It may be necessary to restrict the maximum number of clients the HTTP server allows. Since each
HTTP client uses a stream, restricting clients prevents excessive memory usage, and it also avoids
web browsers opening multiple streams for a single connection (some browsers do this in an effort to
minimize page load time).

e http.server.max_clients
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Configuration and Setup

Setup, inits simplest form, is Wi-Fi Setup, also called Wi-Fi provisioning: providing ZentriOS with your
network ssid and passkey. Once these details are provided, ZentriOS automatically brings the network
up when itis required by any ZentriOS activity.

Setup may also involve Variable Configuration.
To configure your own version of the ZentriOS Web App, see Customizing the ZentriOS Web App.

Some of the procedures described below use a ZentriOS terminal. Connecting a terminal is described
in Getting Started.

Wi-Fi Setup
A number of flexible and easy-to-use options are available to set up a device running ZentriOS.

ZentriOS is so easy to setup, we bet that within just a couple of minutes after plugging your evaluation
board in, you'll be connected to a Wi-Fi network. Why not try it right now? With just four ZentriOS
commands, you can connect to the Internet and download information! Enter the following commands
into a ZentriOS terminal, substituting the name and password for your access point:

ZentriOS Commands Description
set wlan.ssid "Your AP Name" <- Name of your Access Point
set wlan.passkey "Your secret password" <- Password for your Access Point
http get https://google.com stream read <- Sample information: get the
0 1000 home page
from the Google secure web
address

<- Read 1000-bytes of the sample

The setup steps are the first two lines of the example above - connecting to your local Wi-Fi Access
Point. For further quick start information see Getting Started.

Setup with a Web browser
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ZentriOS provides the option to use a web browser running on a network client (such as a smartphone,
tablet or computer) to set the wian.ssid and wlan.passkey.

In web setup mode, the ZentriOS device starts a soft AP and an HTTP server. The network client joins
the device network via the soft AP and loads a set up page running on the ZentriOS HTTP server.

Remote Network

Local Network
Name: WiConnect Web Setup Name: YOUR_NETWORK_NAME

Password: password

Note: Web setup mode does NOT currently support WEP. You can setup WEP using a terminal and
ZentriOS commands. See wlan.passkey.

Starting Web Setup Mode on a Zentri Evaluation Board

On a Zentri evaluation board in the factory default state, you can start web setup mode without
connecting via a terminal: hold down Button 2, press Reset, and continue to hold down Button 2 for
another three seconds. The evaluation board red LED flashes to indicate the ZentriOS soft AP is
running. See Initiating Setup by GPIO.

Starting Web Setup Mode froma ZentriOS Terminal
Alternatively, to start web setup mode, connect via a terminal and enter the command setup web.

ZentriOS starts the local network and web server as indicated by the final message: In progress .
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> setup web

[Disassociated]

IPv4 address: 10.10.10.1

Web setup started with the SSID: "ZentriOS—###"
In progress

Opening the Web Setup Page

Open the Wi-Fi settings on your smartphone, tablet or computer and join the network called ZentriOS-
###. The ### represents a unique ID derived from the last 3 characters of the device MAC address,
e.g. Zentrios-2D6 for a device with MAC address 4C:55:CC:10:32:D6 . The password for the

network is simply: password .

The local network name and password, and the web address may be customised to suit your needs.
See setup.web.ssid, setup.web.passkey and setup.web.url.

After joining the local network, open a web browser on the network client and direct the browser to
setup.com. The ZentriOS web page appears, and a scan begins for Wi-Fi access points in range.
Select the remote network you wish to join, enter the network password then select save s Exit and
follow the prompts.

Once the settings are successfully saved, ZentriOS prints Web Setup Mode exited to the terminal. You
can check that the settings were successfully saved using get wlan.ssid and get wlan.passkey .

Web Setup Mode exited
> get wlan.ssid

YOUR NETWORK NAME

> get wlan.passkey
YOUR NETWORK PASSWORD

Web Setup Timeout

Web Setup times out after a period of user inactivity. If after web setup starts, the user does not open
the web page, ZentriOS exits setup mode after five minutes. If after opening the page the user does not
click any button on the web page for five minutes, the setup web page displays a warning message. If
there is no activity for 60 seconds after the message is displayed, the web page exits and web setup
stops.

Setup by ZentriOS Terminal
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Perhaps the most common option used for general setup (and also the most convenient when
prototyping) is to use a ZentriOS terminal and set variables using ZentriOS commands. See Getting

Started.

It is straightforward to setthe wlan.ssid and wlan.passkey variables manually. Be sure to save

afterwards, or the values will be lost when the device reboots.

> set wlan.ssid YOUR NETWORK NAME
Set OK

> set wlan.passkey YOUR NETWORK PASSWORD
Set OK

> save

Saved

Success

Any subsequent command requiring network access, such as an ICMP (Internet Control Message
Protocol) ping, automatically results in the device attempting to join the network.

> ping —-g

[Associating to YOUR NETWORK NAME ]
Security type from probe: WPA2-Mixed
Obtaining IPv4 address via DHCP

IPv4 address: 192.168.0.31
[Associated]

Ping reply in 25ms

Network Setup Option

The network _up command provides a -s option that prompts for the network and passkey. This
simplifies the process by scanning for networks and allowing the desired network to be selected by

index number, e.g.:
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> nup -s

Scanning for networks...

! 5 networks found

! # Ch RSSI MAC (BSSID) Network (SSID)
0 1 -78 00:0E:E8:B2:FE:FC someone-else

1 1 =79 18:33:9D:5F:9E:F3 another-network
2 6 -53 84:1B:5E:D8:0F:18 Zentri EXT

3 6 -28 30:85:A9:E7:9C:B0 Zentri

4 11 -84 58:BF:EA:D8:C9:D2 not us

R

Type the number # that matches your Network: 3
Type the password for your Network : <passkey>

After running nup -s you may want to set wlan.auto_join.enabled. Save the variables if you want them
to persist through a reboot:

> set wlan.auto join.enabled 1
Set OK

> save

Saved

Success

Setup by Remote Terminal

An (optionally) password-secured remote terminal provides command line setup convenience (look
ma, no wires!) via one of the ZentriOS wireless network interfaces. See Application Examples -
Remote Terminal. After connecting to the ZentriOS device via a remote terminal, follow the procedure
described above in Setup by ZentriOS Terminal.

Initiating Setup by GPIO
Setup can be triggered by changing the level of a specified GPIO.

If the GPIO specified by setup.gpio.control_gpio is held for 3 seconds during and immediately after
reset, then the command setup web runs.

On ZentriOS evaluation boards, the default factory configuration is:

Variable Value

setup.gpio.control_gpio  GPIO corresponding to Button 2: Wallaby: GPI0O11, Numbat: GP1022
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Accordingly, on a default configuration eval board, hold down Button 2, press reset, and continue to
hold Button 2 for three seconds to start web setup.

Web Setup Note: On some ZentriOS evaluation boards, the web setup GPIO configuration to Button 2
to is lost after a hardware factory_reset using Button 1. In this case use the setup web command to
enter web setup mode, or use another configuration method.

Variable Configuration

ZentriOS maintains current variable values in Configuration RAM. To ensure that variable values persist
after reboot, you save Configuration RAM to NVM flash with the save command. NVM stands for Non-
Volatile-Memory. When you reboot, the device loads the configuration from NVM flash into
Configuration RAM.

NVM flash is backed up in NVM backup. If NVM flash becomes corrupted, the values are automatically
restored from NVM backup.

You can save Configuration RAM to a file by specifying a configuration filename with the save
command, e.g.. save configl.cfg

To store multiple configurations, save multiple files.

You can load a specified variable configuration file with the load command after reboot is complete,
€.g.. load configl.cfg

Platform-specific variable values are typically stored in OTP (One-Time Programmable) memory. For
example, settings related to antenna configuration, buttons or indicator LEDs on Mackerel or Moray
evaluation boards are stored in OTP memory at manufacture.

To summarise, variable values are stored in several places:

Variable Location Description

Factory Default Values Stored in firmware

Configuration RAM Stores current variable values. Must be saved to persist.
NVM Flash Saved variable values

NVM Backup Backup of variable values

OTP memory Platform-specific variable values
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Variable files Snapshot of Configuration RAM

Variable values are restored from these storage locations as described below in Resetting Variable
Values.

Resetting Variable Values
There are several kinds of reset that affect the value of variables.
Powerup or Reboot
To restore variable values on restart, ZentriOS:

e | oads variable values from NVM flash into Configuration RAM
Hard Factory Reset

A hard factory reset returns all values to their original default values. This is under user control. To
perform a hard factory reset:

either

e use the factory reset command, or
e assert GPIOO for at least 10 seconds during and after reboot

The factory _reset command requires a MAC address in order to avoid accidental reset. The MAC
address can be obtained from the wlan.mac variable.

To restore variable values, ZentriOS:

Resets NVM flash
Loads factory default values from firmware into Configuration RAM

Loads platform specific settings from OTP memory into Configuration RAM
Saves Configuration RAM to NVM flash

Soft Factory Reset

A soft factory reset restores the NVM from NVM backup. This happens automatically if the NVM is
corrupted.

To restore variable values, ZentriOS:
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Resets NVM flash

Loads factory default values from firmware into Configuration RAM

Loads variable values stored in NVM Backup into Configuration RAM
Loads platform specific settings from OTP memory into Configuration RAM
Saves Configuration RAM to NVM flash
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System Functions

System functions cover the configuration, status and control of a number of miscellaneous and loosely
coupled features. These are managed by the system variables and other commands and variables, as
follows:

Configuring ZentriOS Command Mode and Response

ZentriOS commands can be entered manually via a ZentriOS terminal or by a host MCU system.
There are optimizations for human and machine control.
Variables:

¢ system.cmd.echo
¢ system.cmd.header_enabled
e system.cmd.mode
e system.cmd.prompt_enabled
e system.print_level

See also Serial Interface, Issuing Commands and Streaming Data.

Power management

Power consumption can be minimized, and battery life extended, by a number of strategies.
Commands and variables:

e sleep
e system.wakeup.timeout
e system.gotosleep.timeout

Sleeping and Waking

When the module is not required to be active, you can put it into a low-power sleep mode with the sleep
command, but don't forget to configure a wake mechanism before putting the module in a sleep state.
This wake can be either a timeout (system.wakeup.timeout). .
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The module may also be awoken from sleep with a power cycle.

It is also possible to set the module to go to sleep after a specified time by setting
system.gotosleep.timeout.

Monitoring System State

System state can be monitored via visual indication by LED, system messages and GPIO level
indication.

State monitoring variables:

¢ system.indicator.gpio
¢ system.indicator.state

Sub-system states can also be associated with GPIOs. See Peripherals.

For a detailed snapshot of system state get the values of all the ZentriOS variables:

get all

Boot image commands and variables:

* reboot
e factory reset
¢ system.safemode.status

See also:

¢ Update and Recovery, Factory Reset
e Update and Recovery, Safe Mode

System Identification and Version

Commands and variables:

e version command - this gives the same result as get system.version

e system.uuid
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e system.version
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Update and Recovery

ZentriOS is part of a larger sophisticated application framework installed on all ZentriOS devices. The
framework provides a hardened bootloader, read/write file system, safemode recovery mechanism,
and secure over-the-air (OTA) update capability.

Secure OTA Update

Zentri manages a secure online OTA server that offers each ZentriOS device with the ability to securely
update individual files, applications or an entire firmware bundle. The OTA command is used to update
device firmware.

The OTA process is secured by industry standard TLS/HTTPS using server and client certificates that
forces

e ZentriOS devices to verify the identity of the Zentri OTA server; and

¢ the Zentri OTA server to verify the identity of each individual ZentriOS device.
Each ZentriOS device is uniquely identified by a 128-bit hardware universally unique identifier
(UUID).

HTTPS is the same security your web browser uses to make secure transactions with your bank over
the internet. Zentri adds an additional layer of security, since the Zentri OTA server checks the unique
security certificate and hardware UUID of each ZentriOS device that requests an update.

if an OTA update fails to complete for some reason, you can resume it later. Rejoin the network and run
the ota command again.

The ZentriOS OTA feature uses the Zentri Device Management Server (DMS).

To update from an old version of WiConnect to ZentriOS, see Updating from WiConnect to ZentriOS.

The Zentri Device Management Server (DMS)

To update a ZentriOS device using ZentriOS, you need to sign up for an account with the Zentri Device
Management Server (DMS) and then you need to claim your device.
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You may also need to activate your device to a ZentriOS product.
The terms claim and activate are used in a special sense with the DMS, and are defined as follows.

e claim - associate a particular device with your user account.
e activate - associate a device with a product. See DMS Devices and DMS Products.

To perform ZentriOS OTA update, the steps are:

¢ Sign up for an account with DMS (one time only)
e Claim Your Device
e Update to ZentriOS using OTA

Signing up with the DMS
To sign up for an account with the DMS, go to the Zentri DMS Sign up page:

https://dms.zentri.com/signup

During the sign up process, you will create a DMS username and password.

Claim Your Device

To claim your device, issue the dms claim command:

dms claim <dms_username> <dms password>

After you have claimed the device, future OTA update requests are directed to the Zentri Device
Management Service.

Update ZentriOS Using OTA

Once the device is claimed, update to the latest version of your ZentriOS product by issuing the ota
command..

Note: OTA requires a memory-intensive TLS connection, and may fail if memory is low. See
Networking and Security, Increasing Available Memory for TLS.

Note: If you are updating from ZentriOS-WL-1.0 to a version later than ZentriOS-WL-1.1, you need to
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run the OTA command twice. The first OTA updates to ZentriOS-WL-1.1. Issue the OTA command
again to update to the later version.

If the ota command fails with the message:

{"result":"fail", "message":"device not claimed"}

then you need to claim the device before running the ota command. See The Zentri DMS above.

The ZentriOS dms Command

When using ZentriOS, the dms command is used to claim and activate devices:

e dms claim - claim a device. Use claim to claim a device that is already running ZentriOS.
e dms activate - activate a product. Use activate to activate a device as a different product, such
as a custom product you have created.

Activate a Product by Product Code

To activate a device to a specific product, use the dms activate command.

dms activate <product code>

To update the device to the latest published firmware bundle for the product:

ota

When issued with no arguments, the OTA command updates to the most recent firmware bundle
version for the product, or does nothing if the device already has the most recent version installed.

Safe Mode

Safe mode operation is guaranteed in the unlikely event the device is configured in a way that causes
repeated and/or unexpected reboots. The bootloader automatically switches to safe mode after eight
exceptions occur with the offending boot application. Safe mode is indicated by the
system.safemode.status variable.
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It is easy to return the device to normal operation when the device is in safe mode. Follow the
command sequence in the following table and your device will be back to normal in no time.

ZentriOS Commands Description
get <- Check if the device is in safemode? 0 = no, 1 =
system.safemode. status yes
faults print <- Print a list of faults (8 faults should print)
faults reset <- Reset faults counter
faults print <- Check there are no more faults after reset
reboot <- Reboot the device

In some cases, a misconfigured device may quickly return to safe mode since the device may be
inadvertently setup to invoke a fault. If this occurs, we recommend the device is returned to factory
reset.

Once in safe mode, the device boots into the kernel. The kernel provides the ability to update the
firmware, or switch back to ZentriOS using the faults reset command.

For a detailed discussion of recovery procedures, see the Recovery from Safemode application note.
Commands and Variables Available in Safe Mode

In safe mode a subset of the commands and variables is available.

Safe Mode Commands

e factory reset
e faults print
e faults reset
e file delete
e format flash
e get

e |s

e ota

e reboot

e save

e set
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® version
Safe Mode Variables

® bus.mode

e network.tls.ca_cert

¢ system.cmd.echo

e system.cmd.header_enabled
e system.cmd.mode

e system.cmd.prompt_enabled
e system.print_level

e gsystem.safemode.disabled
¢ system.safemode.status
e system.uuid

e system.version

e tcp.client.connect_timeout
e tcp.client.local_port

e fcp.client.retries

e {cp.client.retry_period

e uart.baud

e uyart.data

e uart.flow

e uart.parity

e uyart.stop

¢ wlan.dhcp.enabled

e wlan.hide_passkey

¢ wlan.join.retries

¢ wilan.join.timeout

e wlan.mac

¢ wlan.network.dns

¢ wlan.network.gateway

e wlan.network.ip

¢ wlan.network.netmask

¢ wlan.network.status

e wlan.passkey

¢ wlan.rate.protocol
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e wlan.ssid

¢ wlan.static.dns

¢ wlan.static.gateway
e wlan.static.ip

¢ wlan.static.netmask
e wlan.tx_power

Factory Reset

Factory reset returns the device to a known state.
The device may be factory reset by GPIO or by the ZentriOS factory_reset command.
After a successful factory reset, all variables are set to factory defaults and the device reboots.

See Configuration and Setup, Resetting Variable Values for details of reset types and the reset
process.

Factory Reset GPIO
The factory reset GPIO is GPIO 0 on all ZentriOS devices. To perform a factory reset by GPIO:
¢ hold the factory reset pin high for more than 10 seconds through a hardware reset.
Button 1 is wired to GPIO 0 on Zentri evaluation boards. On a Zentri evaluation board, to factory reset:

¢ Press Button 1 and do not release it.

¢ Press and release the Reset button.

e Continue to press Button 1 for at least 10 seconds.
¢ Release Button 1.

Note: GPIO 0 always acts as the factory reset GPIO. GPIO 0 may be configured to initialize to another
GPIO function, but the factory reset function takes priority over other functions.

Factory Reset Command

Use the factory reset command to perform a factory reset. To avoid accidental factory reset, the device
Wi-Fi MAC address must be provided:
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¢ issue get wlan.mac to obtain the device MAC address
e thenissue the factory_reset command with the returned MAC address as its argument:

factory reset <MAC address>

Web App Recovery

In the event that the Web App does not work, due to a damaged file structure or misconfiguration, you
can use the Web App Recovery system to regain access to the network and restore the Web App files.
See the Web App Recovery application note.
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Updating from WiConnect to ZentriOS

ZentriOS offers the extensive and powerful features of WiConnect, together with significant new and
enhanced capabilities.

Major new features offered by ZentriOS include the ability to create custom firmware bundles using the
Zentri Device Management Service. Devices running custom firmware bundles can be remotely
updated in the field using the Zentri Device Management Service (DMS).

In addition to being able to update device firmware and files remotely, the DMS offers services
including geolocation of devices, a cloud file system for devices, and device health and telemetry. For a
full feature list, see Zentri Device Management Service.

IMPORTANT NOTE BEFORE PROCEEDING

After updating a device to ZentriOS 3.0 or above, the device can NOT be downgraded to WiConnect.

To update a device running WiConnect to ZentriOS, you need to sign up for an account with the Zentri
DMS and then you need to claim and activate your device. The terms claim and activate are used in a
special sense with the DMS, and are defined as follows.

¢ claim - associate a particular device with your user account.
e activate - associate a device with a product. See DMS Devices and DMS Products.

To update from WiConnect to ZentriOS, the steps are:

e Sign up for an account with DMS (one time only)
e Claim Your Device
e Update to ZentriOS using OTA

These steps are described in detail below.
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Signing up with the DMS

To sign up for an account with the DMS, go to the Zentri DMS Sign up page:
https://dms.zentri.com/signup

During the sign up process, you will create a DMS username and password.

Claim Your Device

To claim a device and activate it as the generic ZentriOS product matching the device, issue the ota
command with the activate option:

ota -a <DMS username> <DMS password>

After you have claimed the device, future OTA update requests are directed to the Zentri Device
Management Service.

Update ZentriOS Using OTA

Once the device is claimed, update to ZentriOS by issuing the ota command. See ota.

Note: Updates from WiConnect to ZentriOS can be performed only from wWiConnect-2.3.0.5 and
above.

If the device has a version of WiConnect earlier than wiConnect-2.3.0.5, update is a two-step
process:

e Whenyoufirstissue the ota command, the OTA server updates to WiConnect-2.4.2.2.
e After completing the update, issue the ota command again to update to ZentriOS.

Updating to a Specific Product

You can update from WiConnect 2.3.0.5+ to a specific ZentriOS 3.0+ product, rather than to ZentriOS
3.0+, ina single step.

Use the ota command with the -a activation option, supplying the product ID as follows:
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ota -a <product ID>:<user> <pass>
ota -f

You can also claim and activate using an activation token:

ota -a <product ID> <activation token>
ota -f

For details on using an activation token, see DMS, activation token

The ZentriOS dms Command

When using ZentriOS, the dms command is used to claim and activate devices (rather than ota -a):

e dms claim - claim a device. Use claim to claim a device that is already running ZentriOS.
e dms activate - activate a product. Use activate to activate a device as a different product, such
as a custom product you have created.

Activate a Product by Product Code

To activate a device to a specific product, use the dms activate command.

dms activate <product code>

To update the device to the latest published firmware bundle for the product:

ota

When issued with no arguments, the OTA command updates to the most recent firmware bundle
version for the product, or does nothing if the device already has the most recent version installed.
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Broadcast UDP Packet

ZentriOS devices broadcast module properties in JSON format. The properties can be sent either as
UDP packets to a UDP host or by a post request to an HTTP host. Properties include by default the IP
address and the MAC address.

See the broadcast variables.

This application note demonstrates how to send and receive a broadcast UDP packet, and how to
extract properties from the JSON format data.

This application uses a ZentriOS device and a Python Script (Python v2.7).
The ZentriOS device is programmed with the factory default configuration.

The Python script listens for UDP packets and validates any packet received as JSON data. It then
extracts the IP address from the JSON data.

Setup

The following assumes that the module starts in its default state. To return it to the default state, perform
a factory reset.

The python script runs on a test computer on the same Wi-Fi network as the ZentriOS device.
Copy the following python script to the test computer: broadcast _udp_packet.py

The Python script procedure is:

1. While no IP address has been successfully parsed:
o Wait until the server receives a broadcast UDP packet from the module

o When a packet is received, parse the packet for the module's IP address

o [fthe packetis parsed as valid JSON and the module IP address is received, return.

2. Display the JSON packet and the IP address
3. Repeat from step 1

To break out of the Python script loop, press Ctrl-C (Command-C on a Mac.)
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Method

Open a ZentriOS Terminal to the ZentriOS device

To open a ZentriOS terminal connection to the ZentriOS device, see Getting Started.
Associate Module to Wi-Fi Network

To associate the module to a Wi-Fi network, set the values of wlan.ssid and wlan.passkey and run the
network _up command. See Getting Started.

Issue the following commands to join the network automatically and reduce the broadcast interval to 2
seconds:

Module ZentriOS commands Comments

set wlan.auto join.enabled Join network automatically on reboot

1 Set broadcast interval to 2 seconds

set broadcast.interval 2 Save variables

save Reboot to restart the periodic UDP broadcast
reboot service

The module automatically broadcasts UDP packets every 2 seconds after association to an AP has
completed.

Run Python Script

Execute the broadcast udp packet.py python script. The script displays the following text:
Listening for ZentriOS device broadcast UDP packets...

Within the broadcast interval of 2 seconds, the python script prints a result similar to the following:
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Broadcast UDP Packet (json format) :
{ "mac" : "4C:55:CC:10:06:12", "bssid" : "30:85:A9:E7:9C:B0", "channel" : 11, "ip" :
"192.168.1.173", "ssid" : "Zentri", "rssi" : -28, "time" : 1416801734637, "version"

: "ZentriOS-beta-2.0.1.5,
Built:2014-11-06 16:02:35 for AMWO004.3,

Board:AMWO04-E03.2", "remote terminal port" : 2000
}

IP found in broadcast UDP packet: 192.168.1.173

Change Properties in Broadcast UDP Packet

At the ZentriOS prompt, enter the following command to change the properties in the broadcast UDP
packet:

Module ZentriOS Commands Comments

set broadcast.data ip,mac Set broadcast properties to IP and MAC address
save Save variables

reboot Reboot to restart the periodic broadcast service

The python script now prints text similar to:

Listening for ZentriOS device broadcast UDP packets...
Broadcast UDP Packet (json format) :

{ "mac" : "4C:55:CC:10:06:12", "ip" : "192.168.1.173"
}

IP found in broadcast UDP packet: 192.168.1.173

Note that only the mac (module MAC address) and ip (module IP address) properties are broadcast.

Set the IP Address to the Test Computer

The module can be configured to send the broadcast UDP packet to a fixed IP address other than the
broadcast address of 255.255.255.255 . At the ZentriOS prompt, enter the following command to set
the target IP for the broadcast UDP packet.

Module ZentriOS Commands Comments
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set broadcast.udp.ip <IP address of test Restrict broadcast to test
computer> computer
save Save variables
reboot Reboot to use updated IP

address

The python script continues to print the same result as in the previous step.
Set IP address to Target Other than Test Computer

Set the broadcast.udp.ip variable to some address on your network other than your test computer.

Module ZentriOS commands Comments
set broadcast.udp.ip <not ip of test Restrict broadcast to other
computer> host
save Save
reboot Reboot

The python script stops printing results, because it never sees the broadcast UDP packet.

Now, while the script is running, follow the steps in Set the IP Address to Test Computer. Within two
seconds of the ZentriOS device network coming up, the script begins to display the extracted IP
address again.

Send ADC Values and GPIO Values in the Broadcast UDP Packet

Specify ADCs by ADC number, not by GPIO. See Peripherals for tables showing ADC numbers on the
Wallaby/Mackerel evaluation board and the Numbat/Moray evaluation board.

On the Mackerel evaluation board, the thermistoris on apco ( Gp107 ). On the Moray evaluation board,
the thermistor is on ADCY ( GP1020 ).

GPIO0 corresponds to Button 1 on both the Mackerel and Moray evaluation boards.

Module ZentriOS commands Comments
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set broadcast.data Add ADCO, ADCY9, GPIOO to broadcast
ip,mac,adc0,adc9, gpiol properties

save Save

reboot Reboot

The python script displays a result similar to the following:
Listening for ZentriOS device broadcast UDP packets...
Broadcast UDP Packet (json format) :

"adc9" : 1513
}

IP found in broadcast UDP packet: 192.168.1.173

{ "mac" : "4C:55:CC:10:06:12", "ip" : "192.168.1.173", "gpioO" :

0, "adcO"™ : 1845,

If you are using a Mackerel or a Moray evaluation board, press and continue to hold Button 1. The

python script displays a result similar to the following:
Listening for ZentriOS device broadcast UDP packets...
Broadcast UDP Packet (json format) :

"adc9" : 1513
}

Release Button 1 and the value for gpio0 returns to O.

Supporting ZentriOS Editions and Versions

WiConnect-1.0+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log

{ "mac" : "4C:55:CC:10:06:12", "ip" : "192.168.1.173", "gpioO" :

1, "adcO" : 1845,
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File System

See File System for a general discussion of the ZentriOS file system.
The commands for creating files are file_create and http_download.

Below are provided examples of various uses of the commands for manipulating files.

Prerequisites

It is assumed you have a ZentriOS device with a ZentriOS terminal running.

Both your test platform and the ZentriOS device should be connected to the same network. See Getting
Start, Configuring Wi-Fi Credentials on the Device.

In the examples below, "test platform" means your test platform, such as a computer, and "in the
ZentriOS terminal" means at the prompt of the ZentriOS terminal connected to your module.

Some examples assume you have python installed on your test platform (available for Windows, Linux
or Mac).

Loading a File onto the ZentriOS Device

There are several ways to load a file onto the ZentriOS device.
For full details see File System, Writing Files.
Open a ZentriOS terminal to the device. See Getting Started, Opening a ZentriOS Terminal.

Using the Web App Files Tab

The easiest way to do this is to use the ZentriOS Web App provided with ZentriOS. To start the
webapp, issue the following command to the device from the ZentriOS terminal:

> setup web

This starts the ZentriOS softAP and webserver. Connect your computer to the ZentriOS Wi-Fi network.
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By default, the network name is Zentrios-xxx , (where xxx is the last 3 digits of the device MAC
address).

Then open a web browser and enter the URL: http://setup.com

Wait for the ZentriOS webapp to load, then click onthe Files tab. The Files tab enables you to drag
and drop files from your test platform file browser to the file system on the ZentriOS device.

Z=NTRI

Files
Connect
Network

Click to add files

GPIOs [ |
Files BB apps

I sys
Console B webapp

command_help.csv
System

Y default_setup.script
. favicon.ico.gz
Firmware

geotrust_ca.pem

Cloud Services

On your computer, find the file to load on the ZentriOS device.

Drag this file onto the ZentriOS webapp target area where it says Drop files here . Alternatively,
click the button labelled click to add files.

That's it! The file is now stored in non-volatile memory on the ZentriOS device flash file system.
Using File Create

You can also use the file_create command to load a file onto the ZentriOS device.
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Determine the exact size of the file (number of characters, including whitespace and carriage returns).
For text files, you can use a text editor.

Issue the following ZentriOS command:

> file create <filename> <file size>
where <filename> is the name under which the file appears in the ZentriOS file system, and file size is
the exact file size in bytes.

Then send the contents of the file to the ZentriOS terminal. This writes the file to the flash file system on
the ZentriOS device. If you are sending a text file, you can copy and paste the file contents from a text
editor to the ZentriOS terminal.

The file_create command requires the exact file size, so it is critical that the line endings of the file do
not change. Ensure that the system you are using to send the file does not convert line endings.

Note: File count and file size are limited. See File System Limits.
Using http_download

If you are able to place the file on an HTTP server accessible to the ZentriOS device, you can use the
http_download command to load the file on the device.

If you have Python installed, you can run a local HTTP server on your test computer using python with the
command line:

> python -m SimpleHTTPServer
Serving HTTP on 0.0.0.0 port 8000 ..

The python HTTP server root directory is the directory from which the python command was issued.

Determine the IP address of your computer. If the file to download is in the top level directory from which
you issued the python HTTP server command, the file urlis http://<server ip>:

<server port>/<filename> .

In the above example, <server port> iS 8000 .
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On your ZentriOS terminal, issue the command:

http download <file url>

where <file url> is the url of the file onthe HTTP server.
e.g

> hdo http://192.168.6.41:8000/testl.html
Downloading: testl.html to flash file system
Request GET /testl.html

Connecting (http): 192.168.6.41:8000

success

Note: File count and file size are limited. See File System Limits.

File Types

File types are used internally by the ZentriOS file system. A range of file types is set aside for custom
user types. Unless you have a custom use for the file type, create files with the default type of 0xFE .

The 0xFE type is used by default if you don't provide the <type> parameter to the file_create
command or the http_download command. For example:

> file create my file.txt 39

If you wish to supplya <crc> parameter for the file_create command, you must supplya <type>
argument as a placeholder. See the example below in Using file_create with a CRC.

Verifying File Integrity with a Checksum

A file checksum can be supplied when creating a file, to ensure that only a valid file is stored in the
ZentriOS file system.

The algorithm for generating the CRC (Cyclic Redundancy Check) is described in File System, File
Checksum.
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Using file_create with a CRC

To generate the CRC, download the crc_zentrios.py python script. This demonstrates the parameters
for the CRC algorithm.

Run the demonstration on your test platform, giving the file crc Zentrios.py as the filename

parameter:

python crc ZentriOS.py crc ZentriOS.py
Assuming the file has CR-LF line endings, the length and CRC are calculated as follows in the output:

filepath: crc ZentriOS.py
length: 3409
CRC: 0x3edb6

file create command:

> fcr <filename> <length> <version> <type> <crc>
Example:

> fcr crc ZentriOS.py 3409 1.0.0 OxFE 0x3ed6

The crc ZentriOs.py output example file_create command shows how to provide the parameters.
Note that the file type must be supplied as a placeholder. The default file type of 0xFE is used here.

In the ZentriOS Terminal, issue the command as supplied to create the file crc Zentrios.py onthe
module file system:

> fcr crc ZentriOS.py 3409 1.0.0 OxFE 0x3ed6

Immediately after issuing the command, send the contents of the file crc zentrios.py to the terminal.

If after the file is created, the calculated CRC doesn't match the CRC specified, the following error is
displayed:

Failed to verify checksum

and ZentriOS sets the file type to 0xFF invalid, effectively cancelling file creation.
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If the CRC matches, the file is successfully created:
File created
To verify that the file has been created, in the ZentriOS terminal issue the Is -| command.

File created

> 1s -1
! # Type Flags Hnd Size Version Filename
# 6 e-FE 0021 39 3409 1.0.0.0 crc ZentriOS.py

To verify the file contents visually, open the file and read its contents:

> fop crc ZentriOS.py

[2015-03-09 | 05:58:10: Opened: 0]
0

> read 0 3409

#!/usr/bin/env python

# —-*- coding: utf8 -*-

# CRC CCITT

if name = ' main ':

main ()

[2015-03-09 | 05:58:15: Closed: 0]

You can also supply a CRC with the http_download command.

Downloading Files from an HTTP Server

The http_download command allows you to download one or many files from an HTTP server.

You canrun a local HTTP server on your test platform using python with the command line:

> python -m SimpleHTTPServer
Serving HTTP on 0.0.0.0 port 8000 ..
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The python HTTP server root directory is the directory from which the python command was issued.

The Web App development system runs a local HTTP server on your system. The file examples shown
below refer to the files generated in Web App development. Running the Web App development
system is explained in Web App Customization.

Assuming your test platform HTTP server is at the address 10.5.6.60:5002 , the following

http_download commands, issued in the ZentriOS terminal, download the files from the server to your
module file system:

hdo http://10.5.6.60:5002/index.html webapp/index.html

hdo http://10.5.6.60:5002/webapp/unauthorized.html webapp/unauthorized.html
hdo http://10.5.6.60:5002/webapp/ZentriOS.css.gz webapp/ZentriOS.css.gz

hdo http://10.5.6.60:5002/webapp/ZentriOS.js.gz webapp/ZentriOS.Jjs.gz

Note that there's no need to specify the length of the files, as this is supplied by the HTTP server.

The response is similar to the following:

> hdo http://10.5.6.60:5002/index.html webapp/index.html
Downloading: webapp/index.html to flash file system
Request GET /webapp/index.html

Connecting (http): 10.5.6.60:5002

HTTP response: 200

Success

> hdo http://10.5.6.60:5002/index.html webapp/index.html
Downloading: webapp/index.html to flash file system
Request GET /index.html

Connecting (http): 10.5.6.60:5002

HTTP response: 200

sSuccess

> hdo http://10.5.6.60:5002/webapp/ZentriOS.css.gz webapp/ZentriOS.css.gz
Downloading: webapp/ZentriOS.css.gz to flash file system
Request GET /webapp/ZentriOS.css.gz

Connecting (http): 10.5.6.60:5002

HTTP response: 200

success

> hdo http://10.5.6.60:5002/webapp/ZentriOS.js.gz webapp/ZentriOS.Jjs.gz
Downloading: webapp/ZentriOS.js.gz to flash file system
Request GET /webapp/ZentriOS.js.gz

Connecting (http): 10.5.6.60:5002

HTTP response: 200

Success
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Downloading Multiple Files with a File Manifest
The http_download command can download multiple files using a json manifest.

The example below demonstrates downloading the files for a modified Web App from a server at
http://10.5.6.60:5002 .

Issue the http_download command with the -m option. Note that you must supply the length of the

manifest file.
> hdo -m 814

Then immediately send the manifest file. The file length supplied assumes cr-LF line endings.

{ "path" : "http://10.5.6.60:5002", "files" : [

{ "remote" : "index.html", "local" : "webapp/index.html", "version" : "1.0.1",
AL flags AL . "eu" 0

I

{ "remote" : "webapp/unauthorized.html", "local" : "webapp/unauthorized.html",
"version" : "1.0.1", "flags" : "eu",

b

{ "remote" : "webapp/ZentriOS.css.gz", "local" : "webapp/ZentriOS.css.gz",
"version" : "1.0.1", "flags" : "eu",

by

{ "remote" : "webapp/ZentriOS.]js.gz", "local" : "webapp/ZentriOS.js.gz", "version"
. "l.O.l", "flagsll . "eu",

}

]
}

The response is similar to the following:
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Request GET /index.html

HTTP response: 200

HTTP response: 200

Connecting (http): 10.5.6.60
HTTP response: 200

HTTP response: 200
Success

Supporting ZentriOS Editions and Versions

WiConnect-2.0+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log

Modified
2015-03-05

Connecting (http): 10.5.6.60:

Downloading: webapp/ZentriOS.
Request GET /webapp/ZentriOS.
:5002

Downloading: webapp/ZentriOS.
Request GET /webapp/ZentriOS.
Connecting (http): 10.5.6.60:

Downloading: webapp/index.html to flash file system

5002

Downloading: webapp/unauthorized.html to flash file system
Request GET /webapp/unauthorized.html
Connecting (http): 10.5.6.60:

5002

css.gz to flash file system
Ccss.gz

Jjs.gz to flash file system

Js.gz
5002

Changes
Created
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Recovery from Safemode

This example demonstrates how to recover the module if it enters Safe Mode.

It is extremely important for a host application to handle safe mode operation. In safe mode, the
commands available to the host are purposely restricted to simplify the recovery process. See Update
and Recovery.

In this example, the force _safemode command is used to enter safe mode. This command exists only
to allow demonstration of safe mode recovery procedures. In a real-world situation, the module enters
safe mode due to repeated faults.

The example works through each of the following steps:

e Force the module into safe mode
e |istand clear faults
e Return the module to normal operation

Force Safe Mode

Connect to the module using a ZentriOS terminal - see Getting Started. Once you have a terminal
connected, issue the following ZentriOS commands to force the module into safe mode. The first
command returns the MAC address of the module. The MAC address is required by the
force_safemode command.

> get wlan.mac
<module MAC address>
> force safemode <module MAC address>

In safe mode, the prompt (if enabled) changes to sarEMODE> in human friendly command mode and is
prefixed with s in machine friendly command mode.

Here's an example demonstrating how to force safe mode:
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> get wlan.mac

4C:55:CC:10:10:98

> force safemode 4C:55:CC:10:10:98

Forcing safemode. ..

Rebooting

[Disassociated]

ZentriOS-3.0.0.0, Built:2015-11-11 11:11:11 for AMW0O04.3, Board:AMWO04-E03.3

*** Max faults exceeded. Entering Safe Mode.
SAFEMODE>

Listing Faults

The module only enters safe mode if a combined total of 8 watchdog faults or hardfaults occur. Each
time a fault occurs, key information is logged to non-volatile memory to help Zentri isolate the fault. To
obtain a list of faults, use the faults_print command shown in the example below. Note that this
particular example does not show any real faults, since safe mode was forced.

SAFEMODE> faults print

: NMI Exception, uhandle:00 bhandle:00

: NMI Exception, uhandle:00 bhandle:00

: NMI Exception, uhandle:00 bhandle:00
Exception, uhandle:00 bhandle:00
: NMI Exception, uhandle:00 bhandle:00
: NMI Exception, uhandle:00 bhandle:00
: NMI Exception, uhandle:00 bhandle:00
: NMI Exception, uhandle:00 bhandle:00

~N oy Uk Wb O
H

If you have a module that has entered safe mode unintentionally, please open a support ticket and post
the output of the faults_print command.

Return to Normal Operation

To reset all faults in preparation for returning the module to normal operation, use the faults_reset
command.
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SAFEMODE> faults reset

Success

SAFEMODE> reboot

Rebooting

ZentriOS-3.0.0.0, Built:2015-11-11 11:11:11 for AMWO04.3, Board:AMWO04-E03.3
[Ready]

>

After resetting faults, the module must be either factory reset or rebooted before normal operation is
returned. The prompt (if enabled) automatically returns to > .

Supporting ZentriOS Editions and Versions

e WiConnect-1.0+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log
Modified Changes
2015-02-03 Created
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HTTP Upload

Description

This application note describes the procedure for using the http_upload command.

Setup

This demonstration uses a Zentri Moray evaluation board, but it works for any board with a ZentriOS
device. This assumes the module is configured the default factory settings.

Open a ZentriOS terminal to the module and configure the module to connect to your local network as
follows:

set wlan.ssid <YOUR SSID>

set wlan.passkey <YOUR PASSWORD>
set wlan.auto join.enabled 1
save

reboot

In an application that uses the http_upload command, a server is required to process the POST
requests generated by the command.

Download the file upload server python script: file_upload_server.py (Python 2.7).

This HTTP server responds to file upload POST requests by saving the file in its working directory. The
server also outputs details of each request on stdout.

Copy the downloaded script to a directory on your server computer.

Run the server from the directory containing the script. The server computer must be connected to the
same network as the ZentriOS device. The output is similar to the following:
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> file upload server.py

file upload server.py

You can specify server port as an argument, e.g. file upload server.py 8003. Default
port:8000

Serving at: http://localhost:8000

<Server IP>: 10.5.6.60

Note the local IP address of the computer running the server. Depending on the server computer
configuration, the python script may display the local IP address correctly (shownas 10.5.6.60

above). However if 127.0.0.1 or similaris displayed, use another method to obtain the server local IP
address. This needs to be substituted for the symbol <sServer IP> inthe ZentriOS command
sequences below.

In the example output below:

e the Server IP and portare 10.5.6.60:8000
e the ZentriOS device IPis 10.5.6.70
¢ the server scriptisinthe C:\http upload directory on a Windows computer.

Creating Test Files

First create two test files on your module.

In the ZentriOS terminal, enter the following command sequence:

ZentriOS Commands Description
fcr testl.txt 9 Create testl.txt
testl.txt Content:testl.txt
fcr test2.txt 9 Create test2.txt
test2.txt Content:test2.txt

Uploading a Single File
The simplest way to use http_upload command is to upload a single file.

In the ZentriOS terminal, enter the following command sequence:
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ZentriOS Commands Description
http upload <Server IP>:8000 Upload a single file to the test
testl.txt server

The file upload server.py outputis similar to the following:

Successful Upload:

File:C:\http upload\testl.txt

from host:10.5.6.70 port:15294

10.5.6.70 - - [30/Sep/2015 15:57:11] "POST / HTTP/1.1"™ 200 -

The file has been uploaded to the server script directory.

The ZentriOS terminal output is similar to the following:

Uploading: testl.txt to server
Request POST /

Connecting (http): 10.5.6.60:8000
HTTP response: 200

Success

Uploading a Single File with a Different Remote File Name

You can specify a remote file name that is different to the original file name on the module.

In the ZentriOS terminal, enter the following command sequence:

ZentriOS Commands Description

http upload <Server IP>:8000 testl.txt Upload a single file to the test
testOne.txt server

The file upload server.py outputis similar to the following:
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Successful Upload:

File:C:\http upload\testOne.txt

from host:10.5.6.70 port:20295

10.5.6.70 - - [30/Sep/2015 16:08:21] "POST / HTTP/1.1" 200 -

The ZentriOS terminal output is the same as for the previous example.

Uploading Multiple Files

You can upload multiple files with a single command using a manifest. The simplest manifest specifies
only the server and the file names, for example:

{ "path" : "http://10.5.6.60:8000", "files"™ : [
{ "local" : "testl.txt",
s
{ "local" : "test2.txt",

b
]
}

The manifest is in json format. You cannot include comments in the json.

The length of the above manifest is 140 characters, assuming the manifest line endings are <LF> , not
<CR><LF> . Determine the length depending on the system you use to prepare your manifest.

In the ZentriOS terminal, enter the following command sequence:

ZentriOS Commands Description
http upload —m 140 Upload multiple files specifying
{ "path" : "http://10.5.6.60:8000", manifest length of 140
"files" : [ Directly after issuing the command,
{ "local"™ : "testl.txt", paste the manifest text into the
}, ZentriOS terminal.
{ "local" : "test2.txt",

b
]
}
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The file upload server.py outputis similar to the following:

Successful Upload:

File:C:\http upload\testl.txt

from host:10.5.6.70 port:40299

10.5.6.70 = - [30/Sep/2015 16:22:09] "POST / HTTP/1.1" 200 -
Successful Upload:

File:C:\http upload\testl.txt

from host:10.5.6.70 port:45300

10.5.6.70 - - [30/Sep/2015 16:22:09] "POST / HTTP/1.1" 200 -

The files have been uploaded to the server script directory.

The ZentriOS terminal output is similar to the following:

Uploading: testl.txt to server
Request POST /

Connecting (http): 10.5.6.60:8000
HTTP response: 200

Uploading: test2.txt to server
Request POST /

Connecting (http): 10.5.6.60:8000
HTTP response: 200

Success

Uploading Multiple Files Specifying Remote Names and Mime
Types

To specify remote names and mime types, add the required properties according to the descriptionin
http_upload. For example,

In the ZentriOS terminal, enter the following command sequence:

ZentriOS Commands Description
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http upload —m 311 Upload multiple files
{ "path" : "http://10.5.6.60:8000", "files" : [ specifying manifest length
{ "local"™ : "testl.txt", "remote" : of 311
"FirstTest.txt", "name" : "file", "type" : Directly after issuing the
"text/plain" }, command,
{ "local" : "test2.txt", "remote" : paste the manifest text
"SecondTest.txt", "name" : "file", into the ZentriOS terminal.
"type" : "text/plain" },

]
}

Note that the "name" property is set to the default value of "file" . The file upload server.py
script assumes the form-data name property is setto file.

The file upload server.py outputis similar to the following:

Successful Upload:

File:C:\http upload\FirstTest.txt

from host:10.5.6.70 port:36013

10.5.6.70 - - [30/Sep/2015 17:06:30] "POST / HTTP/1.1" 200 -
Successful Upload:

File:C:\http upload\SecondTest.txt

from host:10.5.6.70 port:41014

10.5.6.70 - - [30/Sep/2015 17:06:30] "POST / HTTP/1.1" 200 -

The files have been uploaded to the server script directory.

The ZentriOS terminal output is the same as for the previous example.

Supporting ZentriOS Editions and Versions

WiConnect-1.0+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+
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Using the HTTP GET and HTTP POST
Commands

Description

This application note describes the procedure for using the http_get and http_post commands.

Setup

This demonstration uses a Zentri Mackerel evaluation board, but it works for any board with a ZentriOS
device. This assumes the module is configured the default factory settings.

Open a ZentriOS terminal to the module and configure the module to connect to your local network as
follows:

set wlan.ssid <YOUR SSID>

set wlan.passkey <YOUR PASSWORD>
set wlan.auto join.enabled 1
save

reboot

Download the HTTP Get and POST server python script: get_post_server.py (Python 2.7).

This HTTP server responds to a GET or POST request with a plain text report on the request details.
The server also outputs details of each request on stdout.

Run the server in a terminal on a computer connected to the same network as the ZentriOS device.

> python get post server.py test 80

The output is similar to the following:
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> get post server.py
Serving at: http://localhost:80
<Server IP>: 10.5.6.60

Note the local IP address of the computer running the server. Depending on the server computer
configuration, the python script may display the local IP address correctly (shownas 10.5.6.60

above). However if 127.0.0.1 orsimilaris displayed, use another method to obtain the server local IP
address. This needs to be substituted for the symbol <Server IP> inthe ZentriOS command
sequences below.

Sending a Simple GET Request

The simplest way to use http_get command is to specify only a URL. The response returns a stream ID.

This is similar to the request shown in Getting Started, Verifying the Internet Connection. However our
test server script returns a report on the request details, rather than the requested web page.

In the ZentriOS terminal, enter the following command sequence:

ZentriOS Commands Description

http get http://<Server IP> Send GET request to specified URL

ZentriOS sends the request immediately.

The get post server.py outputis similar to the following:

# Processing GET Request
## Client
10.5.6.108:61905

## Headers

Host: 10.5.6.60
Accept-Encoding:
Connection: Close

## Request

/
10.5.6.108 - - [30/Apr/2015 12:05:18] "GET / HTTP/1.1" 200 -
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The ZentriOS terminal output is similar to the following:

> http get http://10.5.6.60

0

The stream handle is returned as the last line of the response. In all these examples, we assume the
stream handle is 0 . This implies that you have closed all open streams before proceeding to the next

example. List open streams with stream_list. Close all open streams with the close all command.

Now you can read the data from the stream until there is nothing left to read:

ZentriOS Commands Description

read 0 1000 Read up to 1000 characters from the stream
returned in the response to http get

The ZentriOS terminal output is similar to the following:

GET Request

You sent these headers:
Host: 10.5.6.60

Connection: close

Accept: */*
You sent no query.

Note that ZentriOS has closed the stream, as it came to the end of the stream after reading less than
the 1000 characters specified.

Reading the HTTP Status Code

You may wish to determine whether the request was successful before attempting to read the stream,
using the http_read_status command. Software running on a host MCU can read the response and
take action depending on its value. In our manual demonstration, we ignore the status code response
and continue with a read immediately.

We also add a query to the URL to demonstrate how the test server responds to a query:
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http get http://<Server IP>/?class=amphibia&color=green&name=kermit
http read status
read 0 1000

The ZentriOS terminal output is similar to the following:

> http get http://10.5.6.114/?class=amphibia&color=green&name=kermit
0

> http read status O

200

> read 0 1000

GET Request

You sent these headers:
Host: 10.5.6.114

Connection: close
Accept: */*

You sent this query:
class=amphibia&color=green&name=kermit

Sending a GET Request with Custom Headers

You may wish to send custom headers as part of your GET request. To do this, use the -o option with
the http_get command.

This defers sending the request and leaves the stream open.
http get -o http://<Server IP>/?class=amphibia&color=greens&name=kermit
The ZentriOS terminal output is similar to the following:

> http get -o http://<Server IP>/?class=amphibia&color=green&name=kermit
0

Note that the ZentriOS terminal displays no HTTP status response, and the test server does not show
output for this request, because it has not yet been sent.
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Now you can add a custom header using the http_add_header command:

http add header 0 x-weather sunnyday

The ZentriOS terminal responds with sSuccess , but does not yet send the request. You can add more
headers if you wish.

To complete the request, use the http_read_status command:

http read status O

The request is now completed and sent. The ZentriOS terminal output shows an HTTP status code:

> http read status 0
200

The test server output shows that the request was received and processed.

You can now read the server response:

read 0 1000

The ZentriOS terminal response is similar to:

> read 0 1000

GET Request

You sent these headers:
Connection: close
Accept: */*

x-weather: sunnyday

You sent this query:
class=amphibia&color=green&name=kermit

Note that the server received and reported the custom header.
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Sending a POST Request

To send a POST request, use the http_post command. You must specify the mime-type of the content.

To send any post content, you have to use the -o option to defer sending the post until
http_read_status is called.

Then write the POST content to the stream, specifying the length.
You can send custom headers using the http_add_header command.

The http_read_status command completes the POST request and responds with the HTTP status
code.

You can the read the HTTP response with the stream_read command.

ZentriOS Commands Description
http post -o http://<Server IP> Post with the -o option to defer
application/json request
http add header 0 x-weather cloudsaway Add a custom header
write 0 72 Write POST content to the stream
{ "class":"amphibia", "color":"green", Complete and send the request
"name" : "kermit" Read up to 1000 characters from the
} stream
http read status 0

read 0 1000

Note that in the write command in this example, the length specified assumes that the lines of the POST
content are terminated with CR-LF (2 characters).

Note that the default http_post behavior is to chunk the data. The header Transfer-Encoding:
chunked is sent. You can use the -1 option to send the content all in one piece, specifying the length.

The ZentriOS terminal output is similar to the following:
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0

> http add header 0 x-weather cloudsaway
Success

> write 0 72

}

success

>

Ready

> http read status 0
200

> read 0 1000

POST Request

You sent these headers:

Host: 10.5.6.60
Accept-Encoding:
Transfer-Encoding: chunked
Content-Type: application/json
x-weather: cloudsaway
Connection: Close

You POSTed this content:

}

[2015-04-30 | 07:55:25: Closed: 0]

> http post -o http://10.5.6.60 application/json

{ "class":"amphibia", "color":"green", "name":"kermit"

{ "class":"amphibia", "color":"green", "name":"kermit"

Sending an HTTP POST Request without Chunking

ZentriOS Commands

http post -1 72 http://10.5.6.60:8000
application/json

http add header 0 x-weather cloudsaway
write 0 72

{ "class":"amphibia", "color":"green",
"name" :"kermit"

}

http read status 0

read 0 1000

Description

Post with the -1 &lt;lengthé&gt;
option
to defer request
Add a custom header
Write POST content to the stream
Complete and send the request
Read up to 1000 characters from the
stream

Note that the header Content Length:72 is sent. The -1 lengthis the length of the POST content
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only, the same as is specified for the write command.

The ZentriOS terminal output is similar to the following:

Request POST /

Connecting (http): 10.5.6.60:8000
[2015-04-30 | 08:15:12: Opened: 0]

0

> http add header 0 x-weather cloudsaway
success

> write 0 72

{ "class":"amphibia", "color":"green", "name":"kermit"
}

Success

>

Ready

> http read status 0

HTTP response: 200

200

> read 0 1000

POST Request

You sent these headers:

Host: 10.5.6.60
Accept-Encoding:

Content-Type: application/json
Content-Length: 72

x-weather: cloudsaway
Connection: Close

You POSTed this content:
{ "class":"amphibia", "color":"green", "name":"kermit"

}

[2015-04-30 | 08:15:14: Closed: 0]

Supporting ZentriOS Editions and Versions

e \WiConnect-1.0+
e ZentriOS-W-3.0+

> http post -1 72 http://10.5.6.60:8000 application/json
[2015-04-30 | 08:15:12: Opening: http://10.5.6.60:8000]
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e ZentriOS-WZ-3.0+
e ZentriOS-XZ-3.2+
e ZentriOS-WL-1.2+

Change Log
Modified Changes
2015-04-30 Created
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The HTTP RESTful API

This example uses the HTTP RESTful APl to interact with the device using HTTP requests. Commands
are sent to the device using HTTP REST methods such as GET and posT and a simple request

syntax.

Using HTTP requests, you can send any command to the device and receive the response. The
ZentriOS Web App offers a full demonstration of the HTTP RESTful API. This application note
demonstrates how to use the basic requests of the RESTful API.

Other ways of managing and interacting with a ZentriOS device include:

e ZentriOS Terminal - via physical connection to USB port (see Getting Started, Opening a ZentriOS
Terminal)

¢ Wi-Fi Remote terminal - Telnet connection via Wi-Fi (see Wi-Fi Remote Terminal application note).

e For more sophisticated scripting, the ZentriOS JavaScript API provides a JavaScript wrapper
around the HTTP server REST API

e A ZentriOS Python API providing a Python wrapper around the HTTP server RESTful API. See
ZentriOSpy.

This demo uses the following ZentriOS features:

e ZentriOS RESTful API - for executing ZentriOS commands directly via HTTP requests. See
Networking and Security, HTTP server with RESTful APL.

This example demonstrates how to:

e Setup the device to connect to your local network

e Start the ZentriOS HTTP web server

e Use a web browser, JavaScript or cURL to send commands to the device, and receive responses
from ZentriOS
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Setup

To run this example follow these steps:
Connect Your Device to the Local Network

Since you'll need to configure the web server, the quickest way to setup the device is to use a ZentriOS
terminal - see Getting Started. Once you have a terminal connected, issue the following command to
configure the credentials for the local network:

> network up -s

Enable the HTTP Server

Enable the ZentriOS HTTP server and the RESTful API using the following ZentriOS commands:

set http.server.enabled 1
set http.server.api enabled 1

Save the settings, then restart the network:

save
network down
network up

The device automatically starts the HTTP server on boot after connecting to the network.

The response from ZentriOS is similar to the following:

> Obtaining IPv4 address via DHCP

IPv4 address: 10.5.6.59

HTTP and REST API server listening on port: 80
[2015-01-15 | 23:48:42: Associlated]

Note the reported device IPv4 address for later substition for <Device IP Address> .

Syntax of REST API ZentriOS Commands
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The format of a REST APIZentriOS command GET requestis: GET http://<Device IP

Address>/command/<command>
For <Device IP Address> substitute the IP address reported by ZentriOS when the network came up.
For example, to issue the ver command: GET http://<Device IP Address>/command/ver

To issue a GET request from a browser, enter the URL http://<Device IP Address>/command/ver
into the browser URL address box.

The format of a REST API ZentriOS command POST requestis: POST http://<Device IP

Address>/command/<command> followed immediately by a json formatted structure of the form:

{ "flags" : <flags>, "command" : "<ZentriOS command>", "data" : "<command data>"

}

The "data" value is required by commands that expect additional data sent immediately after the
command, suchas file create . Some of the curl examples below demonstrate how to issue an
HTTP POST request.

Sending Commands from a Web Browser

Using your favorite web browser (with a network client such as a PC, phone or tablet connected to the
same local network as the device), enter the following URL to retrieve the ZentriOS version string, or
click the following link if this computer is connected to the same network as the device:

http://<Device IP Address>/command/ver

For <Device IP Address> substitute the IP address reported by ZentriOS when the network came up.

The browser responds with the ZentriOS version embedded in a JSON object, similar to the following
text.

‘ {"id":18,"code":0,"flags":0, "response":"Zentri0S-2.1.0.0, Built:2015-01-15 ... }
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How does this work?

When the ZentriOS command is entered into the web browser address box, the browser translates the
URL into an HTTP GET request and sends the request to the device name. The operating system in
your PC (or phone / tablet) translates the device name into the device IP address and sends the
request to the device. On the device, the HTTP web server receives and processes the request, and
then provides a response back to the server.

A few more examples are shown below. For full documentation on the ZentriOS HTTP REST AP, see
Networking and Security, HTTP server with RESTful APL.

Read a list of files on the device:

URL http://<Device IP Address>/command/ls

ZentriOS  {"id":2,"code":0,"flags":0,"response":"! # Size Version Filename\r\n# 0 41741 2.1.0

Response command_help.csvr\n# 1 135 2.1.0 default_setup.script\nin# 2 1897 2.1.0
favicon.ico.gz2\r\n# 3 1236 2.1.0 geotrust_ca.pem\r\n# 4 212736 2.1.0
sys/kernel.bin\n\n# 5 215204 2.1.0 sys/services.bin\r\n# 6 38004 2.1.0
ZentriOS_webgui.css.g2\n\n# 7 1827 2.1.0 ZentriOS_webgui.html\r\n# 8 61492 2.1.0
ZentriOS_webgui.js.gz\r\n# 9 210412 5.26.230 wifi_fw.bin\r\n"}

Read the raw value of the ADC connected to the thermistor on the Zentri Mackerel eval board or Moray
eval board:

URL http://<Device IP Address>/adc 7 (Mackerel - GPIO 7)

http://<Device IP Address>/adc 20 (Moray - GPIO 20)
ZentriOS "id":104,"code":0,"flags":0,"response":"0x835\r\n"}
Response

Open a TCP connection to Google:

URL http://<Device IP Address>/command/tcp client google.com 80
ZentriOS "id":4,"code":0,"flags":0,"response":"0\r\n"}
Response

Sending Commands Using JavaScript XMLHttpRequest
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This demonstration uses POST requests. Itis possible to send GET requests using xXMLHttpRequest ,

but POST is more flexible. POST has no size restrictions, and the JSON data attribute allows additional
data to be sent for ZentriOS commands such as file create.

Download the demonstration HTML file js_rest post.html.
This can be run directly as a file URL, provided you enable CORS for all domains on your device.

The following ZentriOS commands set up the device to work with the demonstration HTML page:

set wlan.ssid <YOUR SSID>

set wlan.passkey <YOUR PASSWORD>
set wlan.auto join.enabled 1
set http.server.enabled 1
set http.server.cors origin *
save

reboot

Run the HTML file in a browser with the JavaScript developed console displayed. This shows errors
that cannot be caught and displayed with the JavaScript try and catch mechanism.

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 169


http://docs.zentri.com/resources/wifi/http_server_rest_api/js_rest_post.html

Z=NTRI
The HTTP RESTful API ZentriOS Reference Guide

WiConnect HTTP RESTful APl POST Demonstration

Edit the request fields to send any WiConnect command to a module via JavaScript XMLHttpRequest.

Input Response JSON
id: 30
Device IP or mDNS Name: code: 0
flags: 0
mymodule
response:
) WiConnect-beta-2.3.0.0, Buillt:2015-04-15 10:45:20 for AMWO04.3, Board:AMWO04-E03.3
Request Fields
Flags:
0
Command:
ver
Data:
Send POST Request
POST JSON
{
"flags" 0,
"command™ : "ver",
"aata” nn
}
Q E Elements MNetwork Sources Timeline Profiles Resources Audits | Consecle | = # |:|‘ *
® VW c<topframe> ¥ [ Preservelog
Response JSON:
{"id":38,"code":8,"flags":@, "response™: "WiConnect-beta-2.3.08.08, Built:2015-84-15 18:45:20 for AMWEE4.3, Board:AMWE84-E@3.3\r\n"}
>

You can run any ZentriOS command from this HTML. Just edit the request fields and click the send
POST Request button.

The demonstration JavaScript assembles the POST JSON from the request fields and makes an
XMLHttpRequest to send the command to the device and display the response.

View the HTML source to see the JavaScript. The core of the demonstration is the sendpost ()
function.
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function sendPost() {
var address = document.getElementById('ipName') .value
var url = '"http://"' + address + '/command'

var json = assemklePostJ=on() ;

try { // cannot catch CORS errors, or POST JSON format errors. View these in j= developer console.
xhr=new XMLHttpReguest():

xhr.open ("FOST" ,url, true) ; // open asynchronous POST request to fcommand url

xhr.setRequestHeader ("Content-type™, "application/j=son™); // POST data is in JSON format
xhr.onreadystatechange = function() { //Call a function when the state changes.
if (xhr.readyS5tace = 4 && xhr.status = 200) {

showResponse (Xhr.responseText, xhr.getAllResponseHeaders()) .,

xhr.send(j=son) ;

1
catch{err) {

showError (err) ;

For higher level access to the HTTP RESTful APIvia JavaScript, see ZentriOS JavaScript API.

Sending Commands Using cURL

Curl, a command line URL utility, may also be used to connect to the ZentriOS webserver. Curl is
typically run from a PC or Linux command line for transferring data with a URL syntax. The following
examples show how to use cURL with ZentriOS.

In some of the examples below, curl commands and response are shown in separate lines for
readability purposes. Curl commands should be issued on a single command line.

Tip! If you are having trouble using curl, try using the -v verbose flag.

ZentriOS Version

Curl Command
curl http://<Device IP Address>/command/version

ZentriOS Response

{"id":18,"code":0,"flags":0, "response":"ZentriOS-2.1.x.x, Built:2015-01-14 21:34:43
for AMW004.3, Board:AMW004-E03.3"}
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Curl used with a URL only issues an HTTP GET request.

Verbose file list

This example reads a verbose list of files on the device and uses the more sophisticated POST
request API. Note that the double-quotes may need to be escaped with backslash characters (as
shown below) on some operating systems, such as Windows.

Curl used withthe -d ( --data ) optionissues an HTTP POST request. Note that the Content-Type
header must be supplied to specify that the data posted is in json format.

Curl Command

curl -H "Content-Type: application/json" -d "{\"flags\":0, \"command\":\"ls -v\"}"
http://<Device IP Address>/command

ZentriOS Response

{"id":3,"code":0,"flags":0,

"response":"! # Type Flags Hnd Size Version Filename\r\n

# 0 e-FB 0001 82 41741 2.1.0.0 command help.csv\r\n

# 1 e-FD 0001 53 135 2.1.0.0 default setup.script\r\n
# 2 e-FE 0001 81 1897 2.1.0.0 favicon.ico.gz\r\n

# 3 e-03 0001 52 1236 2.1.0.0 geotrust ca.pem\r\n

# 4 i-00 801B 0 212736 2.1.0.0 sys/kernel.bin\r\n

# 5 i-81 801B 52 215204 2.1.0.0 sys/services.bin\ r\n

# 6 e-FE 0001 55 38004 2.1.0.0 ZentriOS webgui.css.gz\r\n
# 7 e-FE 0001 54 1827 2.1.0.0 ZentriOS webgui.html\r\n
# 8 e-FE 0001 65 61492 2.1.0.0 ZentriOS webgui.js.gz\r\n
# 9 e-01 0009 0 210412 5.26.230.12 wifi fw.bin\r\n"}

The value of the response key is the return data from the command. In this case it is the list of files.
This is formatted to be read on a terminal in a monospace font, with new lines where each \r\n
character sequence appears.

Open and Read afile

Openthe default setup.script file located onthe ZentriOS file system:

Curl Command
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curl -H "Content-type: application/json" -d "{\"flags\":0,\"command\":\"file open
ZEfAOS_Respprseript\"}" http://<Device IP Address>/command

{"id":14, "code":0,"flags":0, "response":"0\r\n"}
The value of the response key is the return data from the command. In this case it is the stream

number for the open file stream, 0, whichis used as an argument to the stream read command
issued below.

Read the file using the stream_read command:

Curl Command

curl -H "Content-type: application/json" -d "{\"flags\":0,\"command\":\"stream read O
300\"}" <Device IP Address>/command

ZentriOS Response
{"id":15,"code":0, "flags":0, "response":'"network up,-s ,Configuration network

credentials\r\nset wlan.auto join.enabled, true,Enable network auto-join\r\nsave, -
,Saving settings\r\n\r\n"}

Supporting ZentriOS Editions and Versions

WiConnect-2.1+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log

Modified Changes
2015-02-03 Created
2015-04-28 Added JavaScript XMLHttpRequest Section
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Web App Recovery

The Web App Recovery system helps end users stay connected in case of damage to the Web App.

Many of ZentriOS's features are intended for developers, to allow flexible configuration of ZentriOS
devices for specific applications. The UART interface and the remote terminal interface provide
developers with full access to all ZentriOS features.

However when a ZentriOS application is in the hands of the end user, there is still some configuration
required. At a minimum, an end user needs to supply WLAN credentials to allow the ZentriOS device to
connect to the local network. Some applications may require additional configuration.

The ZentriOS Web App provides an interface for end users to communicate with a ZentriOS device.
The Web App can be modified with the desired styling and branding, and edited to provide end users
with only the options they need. See Customizing the ZentriOS Web App. The most basic optioniis
providing WLAN credentials.

The Web App may become unusable in some circumstances. Web App files may become lost or
damaged, or some misconfiguration may prevent the web app from working.

In the event the Web App is unusable, the Web App Recovery system provides a way for the end user
to restore the WLAN credentials, and to recover complete use of the Web App. The Web App
Recovery system uses the minimal web app in the file .recovery.html . ZentriOS redirects

automaticallyto .recovery.html ifthe Web App file structure is missing or damaged.

This application note demonstrates using the Web App Recovery system to set WLAN SSID and
password, and to recover the working Web App. There are two actors in this activity:

¢ the developer, who configures the ZentriOS application
¢ the end user, who uses the ZentriOS application.

Features demonstrated

e HTTP server

e Soft AP

e \Web App Recovery
e Web Setup
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Prerequisites

This demonstration uses a Zentri Mackerel evaluation board in the default configuration.

Setup and configuration instructions in this application note specify whether they are performed by the
developer, or by the end user.

The developer can configure the module via a ZentriOS terminal.

In this demonstration the end user does not communicate with the module via a ZentriOS terminal. The
only way for the end user to communicate with the module is via Wi-Fi and a Web browser, or by
pressing buttons on the ZentriOS device.

Recovering WLAN Credentials

If the Web App is working, you can use the web setup feature to run the Web App and set the WLAN
credentials. See ZentriOS Web App, Setup Web Mode and Configuration and Setup, Setup with a
Web Browser.

If the Web App is unusable, ZentriOS automatically redirects the web browser to the file
.recovery.html . This is a simple web interface into which the end use can enter the WLAN SSID and
password.

Developer Configuration

First we provide a way for the end user to initiate web setup. The end user cannot use a terminal to run
the setup web command.

In a real-world ZentriOS application, the host MCU might determine whether setup is required and run
the setup web command automatically. Alternatively, the user could press a button on the ZentriOS
device.

In this demonstration the end user presses Button 2 on the Mackerel board. This corresponds to GPIO
11.

Enter the following commands into a ZentriOS terminal connnected to the Mackerel test device:

ZentriOS Commands Description
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setup web runs when GPIO asserted

set setup.gpio.cmd "setup web" GPIO 11 corresponds to Mackerel Button 2

set setup.gpio.control gpio 11 GPIO goes high (button pressed) to run

set setup.gpio.level 1 command

set setup.gpio.mode GPIO is asserted for 3 seconds through a PoR
gpio Save

save Reboot

reboot

The default variables determining the Web App root are:

e hitp.server.root_filename: webapp/index.html
e setup.web.root_filename: webapp/index.html

If the root file is not found in the file system, ZentriOS determines that there is damage to the Web App
file structure, and institutes Web App Recovery.

To simulate damage to the Web App run by the setup web command, change the value of
setup.web.root_filename to a file that doesn't exist:

set setup.web.root filename bogus.html
save
network restart

End User Actions

Press Button 2, then press and release Reset, and continue to hold Button 2 for 3 seconds. The module
restarts and blinks the red indicator LED (softap).

Connect a phone, tablet or PC to the softap. The Soft AP SSID is by default zentrios-# , where # is
replaced by the last three characters of the WLAN MAC address, e.g. Zentri0s-605 .

Direct a web browser to the web setup address: by default 10.10.10.1, ZentriOS.com or

setup.com .
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Web App Recovery

S5ID

Password

-

Enter the WLAN SSID and password into the fields and click save .

Web App Recovery

Output

Ready
running set-ssid complete

running set-password complete
running save complete
running setup-stop complete
Network SSID and password saved. setup stopped

At this point the WLAN credentials recovery is complete. The WLAN SSID and password are saved.

The next section demonstrates how to set up the ZentriOS application so the user can also recover the
Web App.

Recovering the Web App

The recovery system can recover the files for the Web App if they are damaged. To do this, the module
needs to connect to the WLAN and run the HTTP server. The module does not automatically join the
WLAN, or run the HTTP server. This needs to be set up by the developer. We also set up an mDNS
address so the end user can connect to the module without knowing its IP address.
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Developer Configuration

This setup assumes the WLAN SSID and password are correctly configured and saved. If not, recover
them as described in the previous section.

In a real-world application, the host MCU might run ZentriOS commands to join the WLAN and launch
the HTTP server. In this demonstration, we configure the module to join the WLAN and run the HTTP
server automatically on boot.

Enter the following commands into a ZentriOS terminal connnected to the Mackerel test device:

ZentriOS Commands Description
set wlan.auto join.enabled 1 Automatically join WLAN on boot
set http.server.enabled 1 Automatically start HTTP server on boot
set mdns.enabled 1 Enable mDNS
set mdns.name mymodule Set known address for module
save Save
reboot Reboot

On rebooting the module displays responses similar to the following:

Rebooting

[2015-04-07 | 07:24:11: Disassociated]
ZentriOS-3.0.0.0, Built:2015-11-11 11:11:11 for AMWO004.3, Board:AMW004-E03.3
[Ready]

[Associating to Zentri]

> Obtaining IPv4 address via DHCP

IPv4 address: 10.5.6.108

Starting mDNS

mDNS domain: mymodule.local

HTTP and REST API server listening on port: 80
[Associated]

To simulate damage to the Web App run by the HTTP server, change the value of
http.server.root_filename to a file that doesn't exist:

set http.server.root filename bogus.html
save
network restart
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End User Actions
Connect a phone, tablet or PC to the WLAN.

Direct a web browser to mymodule/ (Or mymodule.local/ ).
If the Web App is damaged, ZentriOS automatically redirects to .recovery.html .

The .recovery.html app detects that it has access to the WLAN, and displays the Web App recovery
page.

Web App Recovery

Output

Ready

Click recover to download the Web App files. By default, the WebApp files associated with the

currently installed ZentriOS release are downloaded from the resources.zentri.com site. The developer
can modify the .recovery.html page to download Web App files from another site.
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Web App Recovery

Qutput

Ready

running start complete
starting recovery

running version complete
running manifest complete
retrieving manifest from CDN: rescurces.ack.me/wsbapp/2.2/release done
running download-webapp complete
downloading index.html (1/3) downloaded
downloading wiconnect.js.gz (1/3) downloaded
dovinloading wiconnect.css.gz (1/3) downloaded
downloading unauthorized.html (1/3) downloaded
running set-web-root complete
running set-setup-root complete
running save complete
running network-restart complete
running reconnect complete
waiting for response suUcCcess
Recovery complete. redirecting in 5 seconds

When the download is complete, the .recovery.html app redirects to the recovered web app:

Z=NTRI

Network Settings ll
Connect
MNetwork Name (SSID)

Network ackme
GPIOs Automatically connect to network
TencEe P Address

10.5.6.108
System -

10.5.6.1
Firmware

Netmask

Cloud Services 255.255,255.0

Save
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Supporting ZentriOS Editions and Versions

WiConnect-2.2+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log
Modified Changes
2015-Apr-08 Created
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Customizing the ZentriOS Web App

The ZentriOS Web App demonstrates the full capability of the ZentriOS HTTP RESTful API. See
ZentriOS Web App. The layout and operation of the web app can be 100% customized to suit your
application and your business.

The following simple examples show how to re-style the original ZentriOS styling to match the style of
another brand.

If this layout or style does not suit your requirements, the entire web application can be replaced simply
by modifying the root file of the ZentriOS webserver with http.server.root_filename.

€ SENSORS
Connect Network Settings ull

Network Network Name (55ID)
ackme

GPIOs
Automatically connect to network

Files
DHCP Static

System
IP Address

Firmware 10.5.6.55

Gateway
10.5.6.1

My Feature

Netmask
255.255.255.0

Save

The Web App Development System

The Web App development system provides a rapid edit-build-test cycle, using a local Web server on
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the development test machine.

The diagrams below show how the Web App development system works, and how it differs from the
Web App production system.

In the development system, the test HTTP server serves the Web App from the development file
system, and requires CORS to make REST requests to the ZentriOS HTTP server, in order to run
ZentriOS commands.

Web App ZentriOS device
Development

System

Web App
REST request ] _
(permitted by CORS) ZentriOS device

Web Browser \
ZentriOS

views Web App served
from local server HTTP server with
RESTful API

Development System

(CORS enabled for
development
system)

Test HTTP Server

Web App files on
development
file system

The Web App Production System

In the production system, the ZentriOS HTTP server serves the Web App from the ZentriOS device file
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system, and REST requests to the ZentriOS device are made to the same origin.

Web App Client

Client System

ZentriOS device

Web App

REST request
(same origin)

Web Browser

e

views Web App

served from
ZentriOS device
server

Set Up and Prerequisites

Obtain a copy of the ZentriOS Web App development system from

https://github.com/zentri/ZentriOSWebApp

ZentriOS device

ZentrioS
HTTP server with
RESTful API

Web App files on
ZentriOS device
file system

In the following it is assumed that your working copy is in the directory /zentriOSwWebApp .

Web App Languages and Libraries

The ZentriOS Web App development system uses Jade templates and the Less CSS pre-processing
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language.

For more information on Jade templates, see https://pugjs.org. Note that Jade has been renamed Pug
due to trademark issues.

You can, if you prefer, use traditional HTML and CSS for development. See the
/ZentriOSWebApp/README.md file for details.

The ZentriOS Web App uses the following JavaScript libraries:

e Backbone.js - Web App development framework - MV* (Models Views etc)

¢ jQuery - backbone dependency - DOM management

e Underscore - backbone dependency - js utility functions

e Async.js - handles synchronous and asynchronous tasks - allows ZentriOS commands to run
synchronously

e ZentriOS JavaScript API- Framework for controlling a ZentriOS device using the HTTP RESTful
API

The style modifications described in this tutorial can be made without detailed knowledge of
JavaScript, CSS or Jade.

However to make advanced modifications to the ZentriOS Web App, familiarity with these languages
and frameworks is recommended.

Setting up the ZentriOS Web App Development Environment

The ZentriOS WebApp development system uses Node.js, Grunt and Bower for package management
and build automation. These tools are free.

To set up the ZentriOS Web App development system, follow the /ZentriOSWebApp/README.md
instructions, available on github and in the top level directory of the working copy.

This involves downloading and installing Node.js, then using the node package manager, npm, to
install Bower (front end package manager) and Grunt (task runner). Thenrun npm install and bower
install fromacommand promptinthe /zentriosWebapp directory.

Setting up the ZentriOS device

The Web App development system runs a server at http://localhost:5002 , onthe machine on
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which the build system is running.

The Web App development system communicates with a ZentriOS device on the same network. The
module needs to run the HTTP server, and Cross Origin Resource Sharing (CORS) must be enabled
for the development host domain. The simplest way is to enable CORS for all domains.

Open a ZentriOS Terminal and issue the following ZentriOS command sequence on the device:

ZentriOS Commands Description
set wlan.ssid <NETWORK NAME> Set your Wi-Fi network name
set wlan.passkey <NETWORK PASSWORD> Set your Wi-Fi network password
set wlan.auto join.enabled 1 Enable WLAN auto join
set http.server.enabled 1 Enable HTTP server
set mdns.name mymodule Set mDNS name
set mdns.enabled 1 Enable mDNS
set http.server.cors origin * Enable CORS for all
save Save
reboot Reboot

After rebooting, the module ZentriOS terminal displays output similar to:

ZentriOS-2.1.0.15, Built:2015-02-02 20:23:14 for AMW006.4, Board:AMWO06-E03.2
[Ready]

[Associating to Zentri]

> Security type from probe: WPA2-AES

Obtaining IPv4 address via DHCP

IPv4 address: 10.5.6.55

Starting mDNS

mDNS domain: mymodule.local

HTTP and REST API server listening on port: 80

[Associated]

Configuring the Module and Development Host Addresses

The Web App development system needs the IP address or name of both the ZentriOS device and the
development host.

The ZentriOS device address allows the HTTP RESTful API calls to the module from the development
host Web server test Web App.
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The development host address allows deployment of the changed web app files to the module from the
localhost development Web server.

Openthe file /ZentriosWebApp/config.json and setthe addresses. For example:

{ "device": "mymodule", "localIP": "10.5.6.60", "port": "5002"
}

You can also change the development Web server port if desired.

Building the Web App and Running the Test Server

To build the Web App, ata command prompt, inthe /Zentrioswebapp directory, issue the command:

grunt

Grunt runs tasks and displays output accordingly, similar to:

Running "build" task
other tasks
Running "less:build" (less) task

File out/webapp/ZentriOS.css created: 428.36 kB — 420.99 kB

Running "Jjade:build" (jade) task
File ./out/index.html created.
File ./out/webapp/unauthorized.html created.

Running "compress:build" (compress) task
Created out/webapp/ZentriOS.js.gz (64.6 kB)
Created out/webapp/ZentriOS.css.gz (151.3 kB)

Running "server" task
Web server running at http://localhost:5002.

The "server" task continues until you halt it. While it is running you can view the test Web App Page.

To halt the "server" task and grunt execution, type ctri-c.

Opening the Test Web App Page
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While the "server" task is running, in a web browser, open http://localhost:5002 .
Changing the Logo

The Zentri logo appears at the top left corner of the ZentriOS Web App. You can change this to a logo
of your choice.

The logo is specified in the file /zentriOSWebApp/public/less/logo.less/ .
Itis set up as a background image for the .logo css class.

The first lines of the logo.less file are as follows:

.logo {

height: 100px;

// background-image: url ('logo.png') ;
background-image: url ('data:image/svg+xml; ...

In the unmodified logo.less file partially shown above, the logo image is created with aninline svg file
specified with a data url.

Logo Image File

To substitute your own logo image, in logo.less , uncomment the line:

// background-image: url ('logo.png');

and comment out the line that begins:

background-image: url ('data:image/svg+xml;

Place your own logo image file in the directory /zentriOSWebapp/out/webapp/ . Stylesheet relative
URLSs are determined relative to the /ZentrioswebApp/out/ZentriOs.css file, whichis the product
created from the various /zentriOSWebApp/public/less/*.less/ files during the build process.

Replace the filename 'logo.png' with the name of your substitute logo file. For example:
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background-image: url('sdc logo.png');

Logo Dimensions and Aspect Ratio
The logo dimensions are by default: height:100px; width:280px;

Create a logo of the specified proportions to fit into the available space, or modify the dimensions in
the logo.less file if you prefer.

If your logo has a different aspect ratio, you can leave the width of 280px unchanged and calculate a
new height as follows:

new height = my logo height* (my logo width/280)
Set the new heightinthe logo.less .logo class height parameter. For example,
.logo {

height: 69px;

}

Logo Background Color
You can change the logo background-color parameter inthe logo.less .logo class.

To allow the background of the navigation pane (div.nav element) to show through, remove the
background-color style setting. For example:

.logo {
height: 69px;

//background-color: #333;

To see the results of any change, rebuild the web app: stop the "server" task and grunt ifitis running
(ctri-c)and run grunt again. Then refresh the Web App page in your web browser.
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Changing the Logo Link
In the default ZentriOS Web App, the logo links to the https://zentri.com site.

The link from the logo is specified in the jade template for the index.html file,
/ZentriOSWebApp/public/views/index. jade

Openthe index.jade file and locate the following lines:

body

div.nav

a.wlan (href="//zentri.com", data-bypass, target=" blank")
div.logo

To change the logo link, change the href attribute value. For example:
a.wlan (href="//sensors.com", data-bypass, target=" blank")

Jade templates determine structure from indentation, so be careful not to alter the indentation.

To see the change, run grunt to rebuild the Web App, and refresh the Test Web App page.

For more information on Jade templates, see https://pugjs.org. Note that Jade has been renamed Pug
due to trademark issues.

Changing Styles

The styles of the ZentriOS Web App are determined by /ZentriOSwebApp/out/ZentriOS.css . Thisis
built from the /zZentriOSWebApp/public/less/ files.

To change styles, first identify the css class to be altered. You can use your web browser developer
tools to identify css classes associated with elements.

Then modify the *.1less file that defines the css class definition.

For example, the navigation menu background (div.nav element) is determined by the .nav css class,
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which is defined in app.less .

.nav {

.gradient (@nav-light, @nav-dark);

The Less variables @nav-light and @nav-dark are defined in variables.less , included atthe top
ofthe app.less file:

@import "variables.less";

In variables.less , change the variables as desired, e.g.

//@nav-light: #3e3c3d;
@nav-light: #0db8d3;
//@nav-dark: #2d2c2d;
@nav-dark: #0881bo6;

The highlights and shadows of the menu items are also setin variables.less as @nav-highlight
and @nav-shadow . You can define a Less variable to have the value of another defined Less variable.
For example:

//@nav-highlight: Qdark;
@nav-highlight: @nav-dark;
//@nav-shadow: Qdarkest;
@nav-shadow: @nav-light;

To see the change, run grunt to rebuild the Web App, and refresh the Test Web App page.

Changing Features

Each ZentriOS Web App feature corresponds to a Backbone.js view.

Each view corresponds to a menu item in the main navigation menu, defined in app.js,andto a
JavaScript view definition file inthe /ZentrioswebApp/public/js/views folder.
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For example, the "Cloud Services" menu item corresponds to the 'cloud' element inthe app.is
definition of the appviews array:

var appViews = [
{el: 'cloud', nav: 'Cloud Services', view: App.Views.Cloud, modes: ['wlan']}

]

The "Cloud Services" feature is also supported by the view definition file
/ZentriOSWebApp/public/js/views/cloud.Js .

Removing a Feature

To remove a feature, delete the corresponding appviews array element and the corresponding
JavaScript view definition file.

For example, to remove the "Cloud Services" feature:

e deletethe " array item in the app.js appViews" array.
Be sure to maintain the JavaScript array syntax: elements are comma-separated and there is no
comma after the final element.

e delete the /zentriOSWebApp/public/js/views/cloud.js file.

To see the change, run grunt to rebuild the Web App, and refresh the Test Web App page.

Adding a Feature

To add a feature, add a corresponding element to the appviews array, and add a view to the
/ZentriOSWebApp/public/js/views/ folder.

For example, to add a simple page called "My Feature", add the following element to the appviews

array.

{el: 'myfeature', nav: 'My Feature', view: App.Views.MyFeature, modes: ['wlan']},

Ensure that the array syntax is maintained correctly.
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The parameters are as follows:

e <1 :DOM elementid, used in the view definition
e nav :the title as it appears in the navigation menu
e view :the Backbone.js View object - must match the object defined in the view definition
® modes : lists the ZentriOS Web App modes for which the element is displayed:
o setup (Setup mode)
o softap (Local mode)
o wlan (Internet mode)

Download the myfeature.js file and add itto the /ZentrioswebApp/public/js/views/ folder. Thisis a
minimal view that displays some text.

To see the change, run grunt to rebuild the Web App, and refresh the Test Web App page.

Deploying the Modified Web App to the ZentriOS device

Ensure that the module and development host addresses are correctly configured. See Configuring the
Module and Development Host Addresses above.

Ensure that the grunt "server" task is running the development test Web server. To do this, run grunt
at the command prompt.

At a separate command prompt, run:

grunt deploy

In the background, the Web App development system runs the http_download command, on the
ZentriOS device, to download files from the development Web server to the module.

You may also need to download other files, such as your logo file. You can do this in a ZentriOS
Terminal on the module, using the http_download command. The files must be in the
/ZentriOSWebApp/out/ folder. For example, if the development host IP address is 10.5.6.60 :

hdo http://10.5.6.60:5002/webapp/sdc_logo.png webapp/sdc_logo.png
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When deployment is complete, you can open the modified Web App directly from the module. For
example, if MDNS is used as described above, open: http://mymodule.local

The Web App operates as shown in the Web App Production System diagram in The Web App
Development System above.

Supporting ZentriOS Editions and Versions

WiConnect-2.0+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log
Modified Changes
2015-Mar-09 Created
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Controlling GPIOs and LEDs

This example demonstrates how to use GPIOs with ZentriOS in general, and how to use GPIOs to
control LEDs on Zentri evaluation boards. For details of using GPIOs and peripherals, see Peripherals.

When a GPIO is configured with an alternative function, the standard 10 function is NOT available and
the gpio_dir, gpio_set, and gpio_get commands are disabled for that GPIO.

Before a GPIO can be used to control an LED, it is necessary to first check whether the GPIO is being
used for an alternative function. If a GPIO is not being used for an alternative function, but is already in
use as a standard GPIO (for another purpose), the GPIO must first be freed up by setting the direction
of the GPIO to none using the gpio_dir command.

GPIO Usage

The gpio.usage variable makes it easy to get a list of GPIOs that are already in use. The sessionin the
following table shows the GPIO usage after factory reset for a Mackerel Evaluation Board (schematics:
AMWO004-E03 Rev 1).

ZentriOS Session (AMWO004-E03 Rev 1)

get gpio.usage

# Description
system.indicator.wlan
system.indicator.softap
system.indicator.network

>
J
#
#
#
# GPIO in

o 2O

LED Control

The following example is based on the first revision of a Mackerel evaluation board which only has two
LEDs connected to GPIO 21 & 22. These LEDs are factory configured as system indicators to
dynamically indicate the state of the Wi-Fi and network connection (as shown in the table above). To
repurpose the GPIOs as standard IOs for use with LEDs, try the ZentriOS command sequence shown
in the table below.
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Note! Don't forget to adjust the GPIO numbers to suit your specific board!

ZentriOS Commands (for

AMWOO4-E03 Rev1) Command Description

set <- Disable the wlan system indicator

system.indicator.gpio <- Disable the network system indicator

wlan =1 <- Save & reboot since system indicator

set functions are setup after a reset <- Setup a friendly

system.indicator.gpio alias for the LED on GPIO 21

network -1 <- Setup a friendly alias for the LED on GPIO 22 <-

save Set the GPIO direction to output

reboot <- Set the GPIO direction to output <- Turn on LED 1
<- Turn on LED 2 <- Turn off LED 1

set gpio.alias 21 LED1 <- Turn off LED 2

set gpio.alias 22 LED2

gpio dir LED1 out
gpio dir LED2Z out

gpio set LEDI 1
gpio set LEDZ 1

gpio set LED1 0O
gpio set LEDZ O

To re-instate the system indicators, either factory reset the module, or use the following commands.

ZentriOS Commands Command Description
gpio dir LED1 none <- Free up the GPIO aliased to LED1
gpio dir LEDZ none <- Free up the GPIO aliased to LED2 <- Set the wlan
system indicator GPIO to LED1
set <- Set the wlan system indicator GPIO to LED2
system.indicator.gpio <- Save & reboot since system indicator
wlan LED1 functions are setup after a reset
set

system.indicator.gpio
network LEDZ2

save

reboot
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Supporting ZentriOS Editions and Versions

WiConnect-1.1+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log
Modified Changes
2014-05-08 Created
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GPIO-Controlled Network Connection

This example demonstrates how to use a GPIO to control a network connection to a remote server.
Once the network connection is open, data can be automatically streamed between ZentriOS and the
remote server.

Features Demonstrated

e joconn.* variables

Method

The ZentriOS ioconn feature makes it easy for an MCU, or blackbox electronic system with a serial
output, to add network communication with a remote server. A GPIO is assigned as the
ioconn.control_gpio. Toggling the ioconn control GPIO makes and breaks the network connection to the
remote server.

The remote server used in the demonstration is the Zentri test TCP echo server, located online at
test.zentri.com . The TCP echo server simply echoes any messages back to the client.

A computer, connected via USB to the evaluation board, takes the part of the MCU host system.

To set the level of the ioconn control GPIO high, various techniques are possible. In this demonstration,
a switch is used to connect a logic high (3.3V) to the ioconn control GPIO pin. In an actual
implementation, the host system toggles the ioconn control GPIO.

This demonstration uses the user LED GPIOs on the module for the ioconn control and status GPIOs.
The LEDs are configured so that:
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e User LED1 turns on when the ioconn control GPIO is asserted
e User LED2 turns on when a connection with the remote server is established

This demonstration works on a Mackerel, Moray or Medusa evaluation board.

Setup

Connect the switch between the IOC_CTRL and VDD _3V3, using eval board pins as indicated below:

Board IOC_CTRL (LED 1) VDD_3V3 IOC_STATUS (LED2)
Mackerel AMWO004-E03 GPIO 22: Pin H2-10 Pin H2-20 GPIO 21
Moray AMWOO06-E03 GPIO 16: Pin H8-24 Pin H7-35 GPIO 13
Medusa AMWO007-E03 GPIO 1:PinH2-3 Pin H2-8 GPIO 4

Connect the module via USB to your computer and open a serial terminal console. See Getting
Started.

The following assumes that the module is in the default state. To return to the default state, perform a
factory reset.

Set up the local Wi-Fi network parameters.

ZentriOS commands Comments
set wlan.ssid <YOUR SSID> Set the wlan parameters for your local Wi-Fi
set wlan.passkey access point
<YOUR PASSKEY> Remember to substitute correct values for your
set wlan.auto join.enabled local Wi-Fi
1 Set up automatic network join

Configure the ioconn variables.

ZentriOS commands Comments

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 204



GPIO-Controlled Network Connection

Z=NTRI
ZentriOS Reference Guide

set system.indicator.gpio
softap -1

set system.indicator.gpio
network -1

gdi 1 none

set ioconn.control gpio 1
set ioconn.enabled 1

set ioconn.local port 5000
set ioconn.protocol tcp
set ioconn.remote host
test.zentri.com

set ioconn.remote port 50007
gdi 4 none

set ioconn.status gpio 4

save
reboot

Remove system.indicator.gpio setting for
IOC_CTRL GPIO

Remove system.indicator.gpio setting for
IOC STATUS GPIO

Required if IOC CTRL GPIO already in use
Set the GPIO to initiate connection
Enable GPIO-controlled connection
Specify local port

Specify protocol

Specify host to connect to

Specify port on host

Set the connection status GPIO

Save
Reboot - changes are initiated at boot time

Performing a GPIO-Controlled Host Connection

Whenthe 1oc cTRL GPIO is low, the stream_list command does not list any TCP client network

stream:

> stream list
! # Type Info

Assert the module 1oc cTRL GPIO by setting the switch to ON.

The stream_list command lists the new TCP client network stream:

> stream list
! # Type 1Info

# 0 TCPC 107.170.222.80:50007

(22316)

While the 1oc cTRL GPIO is still asserted, send a message to the server:

ZentriOS commands

Comments
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write 0 16 Send message to stream 0 (server). Specify length of message
hello IoT world! Enter the message on the next line

ZentriOS Response

Success

Now check if a message has been received in reply:

ZentriOS commands Comments

read 0 1000 Read up to 1000 bytes from stream 0 (tcp test server)

ZentriOS Response

hello IoT world!

The server's response echoes the message sent.
De-assert the ioconn control GPIO by setting the switch to OFF.

Once again, the stream_list command does not list any TCP client network stream:

> stream list
! # Type Info

Using Stream Mode

A typical use of the GPIO Controlled Network Connection feature is to allow a device to stream data to
and from a server. To demonstrate this, put the module in stream mode:

ZentriOS commands Comments
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set bus.mode stream Set the bus mode to stream
save Save
reboot Reboot to bring up in stream bus mode.

The module terminal console can no longer send commands to ZentriOS. Try typing at the terminal.
There is no response. Characters you type are transparently streamed to the network, which is currently
not connected. See Serial Interface, Stream Mode.

Now assert the ioconn control GPIO by setting the switch to on.
All characters received from the remote server appear automatically on the console.

Now type some characters into the module terminal console. Typed characters are echoed (after
round-trip network latency) by the Zentri test server.

Supporting ZentriOS Editions and Versions

e WiConnect-2.0+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log
Modified Changes
2014-11-28 Created
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TCP Server + softAP

This application uses three ZentriOS devices. Module 1 is a TCP server configured to start its softap
interface and its TCP server feature on bootup. Module 2 and Module 3 are TCP clients configured to
use their wlan interface and TCP client feature to connect to the Module 1 softap and TCP server.

Once module 2 and module 3 are connected, data is sent to module 1 first from module 2, and then
from module 3. Module 1 reads the received data.

The stream_list command is used to list open streams, and stream_poll is used on the server to check
for data received by clients. Two GPIOs are configured to toggle high when a client connects, and also
when data is received and waiting.

In this example, the TCP server is configured to use the softAP interface, but it can also easily be
configured to use the wian client interface.
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Module 1 - TCP Server Settings

ZentriOS Commands (Module 1) Description

set softap.auto start <- softap auto starts on reboot

true <- DHCP server is enabled

set <- Set softAP name

softap.dhcp server.enabled

true <- TCP server auto starts on reboot

set softap.ssid <- Don't disconnect clients quickly

tcp server ap <- GPIO indicates client connection
<- GPIO indicates data is available <- Save

set tcp.server.auto start settings to flash

true <- Reboot the module

set tcp.server.idle timeout

300

set

tcp.server.connected gpio

22

set tcp.server.data gpio

21

save

reboot
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Example TCP Session with Module 2

Module 2: Wi-Fi + TCP Client Module 1: softAP + TCP Server

> list

> set wlan.ssid tcp server ap # Type Info

I

Set OK # 0 TCPS 10.10.10.1:3000 10.10.10.2:27192
> save > stream poll 0

Success 1

> tcp client 10.10.10.1 3000 > stream read 0 100

[Associating to tcp server ap] <<hello from module 2!>

[Associated] > stream poll O

[Connecting: 10.10.10.1:3000] 0

[Connected: 0]

0

> stream write 0 22
<hello from module 2!>
success
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Example TCP Session adding Module 3

Module 3: Wi-Fi + TCP Client

> set wlan.ssid tcp server ap
Set OK

> save

Success

> tcp client 10.10.10.1 3000
[Associating to tcp server ap]
[Associated]

[Connecting: 10.10.10.1:3000]
[Connected: 0]

0

> stream write 0 22

<hello from module 3!>
success

Module 1: softAP + TCP Server

> stream list
! # Type 1Info

# 0 TCPS 10.10.10.1:3000 10.10.10.2:32193
# 1 TCPS 10.10.10.1:3000 10.10.10.3:33312

> stream poll all
0,011,1

> stream read 1 100
<hello from module 3!>
> stream poll all
0,011,0

Supporting ZentriOS Editions and Versions

WiConnect-1.0+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log

Modified

2014-04-03
2015-02-13

Changes
Created

Added second client example
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TCP Client

This application uses the ZentriOS TCP client command to open a TCP connectionto a TCP echo
server on the internet.

The TCP echo server, located onthe internet at test.zentri.com:50007 , simply echoes all received

data back to the ZentriOS TCP client. Once the connection is established, stream_write is used to
send data to the connection stream. With all data sent, stream_poll is used to check for received data
on the connection stream, and stream_read is used to read data waiting on the stream.

You will only need one Zentri evaluation board for this example.

Connecting

Let's get started by connecting your board to a Wi-Fi network and opening the TCP connection stream.
You can simply cut and paste the commands in the following table, but DON'T FORGET to replace your
Wi-Fi network name and password for the defaults.

ZentriOS Commands Description
set wlan.ssid YOUR AP NAME <- Set the name of your Wi-Fi AP
set wlan.passkey YOUR AP PASSWORD <- Set the password for your Wi-Fi AP
tcp client test.zentri.com 50007 <- Open TCP client session

There is no need to bring up the WLAN network interface prior to opening a TCP connection, the TCP
client (just like all commands that need the network) automatically connects to the network if a
connection has not already been established.

An example showing what the session looks like if you entered the above commands successfully is
shown below. Notice that the new TCP connection is assigned a stream handle, starting at O for the first
TCP connection.

Session log when opening the TCP client connection
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> tcpc test.zentri.com 50007

[2014-05-01 | 12:34:45: Associating to YOUR AP NAME]
Obtaining IPv4 address via DHCP

IPv4 address: 192.168.0.79

[2014-05-01 | 12:34:48: Associated]

Resolving host: test.zentri.com

[2014-05-01 | 12:34:48: Opening: test.zentri.com:50007]
Connecting (TCP): test.zentri.com:50007

[2014-05-01 | 12:34:48: Opened: 0]

0

Check the status of open stream before continuing. Use the stream_list command to get a list of open
streams. The number in brackets appended to each line is the local port used for the TCP connection
stream.

> stream list
'# Type Info
#0 TCPC test.zentri.com:50007 (41713)

Writing Data

Writing data to a stream is easy using the stream_write command. Copy and paste the following
commands to write data to the open stream.

ZentriOS Commands Description

stream write 0 23 <- Prepare to write 32-characters to TCP connection stream
Hello from stream 0

0 <- Data to write

Checking for Data

To check for data on any stream (or all streams at once), use the stream_poll command as shown in
the following session. If you don't want to poll for data, try assigning a GPIO to a stream to indicate
when data is available. The tcp_client command describes how to assign a GPIO.
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Checking for data

> stream poll O

1

> stream poll all
0,1

Reading Data

To read available data from any stream, use the stream_read command as shown in the following
session. The following example reads up to 100 bytes from the stream.

Checking for data

> stream read 0 100
Hello from stream 0O

Supporting ZentriOS Editions and Versions

e WiConnect-1.1+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log
Modified Changes
2014-May-08 Created
2015-Feb-14 Changed the example to use the test.zentri.com:50007 server
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Multiple TCP Clients

This application uses the ZentriOS TCP client command to open 4 simultaneous TCP connections to a
TCP echo server on the internet (ZentriOS actually supports up to 8 simultaneous connections).

The TCP echo server, located onthe internet at test.zentri.com:50007 , simply echoes all received

data back to the ZentriOS TCP client. Once each connection is established, stream_write is used to
send data to each connection stream in turn. With all data sent, stream_poll is used to check for
received data on connection streams, and stream_read is used to read data waiting on a stream.

You will only need one Zentri evaluation board for this example.

Connecting

Let's get started by connecting your board to a Wi-Fi network and opening each of the 4 TCP
connection streams in turn. You can simply cut and paste the commands in the following table, but
DON'T FORGET to replace your Wi-Fi network name and password for the defaults.

ZentriOS Commands Description
set wlan.ssid YOUR AP NAME <- Set the name of your Wi-Fi AP
set wlan.passkey YOUR AP PASSWORD <- Set the password for your Wi-Fi AP
tcp client test.zentri.com 50007 <- Open TCP client session O
tcp client test.zentri.com 50007 <- Open TCP client session 1
tcp client test.zentri.com 50007 <- Open TCP client session 2
tcp client test.zentri.com 50007 <- Open TCP client session 3

There is no need to bring up the WLAN network interface prior to opening a TCP connection, the TCP
client (just like all commands that need the network) automatically connects to the network if a
connection has not already been established.

An example showing what the session looks like if you entered the above commands successfully is
shown below. Notice that each new TCP connection is assigned a stream handle, starting at O for the
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first TCP connection.

Session log when opening 4 TCP client connections

> tcpc test.zentri.com 50007

[2014-05-01 | 12:34:45: Associating to YOUR AP NAME]

Obtaining IPv4 address via DHCP
IPv4 address: 192.168.0.79
[2014-05-01 | 12:34:48: Associated]
Resolving host: test.zentri.com

[2014-05-01 | 12:34:48: Opening: test.zentri.

Connecting (TCP): test.zentri.com:50007
[2014-05-01 | 12:34:48: Opened: 0]

0

> tcpc test.zentri.com 50007

Resolving host: test.zentri.com

[2014-05-01 | 12:34:49: Opening: test.zentri.

Connecting (TCP): test.zentri.com:50007
[2014-05-01 | 12:34:49: Opened: 1]

1

> tcpc test.zentri.com 50007

Resolving host: test.zentri.com

[2014-05-01 | 12:34:49: Opening: test.zentri.

Connecting (TCP): test.zentri.com:50007
[2014-05-01 | 12:34:49: Opened: 2]

2

> tcpc test.zentri.com 50007

Resolving host: test.zentri.com

[2014-05-01 | 12:34:50: Opening: test.zentri.

Connecting (TCP): test.zentri.com:50007
[2014-05-01 | 12:34:50: Opened: 3]
3

com

com

com

com

:50007]

:50007]

:50007]

:50007]

Check the status of open streams before continuing. Use the stream_list command to get a list of open
streams. The number in brackets appended to each line is the local port used for the TCP connection

stream.

> stream list

'# Type Info

#0 TCPC test.zentri.com:50007 (41713)
#1 TCPC test.zentri.com:50007 (46714)
#2 TCPC test.zentri.com:50007 (51715)
#3 TCPC test.zentri.com:50007 (56716)
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Writing Data

Writing data to a stream is easy using the stream_write command. Copy and paste the following
commands to write data to each open stream.

ZentriOS Commands Description

stream write 0 <- Prepare to write 32-characters to TCP connection stream 0

23 <- Data to write <- Prepare to write 32-characters to TCP

Hello from connection stream 1

stream 0 <- Data to write <- Prepare to write 32-characters to TCP
connection stream 2

stream write 1 <- Data to write <- Prepare to write 32-characters to TCP

23 connection stream 3

Hello from <- Data to write

stream 1

stream write 2
23

Hello from
stream 2

stream write 3
23

Hello from
stream 3

Checking for Data

To check for data on any stream (or all streams at once), use the stream_poll command as shown in
the following session. If you don't want to poll for data, try assigning a GPIO to a stream to indicate
when data is available. The tcp_client command describes how to assign a GPIO.

Checking for data
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ReadingData

> stream poll 2

To read available data from any stream, use the stream_read command as shown in the following
> stream poll all

Sesglon1,112,113,11

Checking for data

> stream read 0 100
Hello from stream O > stream read 1 100
Hello from stream 1 > stream read 2 100
Hello from stream 2 > stream read 3 100
Hello from stream 3

Change Log

Modified Changes Zentrl_OS Version
Required
2014-May-08 Created 1.1+
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TCP Client and UDP Client Auto-Connect

Description

This example shows how to use the TCP and UDP auto connection feature. With this feature the
module will automatically connect to a remote server. The following features are demonstrated:

e TCP Client Auto-Connect - the module automatically connects to a remote TCP server

e UDP Client Auto-Connect - the module automatically connect to a remote UDP server

e Stream Mode - data is automatically streamed on the module UART. No need for host MCU
interaction.

Setup

First let's configure some basic module settings needed for the rest of the examples. Issue the following
command to connect the module to a local network:

nup -s

Once this command completes, the module should be connected to the local network.

By default the module is in Command Mode. Issue the following command to but the module in Stream
Mode.

set bus.mode stream

Next configure the module to automatically connect to the network. Then save and reboot:

set wlan.auto join.enabled 1
save
reboot

After the module reboots, it's in Stream Mode. To issue more commands to the module, a break-in
sequence is needed. The default break-in sequence is '$$$'. Issue '$$$' to break out of stream mode
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and into Command Mode:

SS$S
Command Mode Start
>

Note: if an invalid break-in sequence is issued, wait 3 seconds before sending the break-in sequence
again.

TCP Auto Connect

Now that we've issue the break sequence and can issue more commands, let's configure the module to
automatically connect to a remote TCP server. Issue the following commands:

set tcp.client.remote host test.zentri.com
set tcp.client.remote port 50007

set tcp.client.auto start 1

save

reboot

That's it. The module has been configured to automatically connect to the remote TCP server:
test.zentri.com:50007. When the module reboots, it will connect to the network then connect to the TCP
server. Once connected, anything that's typed into terminal will be echoed.

Notes:

e test.zentri.com:50007 is an echo server. Anything that's sent to it, it sends back. This is why anything
typed into the terminal is echoed back. The data flow is: UART RX -> TCP Server TX -> TCP
Server RX -> UART TX.

e For TCP Auto Connect to work, the network must be configured to auto start. This is done with
wlan.auto_join.enabled

UDP Auto Connect

The UDP Auto Connect feature is very similar to the TCP Auto Connect. To configure the module for
UDP Auto Connect, first issue the break-in sequence as described above. Once the module is able to
receive more commands. Issue the following:
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set tcp.client.auto start 0

This will disable the TCP Auto connect feature from the previous example. Note that in Stream Mode,
only one stream may be opened at a time. Next issue the following commands to enable UDP Auto
Connect:

set udp.client.remote host test.zentri.com
set udp.client.remote port 50007

set udp.client.auto start 1

save

reboot

That's it. The module has been configured to automatically connect to the remote UDP server:
test.zentri.com:50007. When the module reboots, it will connect to the network then connect to the UDP
server. Once connected, anything that's typed into terminal will be echoed.

Supporting ZentriOS Editions and Versions

e WiConnect-2.1+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log

Modified Changes
2015-02-03 Created
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Wireless Serial Port

This application uses two ZentriOS devices each running ZentriOS to demonstrate how to create a
wireless serial port. A character typed into the serial port of Module 1 appears instantly at the output of
the Module 2 serial port (and vice versa).

Features demonstrated

e Serial Interface Stream Mode

e Use of the wlan and softap wireless interfaces
e TCP clientand TCP server

e UDP clientand UDP server

——————— Hey, Module 2! ------»

UART Tx UART Rx

Module 1 AZANSESIFERYE Module 2
UART Rx Server I Client

-+ ----- Yes, Module 1? -------

UART Tx

Module 1 is configured to start the softap interface and a server on bootup.
Module 2 is configured to use the wlan interface and connect a client to the Module 1 softap server.
The final configuration step places both modules into serial interface stream Mode.

The client/server configuration can use either TCP or UDP protocols.

Wireless Serial Port using TCP

We start by configuring each of the modules, one as a TCP server and one as a TCP client.
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Copy and paste the commands in the left hand column of the following table into a ZentriOS terminal
connected to Module 1.
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Module 1 TCP Server Configuration Settings

ZentriOS Commands (Module 1) Description
set softap.auto start <- softap auto starts on reboot
true <- DHCP server is enabled
set <- Set server softap name
softap.dhcp server.enabled <- Set server DNS name <- TCP server uses softAP
on interface
set softap.ssid <- TCP server auto starts on reboot
server ap <- TCP server port
set softap.dns server.url <- Don't disconnect clients too quickly
ZentriOS.com <- GPIO indicates client connection <- Check the
TCP connection is still alive
set <- Initial TCP check timeout is 10s <- Use serial
network.default interface bus stream mode <- Save settings to flash
softap <- Reboot the module
set tcp.server.auto start
true
set tcp.server.port
3000
set
tcp.server.idle timeout
300
set
tcp.server.connected gpio
22
set bus.mode stream
stream
save
reboot

On rebooting, Module 1 automatically starts the softap, starts the TCP server, waits for a connection on
port 3000 and enters stream mode. Data sent to the Module 1 UART is transmitted over the softap
interface.

Now, copy and paste the commands in the left hand column of the following table into a ZentriOS
terminal connected to Module 2.
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Module 2 TCP Client Configuration Settings

ZentriOS Commands (Module 2) Description

set wlan.ssid <- Set name of Wi-Fi AP to join
server ap <- Turn on wlan auto-join <- Set host for tcp
set client auto-connect
wlan.auto join.enabled <- Set port for tcp client auto-connect
true <- Set interface for tcp client auto-connect
<- Enable tcp client auto-connect <- Check the TCP
set connection is still alive
tcp.client.remote host <- Initial TCP check timeout is 10s <- Use serial
ZentriOS.com bus stream mode <- Save settings to flash
set <- Reboot the module
tcp.client.remote port
3000
set
network.default interface
wlan
set
tcp.client.auto retries
0
set tcp.client.auto start
1
set bus.mode
stream

save
reboot

On rebooting, Module 2 automatically connects to the wlan, connects as a client to the TCP server
running on Module 1 and enters stream mode. Data sent to the Module 2 UART is transmitted over the
wlan interface.

TCP Wireless Magic!

At this point, all characters typed into the Module 1 serial port appear immediately on the Module 2
serial port output (and vice versa). Give it a go, it's like a little piece of wireless magic!
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Wireless Serial Port using UDP Client/Server Configuration

The UDP client/server configuration is similar to the TCP configuration, with changes due to the
different options available for UDP. We start by configuring each of the modules, one as a UDP server
and one as a UDP client.

Copy and paste the commands in the left hand column of the following table into a ZentriOS terminal
connected to Module 1.

Module 1 UDP Server Configuration Settings

ZentriOS Commands (Module 1) Description
set softap.auto start <- softap auto starts on reboot
1 <- DHCP server is enabled
set <- Set server softap name
softap.dhcp server.enabled <- Set server softap passkey <- UDP server uses
1 softAP interface
set softap.ssid <- UDP server auto starts on reboot
testlssid <- UDP server port
set softap.passkey <- No client after the first is allowed <- Use
testlsecretkey serial bus stream mode <- Save settings to flash
<- Reboot the module
set
network.default interface
softap
set udp.server.auto start
1
set udp.server.port
8000
set udp.server.lock client
1

set bus.mode
Stream

save
reboot

On rebooting, Module 1 automatically starts the softap, waits for a message on port 8000 and enters
stream mode. Data sent to the Module 1 UART is transmitted over the softap interface. However a
message from Module 2 is required before Module 1 knows the client address and port.
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Now, copy and paste the commands in the left hand column of the following table into a ZentriOS
terminal connected to Module 2.
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Module 2 UDP Client Configuration Settings

ZentriOS Commands (Module 2) Description
set wlan.ssid <- Set name of Wi-Fi AP to join
testlssid <- Set passkey to use for Wi-Fi AP
set wlan.passkey <- Turn on wlan auto-join <- UDP client uses wlan
testlsecretkey interface
set <- UDP client connects automatically
wlan.auto join.enabled <- Set server host for UDP client auto-connect
1 <- Set server port for UDP client auto-connect <-
Use serial bus stream mode <- Save settings to
set flash
network.default interface <- Reboot the module
wlan
set udp.client.auto start
1
set
udp.client.remote host
10.10.10.1
set
udp.client.remote port
8000

set bus.mode
stream

save
reboot

On rebooting, Module 2 automatically connects to the Module 1 softap and enters stream mode. Data
sent to the Module 1 UART is transmitted over the wlan interface. On Module 2 sending the first
message, Module 1 stores the IP and port of Module 2 for later responses to Module 1.

UDP Wireless Magic!

Type characters into the client (Module 2) ZentriOS terminal. They appear immediately on the Module 1
ZentriOS terminal.

Now type characters into the server (Module 1) ZentriOS terminal. They appear immediately on the
Module 2 ZentriOS terminal.

Note: Because UDP is a connectionless protocol, the client must send the first message. Then the
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server records the address of the client and can respond. If you type first on the Module 1 ZentriOS

terminal, there is no response at the Module 2 ZentriOS terminal because the server has no record of a
client.

If this is a problem, you can simply set up both modules with a UDP server configuration. See below.
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Wireless Serial Port using UDP Symmetrical Server

Configuration

UDP is a connectionless protocol, so the terms server and client are used loosely. With ZentriOS, the
difference is that a module configured as a UDP server has more options, such as a configurable UDP
server port, and some server behavior based on expecting a communication from a client.

If you want either module to be capable of receiving the first communication, just set up both as servers.

Module 1 still runs the softap, but Module 2 has a static IP address and DHCP is not required.

Instead of using a client lock, Module 1 is hard coded with the known IP address and port of Module 2.

Module 1 UDP Server Configuration Settings

ZentriOS Commands (Module 1)

Description

<- softap auto starts on reboot
<- DHCP server is disabled

<- Set
<- Set
sSoftAP
<- UDP
<- UDP

server softap name

server softap passkey <- UDP server uses
interface

server auto starts on reboot

server port

<- Known IP address for Module 2

<- Known port for Module 2 <- Use serial bus
stream mode <- Save settings to flash

<- Reboot the module
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set softap.auto start

1

set

softap.dhcp server.enabled
0

set softap.ssid

testlssid

set softap.passkey
testlsecretkey

set

network.default interface

softap

set udp.server.auto start

1

set udp.server.port

8000

set udp.server.remote host
10.10.10.2

set udp.server.remote port
8008

set bus.mode
stream

save
reboot

On rebooting, Module 1 automatically starts the softap, waits for a UDP message on port 8000 and
enters stream mode. Data sent to the Module 1 UART is transmitted over the softap interface to the
configured remote host and remote port.
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Module 2 UDP Server Configuration Settings

ZentriOS Commands (Module 2) Description
set wlan.ssid <- Set name of Wi-Fi AP to join
testlssid <- Set passkey to use for Wi-Fi AP
set wlan.passkey <- Turn on wlan auto-join <- Do not use DHCP to
testlsecretkey obtain IP address
set <- Set static IP address, known to Module 1 <- UDP
wlan.auto join.enabled client uses wlan interface
1 <- UDP client connects automatically
<- Set port, known to Module 1
set wlan.dhcp.enabled <- Set Module 1 address for UDP auto-connect
0 <- Set Module 1 port for UDP auto-connect <- Use
set wlan.static.ip serial bus stream mode <- Save settings to flash
10.10.10.2 <- Reboot the module
set
network.default interface
wlan
set udp.server.auto start
1
set udp.server.port
8008
set
udp.server.remote host
10.10.10.1
set
udp.server.remote port
8000

set bus.mode
stream

save
reboot

On rebooting, Module 2 sets its static IP, joins the WLAN, waits for a UDP message on port 8008 and
enters stream mode. Data sent to the Module 2 UART is transmitted over the wlan interface to the
configured remote host and remote port.

More UDP Wireless Magic!

Type characters into the Module 1 ZentriOS terminal. They appear immediately on the Module 2
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ZentriOS terminal.

Alternatively, type characters into the Module 2 ZentriOS terminal. They appear immediately on the
Module 1 ZentriOS terminal.

You can send the first message from either module.
High Speed Connections

The above communications take place with the default UART settings of 115200 baud and no flow
control. This is appropriate for a demonstration at human typing speeds. It is possible to use a similar
system for high speed communications, for example at UART speeds above 1 Megabaud. In this case
itis necessary to configure flow control.

Supporting ZentriOS Editions and Versions

WiConnect-2.1+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log
Modified Changes
2014-04-03 Created
2015-02-03 Added tcp.keepalive, additional tcp.client variables
2015-03-24 Added UDP alternative
2018-01-23 Modified for WL

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 237



Z=NTRI

Wi-Fi Remote Terminal ZentriOS Reference Guide

Wi-Fi Remote Terminal

This example demonstrates how to setup ZentriOS to enable remote access to your module or
evaluation board using telnet via the Wi-Fi interface. The example shows how to use a Wi-Fi remote
terminal, either via the softAP interface, or via the Wi-Fi client interface.

Once your evaluation board and ZentriOS is configured to enable the Remote Terminal feature, there is
no longer any need to use a serial connection to control the board. The board can instead be controlled
directly by Connecting the Remote Terminal.

Features demonstrated

e Soft AP
e \WLAN
e Remote Terminal

Soft AP Remote Terminal

Set Up

The example is based on a Zentri Mackerel board, but the process is generic for any Zentri evaluation
board with a serial interface and a ZentriOS device.

Connect a computer to the evaluation board USB connector. Use your terminal program to make a
serial connection to the board (see Getting Started).

View the Default State of the Soft AP and Remote Terminal Variables
This step is for information only. It is NOT necessary to list the variables before you change them.

In the serial terminal console use the get softap and get remote terminal command to display the
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current state of the softap and remote_terminal variables. In the default state the variables are as shown
below:

> get softap

softap.auto start: 0
softap.channel: 0

softap.dhcp server.enabled: 1
softap.dns server.enabled: 1
softap.idle timeout: 7
softap.static.ip: 10.10.10.1
softap.passkey:
softap.rate.protocol: auto
softap.rate.transmit: auto
softap.ssid: ZentriOS—#
softap.dns server.url: zentrios,zentrios.com,www.zentrios.com

> get remote terminal
remote terminal.enabled: 0
remote terminal.password:
remote terminal.port: 2000
remote terminal.timeout: 60

If the variables do not display as shown, you may wish to perform a factory reset to return them to the
default state (see Factory Reset).

Change the Soft AP and Remote Terminal Variables

Setting up the soft Access Point (softap) and remote terminal, from the default state, requires just a few
commands:

ZentriOS Commands Description

<- Start softap automatically on boot <- Enable the

set softap.auto start 1 remote terminal <- Save the state of the

set ZentriOS variables to flash memory <- Reboot the
remote terminal.enabled device

1

save

reboot

You can reboot the board using the reboot command, by pressing the reset button, or by power
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cycling.

After reboot, ZentriOS displays a message similar to the following:

> IPv4 address: 10.10.10.1

SoftAP 'ZentriOS-098' started

Remote terminal listening on port: 2000
[Ready]

View the Changed State of the Soft AP and Remote Terminal Variables
This step is for information only. Itis NOT necessary to list the variables after you change them.

After reboot, in the serial terminal, check the state of all softap and remote_terminal variables.

> get softap

softap.auto start: 1
softap.channel: 1

softap.dhcp server.enabled: 1
softap.dns server.enabled: 1
softap.idle timeout: 7
softap.static.ip: 10.10.10.1
softap.passkey:
softap.rate.protocol: auto
softap.rate.transmit: auto
softap.ssid: ZentriOS—#
softap.dns server.url: ZentriOS, ZentriOS.com,www.ZentriOS.com

> get remote terminal
remote terminal.enabled: 1
remote terminal.password:
remote terminal.port: 2000
remote terminal.timeout: 60

Connecting the Remote Terminal to the Soft AP

On the computer running the remote terminal, connect to the Soft AP. The softap SSID is determined by
the softap.ssid variable. The default value of ZentriOS-# means ZentriOS-, followed by the last 3 digits
of the device WLAN MAC address, e.g. ZentriOS-098. The passkey is determined by the
softap.passkey variable. The default is empty i.e. no passkey.
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In your communication terminal program (e.g. Teraterm) create a new TCP/IP telnet connection with the
Host determined by the softap.static.ip or softap.dns_server.url and the Port determined by
remote_terminal.port:

Property ZentriOS variable Default Value
Host: softap.static.ip 10.10.10.1

softap.dns_server.url zentrios,zentrios.com,www.zentrios.com
TCP port: remote terminal.port 2000

The terminal program should now complete the telnet connection to the eval board.

Note that the softap runs a DNS server by default. Softap urls are determined by the variable
softap.dns_server.url. For example, you can connect the remote terminal to zentrios.com:2000 , Oor

set a softap.dns_server.url and remote_terminal.port as desired.

setup Control Window KanjiCode Help

Before typing commands, ensure that local echo is turned on. For example, in Teraterm, select the
checkbox in the menu Setup | Terminal | Local echo.

The remote terminal provides full access to all ZentriOS commands, exactly as if you were connected
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via a serial interface.
When a telnet client is connected to the remote terminal via Wi-Fi, the serial interface is disabled.

If required, and to add security, a remote terminal password can be added by configuring the
remote_terminal.password variable.

WLAN Remote Terminal

Using a remote terminal via the WLAN interface is similar to the Soft AP example shown above. The
difference is that we connect the module to the WLAN and set the remote terminal to use the WLAN
interface.

Setup

For remote terminal control via Wi-Fi, set up the ZentriOS device to connect to your WLAN, and enable
the remote terminal.

ZentriOS Commands Description
set wl s <MY SSID> Substitute your WLAN SSID here
set wl p <MY PASSWORD> Substitute your WLAN password here
set wlan.auto join.enabled 1 Join WLAN on restart
set remote terminal.enabled 1 Enable remote terminal
save Save
reboot Reboot

The ZentriOS device restarts and displays output similar to:

[2015-04-21 | 01:08:15: Disassociated]

ZentriOS-beta-2.3.0.0, Built:2015-04-15 10:45:20 for AMW004.3, Board:AMW004-E03.3
[Ready]

[Associating to Zentri]

> Obtaining IPv4 address via DHCP

IPv4 address: 10.5.6.108

Remote terminal listening on port: 2000

Connecting the Remote Terminal to the WLAN
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On the computer running the remote terminal, connect to the WLAN.

In your communication terminal program (e.g. Teraterm) create a new TCP/IP telnet connection with the
Host determined by the ZentriOS device's wlan.network.ip, and the Port determined by
remote_terminal.port ( 2000 by default):

Property ZentriOS Variable Value in this Example
Host: wlan.network.ip 10.5.6.108
TCP port: remote terminal.port 2000

Supporting ZentriOS Editions and Versions

e WiConnect-1.2+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log
Modified Changes
2014-Oct-20 Created
2015-Apr-21 Added WLAN Remote Terminal section
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UDP Client

This application uses the ZentriOS UDP client command to send UDP messages to a UDP echo
server on the internet.

The UDP echo server, located on the internet at test.zentri.com:50007 , simply echoes all received

data back to the ZentriOS UDP client. Once the connection is established, stream_write is used to
send data to the connection stream. With all data sent, stream_poll is used to check for received data
on the connection stream, and stream_read is used to read data waiting on the stream.

You will only need one Zentri evaluation board for this example.

Connecting

Let's get started by connecting your board to a Wi-Fi network and opening the UDP connection stream.
You can simply cut and paste the commands in the following table, but DON'T FORGET to replace your
Wi-Fi network name and password for the defaults.

ZentriOS Commands Description
set wlan.ssid YOUR AP NAME <- Set the name of your Wi-Fi AP
set wlan.passkey YOUR AP PASSWORD <- Set the password for your Wi-Fi AP
udp client test.zentri.com 50007 <- Open UDP client session

There is no need to bring up the WLAN network interface prior to making the UDP client connection.
The UDP client (just like all commands that require network access) automatically connects to the
network if a connection has not already been established.

The response is similar to the session shown below. The new UDP connection is assigned a stream
handle, starting at O for the first UDP connection. Note that "connection" is used loosely here: UDP is a
stateless protocol. However ZentriOS associates details of the connection with a stream, preserving
some state.

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 245



Z=NTRI
UDP Client ZentriOS Reference Guide

Session log when opening the UDP client connection

> udpc test.zentri.com 50007
[Associating to Zentri]

Security type from probe: WPA2-AES
Obtaining IPv4 address via DHCP
IPv4 address: 10.5.6.108
[Associated]

[Opening: test.zentri.com:50007]
Resolving host: test.zentri.com
Connecting: 107.170.222.80:50007
[2015-03-31 | 06:48:15: Opened: 0]
0

Check the status of open streams before continuing. Use the stream_list command to get a list of open
streams. The number in brackets appended to each line is the local port used for the UDP connection
stream.

> stream list
! # Type Info
# 0 UDPC test.zentri.com:50007 (30001)

Writing Data

Writing data to a stream is easy using the stream_write command. Copy and paste the following
commands to write data to the open stream.

ZentriOS Commands Description
> stream write 0 19 <- Prepare to write 19 characters to UDP stream 0
Hello from stream 0 <- Data to write

Checking for Data

To check for data on any stream (or all streams at once), use the stream_poll command as shown in
the following session. If you don't want to poll for data, try assigning a GPIO to a stream to indicate
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when data is available. The udp_client command describes how to assign a GPIO.

Checking for data

> stream poll O

1

> stream poll all
O), ik

Reading Data

To read available data from any stream, use the stream_read command as shown in the following
session. The following example reads up to 100 bytes from the stream.

Checking for data

> stream read 0 100
Hello from stream O

Supporting ZentriOS Editions and Versions

e WiConnect-1.1+
ZentriOS-W-3.0+
ZentriOS-WZ-3.0+
ZentriOS-XZ-3.2+
ZentriOS-WL-1.0+

Change Log

Modified Changes
2015-Mar-31 Created from TCP client app note
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MQTT Setup using Pearl Gecko & Medusa
AMWO007

This example demonstrates connecting a Pearl Gecko eval board to a Medusa (AMWO0Q07) eval board
to establish a connection with an MQTT broker and exchange data in both directions.

Settings for AMWO007

Connect your Medusa board to your computer, and apply the settings:

set wlan.ssid <YOUR NETWORK>

set wlan.passkey <YOUR PASSWORD>
set system.cmd.mode machine

save

reboot

where <YOUR NETWORK> is the SSID and <YOUR PASSWORD> is the password for your local WLAN.

Update your module to the latest ZentriOS release that supports SSL/TLS (WL-1.2+).

To claim and update your ZentriOS device, from the AMWOO07 ZentriOS terminal, run the commands:

dms claim <DMS USER NAME> <DMS PASSWORD>
ota —-f

The DMS Claim and OTA update process is dicussed in detail in Update and Recovery.

Obtain the required CA cert, client cert and client key files from your MQTT broker (Amazon AWS,
Azure, etc.) and copy them to the AMWOO?7 file system. The simplest way to do this is by dragging and
dropping the files onto the ZentriOS Web App File tab:

e Execute the command setup web from the console. This runs the ZentriOS Web App, on the
AMWOO07 Soft AP HTTP Server.
e From your PC, scan for Wi-Fi networks. Connect to the network with SSID ZentrioS Web Setup

##4 ,where ### is replaced by the last 3 digits of the module MAC address (to verify your device
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MAC address, issue the command get wlan.mac ).
¢ Inyour PC browser, openthe URL: http://10.10.10.1/ . This opens the ZentriOS Web App.
¢ |nthe ZentriOS Web App, select rFiles inthe menu to open the Files tab.

¢ Download the CA cert, client cert and client key files to the module. See ZentriOS Web App, Files
tab.

Set the certificate variables to the names of the downloaded files. At the ZentriOS terminal, issue the
command:

set network.tls.ca cert <CA CERT>
set network.tls.client cert <CLIENT CERT>
set network.tls.client key <CLIENT KEY>

where <CA CERT>, <CLIENT CERT> and <CLIENT KEY> are the ZentriOS file system filenames of the
CA cert, client cert and client key files.

Note that setting the correct network.tls variable to the correct file is essential. The following
example demonstrates how to obtain and allocate the files for AWS.

AWS Example

In the AWS loT Services section, from the menu choose Secure/Certificates .
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dWs

Services Resource Groups v *

&P aws o1 Certificates

@ Monitor
682f6d54f4923164ad...
C?J Onbeard ACTIVE

0 Manage

PS; Greengrass

@ Secure

Certificates

Inthe Create a certificate screen, choose Create certificate.

Create a certificate

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)
Create certificate
This will generate a certificate, public key, and private key using AWS loT's certificate authority.

Create with CSR
L Create with CSR
Upload your own certificate signing request (CSR) based on a private key you own.

Use my certificate
Get started

Register your CA certificate and use your own certificates for one or many devices.

Fromthe cCertificate created screen, download the certificate ( <abc123...>.cert.pem), the
private key ( <abcl23...>.private.key ), and the root CA for AWS IoT . The public keyis not
needed for this application.
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Certificate created!
Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.
In order to connect a device, you need to download the following:
A Icert'\ﬂ\:ate for this a374beccSe.cert.pem Download
thing
A public key a374beccSe.publickey Download
A private key a374becc9e.private key Download

You also need to download a root CA for AWS loT from Symantec:
A root CA for AWS loT Download

Before leaving this screen, activate this certificate by pressing the Activate button, and attach it to
your previously created policy by pressing the Attach a policy button. See the Amazon Developer
Guide, IoT policies documentation, for details of these procedures.

Setthe network.tls variables to the files as follows:

set network.tls.client cert <abcl23...>.cert.pem
set network.tls.client key <abcl23...>.private.key
set network.tls.ca cert <Root CA for AWS IoT>

Hardware Connection

e Connect EXP Header USART1_TX (pin 12) to Medusa H3 URX (pin 3)
e Connect EXP Header USART1_RX (pin 14) to Medusa H3 UTX (pin 4)
e Connect EXP Header GND (pin 1) to Medusa H3 GND (pin 9)
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SILICON LABS

i

Simplicity Studio Code

Download the PearlMqtt.zip code package. Extract the contents.

In main.c , change the variables to match your broker settings:
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#define MQTT PUB TOPIC "<TOPIC NAME>"

#define MQTT SUB TOPIC "<TOPIC NAME>"

#define MQTT CLIENT ID "<CLIENT STRING>"

#define MQTT USER "<USER NAME>"

#define MQTT PASSWORD "<PASSWORD>"

#define MQTT HOST "<YOUR IOT HOST>"

#define MQTT PORT MQTT SECURE PORT or MQTT CLEAR PORT

Now, import the GeckoMQTT project into Simplicity Studio, build and download it to the target.

The main.c code demonstrates how to publish a message to the topic defined by MQTT PUB TOPIC,
and how to subscribe to the topic defined by MOTT SUB TOPIC .

In main() , the callto MOTTSubscribe () supplies the receive handler callback, which checks
commands received.

Periodic publishing starts when the command, defined by COMMAND START PERIODIC , iS received on

the subscribed topic. Periodic publishing stops when the command, defined by
COMMAND STOP PERIODIC , is received on the subscribed topic.

Supporting ZentriOS Editions and Versions
e ZentriOS-WL-1.2+

Change Log

Modified Changes
2017-11-14 Created
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MQTT Setup using Giant Gecko & Medusa
AMWO007

This example demonstrates connecting a Giant Gecko eval board to a Medusa (AMWO0Q07) eval board
to establish a connection with an MQTT broker and exchange data in both directions.

Settings for AMWO007

Connect your Medusa board to your computer, and apply the settings:

set wlan.ssid <YOUR NETWORK>

set wlan.passkey <YOUR PASSWORD>
set system.cmd.mode machine

save

reboot

where <YOUR NETWORK> is the SSID and <YOUR PASSWORD> is the password for your local WLAN.

Update your module to the latest ZentriOS release that supports SSL/TLS (WL-1.2+).

To claim and update your ZentriOS device, from the AMWOO07 ZentriOS terminal, run the commands:

dms claim <DMS USER NAME> <DMS PASSWORD>
ota —-f

The DMS Claim and OTA update process is dicussed in detail in Update and Recovery.

Obtain the required CA cert, client cert and client key files from your MQTT broker (Amazon AWS,
Azure, etc.) and copy them to the AMWOO?7 file system. The simplest way to do this is by dragging and
dropping the files onto the ZentriOS Web App File tab:

e Execute the command setup web from the console. This runs the ZentriOS Web App, on the
AMWOO07 Soft AP HTTP Server.
e From your PC, scan for Wi-Fi networks. Connect to the network with SSID ZentrioS Web Setup

##4 ,where ### is replaced by the last 3 digits of the module MAC address (to verify your device
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MAC address, issue the command get wlan.mac ).
¢ Inyour PC browser, openthe URL: http://10.10.10.1/ . This opens the ZentriOS Web App.
¢ |nthe ZentriOS Web App, select rFiles inthe menu to open the Files tab.

¢ Download the CA cert, client cert and client key files to the module. See ZentriOS Web App, Files
tab.

Set the certificate variables to the names of the downloaded files. At the ZentriOS terminal, issue the
command:

set network.tls.ca cert <CA CERT>
set network.tls.client cert <CLIENT CERT>
set network.tls.client key <CLIENT KEY>

where <CA CERT>, <CLIENT CERT> and <CLIENT KEY> are the ZentriOS file system filenames of the
CA cert, client cert and client key files.

Note that setting the correct network.tls variable to the correct file is essential. The following
example demonstrates how to obtain and allocate the files for AWS.

AWS Example

In the AWS loT Services section, from the menu choose Secure/Certificates .
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dWs

Services Resource Groups v *

&P aws o1 Certificates

@ Monitor
682f6d54f4923164ad...
C?J Onbeard ACTIVE

0 Manage

PS; Greengrass

@ Secure

Certificates

Inthe Create a certificate screen, choose Create certificate.

Create a certificate

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)
Create certificate
This will generate a certificate, public key, and private key using AWS loT's certificate authority.

Create with CSR
L Create with CSR
Upload your own certificate signing request (CSR) based on a private key you own.

Use my certificate
Get started

Register your CA certificate and use your own certificates for one or many devices.

Fromthe cCertificate created screen, download the certificate ( <abc123...>.cert.pem), the
private key ( <abcl23...>.private.key ), and the root CA for AWS IoT . The public keyis not
needed for this application.

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 258



Z=NTRI

MQTT Setup using Giant Gecko & Medusa AMWO0O07 ZentriOS Reference Guide
Certificate created!
Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.
In order to connect a device, you need to download the following:
A Icert'\ﬂ\:ate for this a374beccSe.cert.pem Download
thing
A public key a374beccSe.publickey Download
A private key a374becc9e.private key Download

You also need to download a root CA for AWS loT from Symantec:
A root CA for AWS loT Download

Before leaving this screen, activate this certificate by pressing the Activate button, and attach it to
your previously created policy by pressing the Attach a policy button. See the Amazon Developer
Guide, IoT policies documentation, for details of these procedures.

Setthe network.tls variables to the files as follows:

set network.tls.client cert <abcl23...>.cert.pem
set network.tls.client key <abcl23...>.private.key
set network.tls.ca cert <Root CA for AWS IoT>

Hardware Connection

e Connect EXP Header USART1_TX (pin 4) to Medusa H3 URX (pin 3)
e Connect EXP Header USART1_RX (pin 6) to Medusa H3 UTX (pin 4)
e Connect EXP Header GND (pin 1) to Medusa H3 GND (pin 9)
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Simplicity Studio Code
Download the GiantMqtt.zip code package. Extract the contents.

In main.c, change the variables to match your MQTT broker settings:

#define MQTT PUB TOPIC "<TOPIC NAME>"
#define MQTT SUB TOPIC "<TOPIC NAME>"

#define MQTT CLIENT ID "<CLIENT STRING>"

#define MQTT USER "<USER NAME>"

#define MQTT PASSWORD "<PASSWORD>"

#define MQTT HOST "<YOUR IOT HOST>"

#define MQTT PORT MQTT SECURE PORT or MQTT CLEAR PORT

Now, import the GeckoMQTT project into Simplicity Studio, build and download it to the target.

The main.c code demonstrates how to publish a message to the topic defined by MQTT PUB TOPIC,
and how to subscribe to the topic defined by MQOTT SUB TOPIC .

In main() , the callto MOTTSubscribe () supplies the receive handler callback, which checks
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commands received.

Periodic publishing starts when the command, defined by COMMAND START PERIODIC , iS received on

the subscribed topic. Periodic publishing stops when the command, defined by
COMMAND STOP PERIODIC , is received on the subscribed topic.

Supporting ZentriOS Editions and Versions

e ZentriOS-WL-1.2+

Change Log
Modified Changes
2017-09-29 Created
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ZentriOS FAQ

| have developed my ZentriOS product. How do | put it into production?
See DMS Production FAQ.

Can we develop our own solution for updating firmware on a Silabs/Zentri
device, to avoid using the Zentri DMS for OTA?

You can avoid using the DMS for OTA only if you develop your own firmware to replace ZentriOS.

The DMS provides secure update of firmware and other files for a device, using digital signing and
encryption.

ZentriOS is digitally signed for each and every physical device. This ensures hackers are unable to
place rogue firmware on your device. The process requires that a device receives a uniquely encrypted
firmware bundle that only that one device can decrypt and use. Protecting a device from such attacks
helps ensure the worldwide loT fleet becomes more secure which in turn also helps keep our customers
(companies like yourself) out of the headlines when the next attack happens.

You can take advantage of the DMS to secure your host microcontroller firmware and configuration
files, in addition to ZentriOS. There is a feature in Zentri DMS that allows you to store your host
microcontroller's firmware in the DMS. An OTA update delivers your host firmware to the ZentriOS
device, secured and digitally signed for that device only.

Zentri DMS has a feature called the CloudFS (Cloud File System). The CloudFS provides two features
for device file storage: Assets and Device Files.

An Asset is for fleet wide distribution of files to devices with the same Product. This can include web
server files, logo files, host micro firmware and configuration files and more. Devices can read, but not
write, a DMS Asset. See DMS, Creating a Product Asset.

A Device File is specific to a single device. Devices can read and write their own Device Files. A
Device File can be used for device log files, diagnostic reports and so on. See DMS, Adding a Device
File.

Is there a way to run a script from the web setup?
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No, ZentriOS-WL does not support scripts.

Where does the module get the UTC time and which port needs to be open
on our firewall for this to function?

See the ntp.server variable. The portis UDP port 123.

If | change the baud rate, does it go into effect after a save command, or
immediately?

uart.baud changes after save and reboot. You can also apply changes without a save and reboot, using
uart_update.

Is there anything to be careful about when enabling hardware flow control?
See the uart.flow variable. There are no special considerations about enabling flow control.
How do | turn off all log messages?

Use the command set system.print level 0 .See system.print_level.

How do | run the system in stream mode (UARTO0) and get the logs and all
debug and informational responses from UART1?

This is not possible, as the AMWOX7 supports only one UART.
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Troubleshooting Guide

If you clicked through to here, then we expect you are having some trouble with ZentriOS. Please
accept our apologies; perhaps our documentation is not clear enough or you have found an operational
corner case.

The notes in the following sections should get you up and running again quickly. If you are still having
trouble after reading through these notes, please log a support ticket.

Basics

e Check the power LED is on
e When you type into the terminal application (see Getting Started), the UART LED(s) on the
evaluation board should blink.

My device fails to associate to the network

Please check each of the following points carefully to help resolve this issue.

e Double-triple check the spelling of the network name assigned to wlan.ssid. Itis VERY easy to
incorrectly enter the name of a network, and especially so if the network name is long and unwieldy.

e Check the network password or security key assigned to wlan.passkey. If your network uses WEP
(and we sincerely hope it does not since WEP is NOT secure), follow the setup procedure for WEP
keys documented in the wlan variable documentation.

My device has missing commands or variables. What do |
do?

If you enter a valid command or variable and see an Unknown command Or Unknown variable or
option error, your device may be in Safe Mode. Alternatively an OTA update may have been
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interrupted before completion.

Recovery from Safe Mode

In safe mode, system.safemode.status is setto 1, and there is a reduced set of commands and

variables (see help all).

To recover from Safe Mode, follow the instructions in Update and Recovery, Safe Mode. The essential
recovery commands are summarised below.

ZentriOS Commands Description

<- Reset faults counter
faults reset <- Reboot the device
reboot

Once the device has successfully returned to normal operation, it is advisable to ensure you have the
latest ZentriOS firmware version. Upgrading to the latest firmware provides your device with the latest
fixes to problems, one of which may have caused the device to enter safemode. To update, simply
enter the ota command.

Recovery from Interrupted OTA Update

If an OTA update is interrupted, you can resume it and complete the update. You may have to set the
wlan.ssid and wlan.passkey variables to rejoin your WLAN. Then run the ota command. When the OTA
update completes, your device returns to normal operation.

TLS Errors

If when attempting a TLS connection, you receive an error message suchas TLS malloc failed, then
ZentriOS may be low on memory. See Networking and Security, Increasing Available Memory for TLS.
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ZentriOS Commands

This page lists the ZentriOS Command AP with a full description of how to use each command.

There are several interfaces for issuing commands. See Serial Interface, Issuing Commands and
Streaming Data. For command format, see Serial Interface, Command Protocol.

ZentriOS Variables, which are used to configure ZentriOS, are accessed using the get and set
commands.

Nav Tips for Humans

The ZentriOS Command APl s friendly for humans too. Use the following tips and you'll be an expert
ZentriOS terminal jockey in no time flat!

Tip Description

Tab Type part of a command or variable name then hit the tab key. The command completes
complete or partially completes, just like a terminal in the linux or DOS world.

History Up to 5 commands of history are available. Press the up-arrow key to access recently
entered commands.

Edit The left-arrow, home, end and backspace keys may be used to edit or navigate
commands already present on the command line.

Shortcuts

A shortcut is assigned to each command. Common sense dictates the rules for shortcuts. Commands
that are already short do not need a shortcut other than their name, shortcuts for longer commands
sometimes take the first three letters of the command name, and other times take the first letter of the
name plus several other letters contained in the name. Shortcuts are no longer than six characters and
are easy to guess, the ultimate reference however is command help and the documentation on this

page.

Documentation Format
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Many of the ZentriOS responses shown in the examples on this page were captured with
system.print_level = all, and system.cmd.header_enabled = true. These settings are provided to make
it easy for a host microcontroller to parse responses by examining response headers. Information
about machine parsing is available in Serial Interface, MCU Config.

Documentation for each command is provided in the format shown below.
command
Abbreviation

cmd

Description

A description of how to use the command with, together with notes about available options and
arguments.

Syntax
Formal command syntax with a listing of all available options and arguments.
Example

One or more examples demonstrating how the command is used.

Commands by Group

¢ File System and Flash
o file_copy
o file_create
o file_delete
o file_open
o file_stat
o format_flash
o |s
e Faults and SafeMode
o faults_print
o faults_reset
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o force_safemode
¢ Network Management
o network_down
o network_lookup
o network_restart
o network_up
o setup
o wlan_get_rssi
o wlan_scan
¢ GPIOs and Peripherals
o gpio_dir
o gpio_get
o gpio_set
o gpios_get
¢ Variable and Configuration Management
o get
o set
o load
°o save
e DMS and OTA
o dms
o ota
e Serial Bus Mode
o exit
e Streams
o read
o stream_close
o stream_list
o stream_poll
o stream_read
o stream_write
o write
e HTTP Methods
o http_add_header
o http_get
o http_head
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(e]

(e]

(e]

(e]

http_post
http_read_status

HTTP Files

http_download
http_upload

¢ Ping

(e]

ping

e TCP

(e]

(e]

(e]

tcp_client
tcp_server
tls_client

e UART

(e]

uart_update

e UDP

(e]

(e]

udp_client
udp_server

e Device System and Power Management

(e]

(e]

(e]

(e]

(e]

(e]

factory reset
?

help

reboot

sleep
version

Description of Commands

dms

Abbreviation

dms

Description

Perform activities with the DMS, including:

e Claim current device, associating it with your DMS account

¢ Activate a product with the current device.
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This command requires the device to have access to the Internet, so network credentials wlan.ssid and

wlan.passkey must be set. See Getting Started.
Syntax
Claim

dms claim <dms username> <dms password>

Claims the current device, associating it with your DMS account.

dms claim <product-code> <activation-token>

Claims the device using an activation token. See DMS Production Workflow, Use an Activation Token.
This is a production manufacturing procedure, available for production products only.

Activate

dms activate <product code>

Activates the current device to the specified product.
Supported Platforms

e AMWOO07
e AMWO037

Example

> dms claim my dms username my dms pw
Success

> dms activate MY PRODUCTCODE
Success

exit

Abbreviation
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exit

Description

Exits command mode immediately and returns to stream mode. Only valid when stream mode is

operational.

Syntax

> exit

Supported Platforms

e AMWOO7
e AMWO037

Example

> exit
Command Mode Stop

factory_reset
Abbreviation
fac

Description

Reset the application configuration to factory default values. The WLAN MAC address wlan.mac must

be provided as an argument to avoid accidental factory reset.

Note: The application may also be factory reset by asserting GPIOO0 for 10 seconds through a module

reset as described in Update and Recovery, Factory Reset.

Syntax

> factory reset <MAC address>

Properties
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e available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO037

Example

> get wl m

R0O00019
4C:55:CC:10:03:44

> fac 4C:55:CC:10:03:44
Success

faults _print
Abbreviation

faup

Description

List system faults. After 8 faults, the system enters Safe Mode. See Update and Recovery, Safe Mode.
Syntax

> faults print

Properties

¢ available in Safe Mode

Supported Platforms

e AMWOO7
e AMWO037

Example
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> faup
Success

faults_reset

Abbreviation

faur

Description

Reset system fault counter. See Update and Recovery, Safe Mode.
Syntax

> faults reset

Properties

e available in Safe Mode

Supported Platforms

e AMWOO07
e AMWO037

Example

> faur
Success

file_copy

Abbreviation
fcp
Description

Copy a file.
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The new file name must be different to the old file name, and there must be enough space for the new
file to be created.

Syntax
> file copy <old filename> <new filename> where

® <old filename> is the name of the existing file

® <new filename> is the name of the new file

Supported Platforms

e AMWOO7
e AMWO37

Example

> file copy myfile.txt mynewfile.txt
RO00009
sSuccess

file_create

Abbreviation
fcr
Description

Create a new file <size> bytes inlength. After the command is issued, the ensuing <size> number of
bytes is written to the file system.

Files can be written in chunks smaller than the specified length, using the -o option.
Additional options include a version, file type and CRC, or checksum.
Note: File count and file size are limited. See File System Limits.

See File System, Writing Files.
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Syntax

> file create [-o] <filename> <size> [<version> [<type> [<crc>]]]

Option

)

filename

size

version

type

CrC

Description

Optional. Leave file open for writing.
Default: Off
Ifthe -o optionis not specified, then all the file data must come immediately after

the command.
Ifthe -o optionis specified, the file can be written in chunks. A stream handle is

returned after the command. The write command is used to write data to the file.
The stream closes automatically after the specified <size> bytes of data is written.

The file is not considered 'valid' until it automatically closes.

If the module is rebooted or the close command is issued before all data is written,
the file data is lost. It is not possible to restart writing the file after the stream is
manually closed.

See Networking and Security, Network Connections and Streams.

Name of file to be written.

Length of file in bytes. After the command is issued, write the file content to the
serial interface.

Specify version number. Default 1.0.0

The file type, in hex formatl. See Fijje System, File Types
Default: FE (MISC FTIX IEN)

optional, CRC16-CCITT checksum of the file data, in hex formatl. See Fjle System,
Checksum

1: hex format: upper or lower case, with or without leading 0x , e.g. OxFE, fe, Oxelc8

Supported Platforms

e AMWOO7
e AMWO037

Examples

Create a file with no special options

In the example below, the file content, Hello World! is 12 bytes inlength and is entered or sent by the
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user.

> fcr myfile.txt 12
Hello World!
File created

Check result;
> 1s -1

# 6 e-FE 0021 104 12

The associated file handle (Hnd) may vary.

Flags 0021 : Valid User

Create an essential file thatis not deleted during an OTA update

> fcr —e myfile.txt 12
Hello World!
File created

Check result:

> 1s -1
! # Type Flags Hnd Size

# 6 e-FE 0061 104 12

Flags 0061 : Valid User Essential

! # Type Flags Hnd Size

Version Filename

1.0.0.0 myfile.txt

Version Filename

1.0.0.0 myfile.txt

Create a file with specified version and user type

(See File System, File Types)
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> fcr myfile.txt 12 1.1.0.1 AB
Hello World!
File created

Check result:

> 1s -1
! # Type Flags Hnd Size Version Filename
# 6 e-AB 0021 104 12 1.1.0.1 myfile.txt

Create file for writing in chunks

> file create -o my file.txt 100
3
> write 3 50
. <50 bytes of data> ...
> write 3 50
. <50 bytes of data> ...
File created

Check result;

! # Type Flags Hnd Size Version Filename
#..6 e-FE 0021 107 100 1.0.0.0 my file.txt
file_delete
Abbreviation
fde
Description

Delete a file from the file system.

Syntax
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> file delete <filename> | <memory>-<handle> where

e <filename> is the name of the file
e <memory>-<handle> can be used to distinguish between files with the same name:
o <memory> is the memory type, which may be one of the following:
= i -internal memory
= ¢ -extended memory
= b -bulk memory
o <handle> is the file handle onthe memory. This appears under the Hnd column of the file listing

Note: <memory>-<handle> overrides <filename> - for example, if there exist both a file in extended
flash with file handle 234, and a file named e-234 , thenthe command file delete e-234 deletes
the file with memory-handle e-234 , rather than the file named e-234 .

Properties
¢ available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO37

Example

> fde myfile.txt
1000014

File deleted
R0O00009

Success

Example

To delete the file with handle 234 on e xtended flash:
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> file delete e-234
L000014

File deleted
R0O00009

Success

file_open

Abbreviation
fop
Description

Open afile and return a file stream handle if successful. Once open, the file contents may be read with
the stream_read command.

See Networking and Security, Network Connections and Streams.
Syntax
where:

e <filename> is the name of the file
e <memory>-<handle> can be used to distinguish between files with the same name:
o <memory> is the memory type, which may be one of the following:
= i -internal memory
= ¢ -extended memory
= b -bulk memory
o <handle> is the file handle onthe memory. This appears under the Hnd column of the file listing

Note: <memory>-<handle> overrides <filename> - for example, if there exist both a file in extended
flash with file handle 234 ,and a file named e-234 , thenthe command file open e-234 opens the
file with memory-handle e-234 , rather than the file named e-234 .

Supported Platforms

e AMWOO7
e AMWO37
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Example

> fop myfile.txt
R0O00003
0

Example

To open the file with handle 234 on e xtended flash:

> file open e-234
R000003
0

file_stat
Abbreviation
fst
Description
Display file statistics for the specified file.
Statistics are displayed in a comma separated list, in the order:

size,CRC, long version, storage type, file type, flags,handle

# Stat Comment Reference
size file size, displayed in decimal format

2 CRC CRC is calculated from the unencrypted file data. Displayed in  File System, File

hex format, withno o0x prefix. Checksum

3 long File System, File
version Version

4 storage File System, Flash
type e |- MCU internal flash Storage

e ¢ -extended flash
e b - bulk serial flash
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5 file type File System, File
Types
6 flags File System, File
Flags
7 handle Listed inthe 'Hnd' columninIs -l output A unique ID assigned
to each file

The Is -v (verbose file listing) command displays all of these properties except the CRC.
Syntax

> file stat <filename>/<memory type>-<handle> where:

e <memory type> is the letter at the start of the Type columninthe Is -l listing of a file:
o e :extended
o i internal
o b :bulk.

See File System, File Types.
e <handle> is the file ID number listed inthe Hnd columninthe Is -l listing of a file.

The handle must be prefixed by the memory type followed by a dash, e.g e- for extended flash.

Supported Platforms

e AMWOO7
e AMWO037

Example

> file stat geotrust ca.pem
1236, 6E5A,3.0.0.11,¢,3,1,8
> file stat e-8

1236, 60E5A,3.0.0.11,¢,3,1,8

force_safemode
Abbreviation

force safemode
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Description

Force the module into safe mode. This command is used by a host to test recovery procedures if the
module enters safe mode. See Application Notes, Recovery from Safe Mode for further information.

This is a hidden command that does not appear in the list of commands returned by help commands.
Syntax

> force safemode <module MAC address>

Supported Platforms

e AMWOO7
e AMWO037

Example

> force safemode 4C:55:CC:10:10:98

Forcing safemode...

Rebooting

[Disassociated]

ZentriOs-2.1.0.9, Built:2015-01-25 15:58:14 for AMWO004.3, Board:AMW004-EO03.3

**x Max faults exceeded. Entering Safe Mode.
SAFEMODE>

format_flash
Abbreviation
format

Description

Format (i.e. erase all contents) of bulk or extended flash chip. If the extended flash is specified, ALL
files BUT the wifi fw.bin file are erased.

For details on enabling and using bulk flash, see File System, Flash Storage.

Syntax
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> format flash <module MAC address>
Properties

e available in Safe Mode

Supported Platforms

e AMWOO7
e AMWO037

Example

> format bulk 4C:55:CC:10:10:98
Formatting flash...

get
Abbreviation

get

Description

Get the value of a ZentriOS variable or group of variables.
Syntax

> get <[variable name] / [variable group]> [options]
Properties

e available in Safe Mode

Supported Platforms

e AMWOO7
e AMWO037

Example 1
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> get time.rtc utc
R000029
2014-03-23T23:54:33.0214647

Example 2

> get bus

R0O00166

bus.data bus: uart0

bus.log bus: uart0

bus.mode: command
bus.stream.cmd gpio: O
bus.stream.cmd seq: $$$
bus.stream.flush count: 1500
bus.stream.flush time: 20

gpio_dir

Abbreviation
gdi
Description

Set the direction of a general purpose /O pin. To deregister the GPIO, set the direction to either -1 or

none .

Note : This is a run-time only setting: the value is not saved with the save command. To set the direction
of a GPIO after a reboot, set the variable gpio_init. See Peripherals, Setting GPIO Function.

Syntax
> gpio dir <GPIO#> <direction name/enum> [0/1]
where:

e <GPIO#> is the number of the GPIO. See Peripherals and GPIOs for your platform.

® <direction name/enum> - see table below

e <0/1> -initial value of the GPIO. The value is set before the direction is changed, to prevent
glitches on the GPIO line.
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For each I/O type there is a name and ab enum values. The <direction name/enum> argumentcan

specify either a name or an enum value:

/O Type Description
Input, pull-up

Input, pull-down

Input, high-impedance
Output, push-pull

Output, open-drain no-pull
Output, open-drain pull-up
Deregister the GPIO

Supported Platforms

e AMWOO07
e AMWO037

Example

> gdi 12 in
R0O00008
Set OK

gpio_get
Abbreviation

gge

Description

Direction Name

Get the current value of a general purpose /O pin.

Syntax
> gpio get <GPIO#>

Supported Platforms

Enum Value

a A WO N -~ O
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e AMWOO07
e AMWO037

Example

> gge 12
R000003
0

gpio_set
Abbreviation
gse

Description

Immediately set the value of a general purpose /O pin. When setting a GPIO, the GPIO direction must

be also correctly set using the command gpio dir orthe command will fail.
Syntax

> gpio set <GPIO#> <value>

Supported Platforms

e AMWOO7
e AMWO37

Example

> gse 12 1

1000032

GPIO not configured for output
R100016

Command failed

gpios_get
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Abbreviation

gges

Description

Get the current value of all general purpose /O pins.

The value of standard GPIOs is returned as either 0 or 1 . Other GPIO types not configured for GPIO

access (such as UART pins or system indicators) are returned as x . GPIO values are in GPIO number

order, increasing from left to right, with value for GPIOO0 at left.

Syntax
> gpios get
Supported Platforms

e AMWOO7
e AMWO037

Example

> gpios get
R000031

0XX00X0000000XX10XXX000000000

help
Abbreviation
help, ?

Description

Return a list of commands or variables; or return help for a specific command or variable.

Syntax

> help [all/commands/variables/<command>/<variable>]
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Supported Platforms

e AMWOO7
e AMWO37

Example

> help

Usage : help [all/commands/variables/<command>/<variable>]
Shortcut: help

Brief : Return a list of commands or variables; or return
help for a specific command, variable or group of
variables.

http_add_header
Abbreviation

had

Description
Add a custom HTTP header to the HTTP stream specified by <handle> .
See Networking and Security, HTTP Client.

Syntax

> http add header <handle> <key> <value> Where:

Option Description

<handle> the stream handle supplied in response to the http _head or http_post commands
(opened with —o option)

<key> header key

<value> header value

Options must be provided in the order shown.

Supported Platforms
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e AMWOO7
e AMWO037

Example

> had 1 Content-type application/text
Success

http_download

Abbreviation

hdo

Description

Download one or more files from a remote HTTP server and save to the extended or bulk flash.
Timeout is determined by tcp.client.connect_timeout.

Note: The remote HTTP server must returnthe Content-length headerinthe HTTP response. The file
system must have the size of the file before creating it.

Note: File count and file size are limited. See File System Limits.
See Networking and Security, HTTP Client.
Syntax

Download a Single File

> http download [-i <wlan/softap>] [-m <json size>] [-d] [-[e]] [-c <CRC>] <url>
[<flash file name> [<version> [<type> [<cert filename> ] ] ] ]

where parameters are as follows:

Option Description

Optional - Specify interface, MUST come first. If omitted uses
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=i

-m <json_size>

—-c <CRC>

<url>
<flash file name>
<version>

<type>

<cert filename>

network.default_interface.

Optional - Download multiple files with a json specification of size
<json size>.

MUST come firstif -i option not used.

No other parameters are valid with - option.

See Downloading Multiple Files below for more information.

Don't delete duplicate files.
By default all duplicate file names are overwritten; with this option the
command will fail on duplicates.

Optional flag - Indicates file is essential.

Optional, CRC for file, in hex format*. On download, the file CRC is
calculated and compared against this value. The file is not set 'valid' unless
the CRCs match. See File System, File Checksum.

Full path to a file on a http server. See below for more info about URL.
Optional - name to save file as. Use url filename if omitted
Optional - default 1.0.0 if omitted, setto 0 to use default

Optional - the type of file, default: miscellaneous text file, oxrr . Type can be
in hex or decimal format. See File System, File Types

Optional - TLS certificate filename

¢ hex format: upper or lower case, with or without leading 0x , e.g. 0xFE, fe, Oxelc8

Downloading Multiple Files > http download -m <json size>

Immediately after issuing this command, send <json size> bytes of a JSON formatted manifest file.

An example of the manifest file is as follows:

{ "path" : "https://myserver.com/path/to/my/files/", "cert" : "mycert.pem", "files"
|
{ "remote" : "name of remote file.html", "local" : "name of flash file.html",
"version" : "1.0.0", "type" : 150, "flags" : "eu", "crc" : 23423
o
{ ...}
]
}
Notes:
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¢ Only the "remote" parameter is mandatory. The other parameters are optional.
¢ In the manifest, the file type and crc are expressed in decimal, not hex, unlike inthe -c parameter.
e The file type 150 (hex 0x96 )is a custom user type.

String Replacement

ZentriOS allows string replacement in the URL of the file for download, using a C-like or pythonesque
syntax.

If the url contains 3%s , then the supplied filename is substituted for %s .

Example: hdo 192.168.1.110:50007?id=%s&action=download my file.txt generates the URL:
http://192.168.1.110:50007?id=my file.txt&action=download and creates the file: my file.txt
in the module file system.

String replacement is also available in the manifest. For example:

{ "path" : "http://myserver.com?file=%s&user=namespass=1234", "cert" : "mycert.pem",
"files" : [

{ "remote" : "my filel.txt",

o

{ "remote" : "my file2.txt",

b
]
}

generates the following URLs for download:

http://myserver.com?file=my filel.txt&user=name&pass=1234
http://myserver.com?file=my file2.txt&user=name&pass=1234

Supported Platforms

e AMWOO7
e AMWO037

Example

Save page at example.com to file test.html:

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 292


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

Z=NTRI
ZentriOS Commands ZentriOS Reference Guide

> hdo http://example.com test.html

Downloading: test.html to flash file system
Request GET /

Connecting (http): example.com:80

HTTP response: 200

Success

> 1s -v

! # Type Flags Hnd Size Version Filename

# 8 e-FE 0021 108 1270 1.0.0.0 test.html

http_get

Abbreviation

hge

Description

Perform an HTTP(S) GET request and return a network stream handle if successful.

The protocol is assumed to be HTTP unless otherwise specified inthe <ur1> parameter.

Fora URL longer than 124 characters the command and url exceed the maximum command line
length.

In this case use the --long url optioninstead of including the URL as a command argument. Send
the long URL, terminated by \r\n , immediately after the terminating \r\n of the command.

To allow custom headers, use the -o option.
Timeout is determined by tcp.client.connect_timeout.

See:

e Networking and Security, Network Connections and Streams.
e See Networking and Security, HTTP Client

Syntax

> http get [-1i <wlan/softap>] [-g < GPIO#>] [-o] <url> / --long url [ca cert filename]
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where:
Parameter Description
-1 Network interface. Possible values are wlan or softap . Overrides default

specified by network.default interface
-g <GPIO#> specify a GPIO to indicate buffered data is waiting to be read. Setto -1 to
disable

-0 Open the HTTP request but do not send. This enables custom header(s) to be
added to the request using the http_add_header command.

<url> URL to which request is sent. The URL prefix http:// is optional for standard
HTTP transactions, however nhttps:* must be added for secure HTTPS
transactions.

--long url ff ——long url is giveninstead of <url>,thenimmediately following the http_g

command should be the URL string, e.g
http get --long url\r\n

http://example.com?
paraml=abvcedfgssassssdfs&param2=asdfadsfasd&param3=11111111111111\:

[ca cert filename] CA certificate file. Overrides default specified by network.tis.ca_cert

Options must be provided in the order shown.
Supported Platforms

e AMWOO7
e AMWO037

Example

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 294


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

Z=NTRI
ZentriOS Commands ZentriOS Reference Guide

> hge https://www.google.com.au

[2014-04-02 | 13:27:20: Connecting: https://www.google.com.au]
Request GET /

Connecting (HTTP): www.google.com.au:443

Starting TLS

[2014-04-02 | 13:27:21: Connected: 0]

HTTP response: 200

Status: 200

0

> hge -0 example.com:80

[2014-04-11 | 10:48:25: Opening: example.com:80]

Request GET /

Connecting (HTTP) : example.com:80

[2014-04-11 | 10:48:25: Opened: 1]

1 > http get —--long url

http://example.com/arbitrary page?
paraml=abvcedfgssassssdfs&param?2=asdfadsfasd&param3=11111111111111
[2016-05-10 | 02:26:50: Opening:http://example.com]

Request GET /arbitrary page?
paraml=abvcedfgssassssdfsé&param?=asdfadsfasd&param3=11111111111111
Connecting (http): example.com:80

[2016-05-10 | 02:26:50: Opened: 2]

Status: 200

2

http_head

Abbreviation

hhe

Description

Perform an HTTP(S) HEAD request and return a network stream handle if successful.
The protocol is assumed to be HTTP unless otherwise specified inthe <url> parameter.
To allow custom headers, use the -o option.

Timeout is determined by tcp.client.connect_timeout.

See:

¢ Networking and Security, Network Connections and Streams
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e Networking and Security, HTTP Client
Syntax
> http head [-1 <wlan/softap>] -o <url> [ca cert filename] Where

Parameter Description

-i Network interface. Possible values are wlan or softap . Overrides default
specified by network.default interface

— Open the HTTP request but do not send. This enables custom header(s) to
be added to the request using the http_add_header command.

<url> URL to which request is sent. The URL prefix http:// is optional for
standard HTTP transactions, however https:* must be added for secure
HTTPS transactions.

[ca cert filename] CA certificate file. Overrides default specified by network.ca_cert

Options must be provided in the order shown.
Supported Platforms

e AMWOO7
e AMWO037

Example

> hhe example.com

[2014-04-02 | 13:32:28: Connecting: example.com]
Request HEAD /

Connecting (HTTP): example.com:80

[2014-04-02 | 13:32:29: Connected: 0]

HTTP response: 200

Status: 200

0

http_post
Abbreviation

hpo
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Description

Perform an HTTP(S) POST request and return a network stream handle if successful.

The protocol is assumed to be HTTP unless otherwise specified inthe <url> parameter.
To allow custom headers, use the -o option.

The HTTP Content-type must be provided.

Timeout is determined by tcp.client.connect timeout.

See:

¢ Networking and Security, Network Connections and Streams
e Networking and Security, HTTP Client

Syntax

> http post [-1 <wlan/softap>] [-g < GPIO#>] [-o] [-1 <content-length>] <url> / —-

long url<url> <content type> [ca cert filename] where:

Parameter Description

-1 Network interface. Possible values are wlan or softap . Overrides default
specified by network.default interface

-0 Open the HTTP request but do not send. This enables custom header(s) to
be added to the request using the http_add_header command.

-1 <content- This replaces the default HTTP header Transfer-Encoding : chunked

length> with the header content-Length: xxx where xxx is the specified

content length .

By default an HTTP request is sent with chunked encoding. If this option is
specified then chunked encoding is not used. This may be necessary for
HTTP servers that do not support chunked encoding. After issuing the
command, the write command must be used to write <content-length>

bytes of data.
Note: Ifthe -1 optionis specified then the connection will be left open, thus

the -o optionis not needed.

<url> URL to which request is sent. The URL prefix http:// is optional for
standard HTTP transactions, however https:* must be added for secure
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HTTPS transactions.

--long url <url> allows an aribitrary length URL string, with a maximum length of 1023
characters. The URL string follows the http_post command on the next line

<content type> The Content-type, (Internet media type, MIME type), of the content to be
posted (e.g. application/json ).

[ca cert filename] CA certificate file. Overrides default specified by network.tls.ca_cert

Options must be provided in the order shown.
Supported Platforms

e AMWOO7
e AMWO037

Example

> hpo http://example.com application/json
[2014-04-02 | 13:35:19: Connecting: http://example.com]
Request POST /

Connecting (HTTP): example.com:80

[2014-04-02 | 13:35:20: Connected: 0]

HTTP response: 411

Status: 411

0

> hpo -o example.com:80 application/json
[2014-04-11 | 10:45:50: Opening: example.com:80]
Request POST /

Connecting (HTTP): example.com:80

[2014-04-11 | 10:45:50: Opened: 1]

1

http_read_status
Abbreviation

hre

Description

Read the HTTP response code returned by the last HTTP transaction on the stream specified by
<handle> . If the HTTP request is pending and the transaction is incomplete, http read status
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sends the request and forces completion.
See Networking and Security, HTTP Client.
Syntax

> http read status <handle>
Supported Platforms

e AMWOO7
e AMWO037

Example

> hre 1
411

http_upload

Abbreviation

hup

Description

Upload file(s) from the device flash to a remote HTTP server using HTTP POST and file upload.
Timeout is determined by tcp.client.connect_timeout.

See:

e Networking and Security, HTTP Client
e http upload application note

Syntax

Upload a Single File
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> http upload [-1 <softap/wlan>] <url> <local filename> [<remote filename> [<content
type>]]

where:

e i -optional, specify interface, value 'wlan' or 'softap' MUST come first. If omitted uses
network.default_interface.
e <url> - URL of remote HTTP server

® <local filename> - name of file on sflash to upload
® <remote filename> - optional, name of file on remote server, use local filename if omitted.
e <content type> -optional, HTTP header content-type, e.g. image/jpeg

Upload Multiple Files using JSON Manifest > http upload [-i <softap/wlan>] -m <json size>
where:

e -i -optional, specify interface, value 'wlan' or 'softap' MUST come first
e -m -use JSON manifest for multi-file upload. MUST come firstif -i option not used

The manifest must be input directly after the command is issued. Manifest format:

{ "path" : "https://myserver.com/path/to/save/files", "cert" : "mycert.pem", "files"
[ { "local™ : "my file to load.txt", "remote" : "file name on server.txt", "name"
: "file", "type" : "application/octet-stream",

b

{ ...}
]

}

The manifest cannot contain javascript style commments.
If provided, the cert must be the name of an existing file in the device sflash.

The following optional properties are given the specified default values only if the properties are
completely omitted from the manifest. Leaving them blank results in blank values, not default values.

Property Description Default
remote  Name of file on remote system local Vvalue - the name of the file on the module file
system.
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name Appears in the form-data "name"  "file"
field
type Mime-type of file content "application/octet-stream"

For examples, see the http_upload application note.
Supported Platforms

e AMWOO7
e AMWO37

Example

> hup http://myserver.com/uploadpage ghm capabilities.json testfile.json
Uploading: ghm capabilities.json to server

Request POST /uploadpage

Connecting (http): myserver.com:80

HTTP response: 200

Success

The file is saved on the upload server at myserver.com:80 as testfile.json
Is
Abbreviation
1s
Description
Return a list of available files located in internal, extended and bulk flash.
Use the -v (or equivalent -1 ) option for full details.
The -m and -c support paging and limiting the output, for use when there are many files.
Syntax
> 1s [-v/-1] [-m <ile|b>] [-c <max file count>]

where:
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e -m the memory type to search. This is a concatenation of one or more of the following types:

o i -internal

o e -extended

° Db -bulk

e ¢ the maxfile count to return

Properties

e available in Safe Mode

Supported Platforms

e AMWOO7
e AMWO037

Example

Long listing, showing Type, Flags, and Handles (Hnd)

=

O J o Ul WDN B O+

Type
e-FE
e-FB
e-FD
e-FE
e-03
i-00
e-84
i-81
e-01
e-FE
e-FE
e-FE
e-FE
e-FE

S S S e e o o o o o e e o o =\

e e
wN = oo

Example

Flags
0041
0001
0001
0001
0001
001B
0005
001B
0001
0021
0001
0001
0001
0001

Hnd
54
85
62
96
63

170
52

97
53
64
56
67

Size
7590
44560
135
5430
1216
327424
820
166096
210412
684
1995
9530
22720
729477

Version

w
N

NDNODMNDODN OO

W wwwwwww
O OY O O O N oy O o) Oy Oy O) O)Y O)

5.26.230.1

W wWwwwowwdhwowo o

w w wwk
DN DN O

Filename
.recovery.html

command help.csv
default setup.script
favicon.ico.gz
geotrust ca.pem
sys/kernel .bin
sys/safemode.bin
sys/services.bin
sys/wifi fw.bin
testl.html
webapp/index.html
webapp/unauthorized.html
webapp/zentrios.css.gz
webapp/zentrios.js.gz

Listing showing extended memory files only, count limited to 6 files:
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=

O d W NP O #Hn

Type
c=FE
e-FB
e-FD
e-FE
e-03
e-84

(VARSI Y/

load
Abbreviation

load

Description

-1 -me -c 6

Flags
0041
0001
0001
0001
0001
0005

Hnd
54
85
62
96
63
52

Size
7590
44560
135
5430
1216
820

Version

w wwwww
NOWwo oL
coN OOt
SR N NP NN

Filename
.recovery.html
command help.csv
default setup.script
favicon.ico.gz
geotrust ca.pem
sys/safemode .bin

Load a configuration from a file previously saved by the save command.

Syntax

> load [-v] <config file>

where:

e v :verbose: displays information including the set command for each variable and the

corresponding result

Supported Platforms

e AMWOO07
e AMWO037

Example

> load configl.cfg

> Configuration successfully loaded

network_down
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Abbreviation
ndo
Description

Bring down a network interface. If provided, the network interface overrides the default specified by the
variable network.default interface . Allopen streams on the interface will be closed.

Syntax

> network down [-i <wlan/softap>]

Supported Platforms

e AMWOO7
e AMWO37

Example

> ndo

1000040

[2014-03-24 | 00:08:48: Disassociated]
RO00009

Success

network_lookup
Abbreviation
nlo
Description
Perform a DNS lookup for a domain using the specified interface.
Syntax
> network lookup [-i1 <wlan/eth/default>] <domain>

where:
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e i :optionally specify the network interface:

o wlan : WLAN

o eth : Ethernet (available only on Ethernet capable devices)

Supported Platforms

e AMWOO7
e AMWO37

Example

> nlo google.com
R000016
216.58.220.142

network_restart
Abbreviation

nre

Description

Restart the network. This command is equivalent to issuing the network_down command followed by

the network _up command.

Note: This command is blocking. It does not return until the network has been brought up (or has failed

to be brought up).

Syntax

> network restart [-i <softap/wlan>]

where the -i option specifies the network interface to be restarted.

Supported Platforms

e AMWOO07
e AMWO037
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Example

The response shown is an example. Response varies depending on the network settings, time and
date and other factors.

> nre

[2015-03-23 | 03:02:53: Disassociated]
[2015-03-23 | 03:02:53: Associating to Zentri]
Obtaining IPv4 address via DHCP

IPv4 address: 10.5.6.55

[2015-03-23 | 03:02:54: Associated]

Success

network_up

Abbreviation

nup

Description

Start the process to bring up a network interface.

The -s option prompts the user to select from a list of available APs and supply a passkey. Ifthe -s
option is used, ZentriOS automatically saves the credentials entered.

The -i option overrides the default network interface specified by network.default_interface.

NOTE! Every command that needs access to the network will automatically bring up the network
interface. The network_up command is non-blocking (except when the -s optionis used) and

provided for convenience only.

Syntax

> network up [<-s> / <-i [wlan]/[softap]>]
Supported Platforms

e AMWOO7
e AMWO037
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Example

> network up -s

Scanning for networks...

! 3 networks found

! # Ch RSSI MAC (BSSID) Network (SSID)

0 6 -27 84:1B:5E:29:9D:F7 Take the blue pill
1 11 -68 EC:1A:59:36:5B:6C button xt

2 11 =70 2C:B0:5D:31:6F:6A button

+ o

Type the number # that matches your Network: 0

Type the password for your Network : welcome-to-kansas
[Associating to Take the blue pill]

In progress

[Associated]

ota

Abbreviation
ota

Description

Initiate a secure over-the-air update. The secure OTA protocol uses industry standard TLS/HTTPS
security with both client-side and server-side certificate verification.

For details of this process and associated requirements, see Update and Recovery, Secure OTA
Update. This process requires you to claim the device using the dms claim command.

As an additional measure of security, the server authenticates each device using the universally unique
system.uuid embedded inside the hardware of each device.

Downloaded bundle files overwrite local files only if the bundle file has a later version. To ensure that
bundle files overwrite local files regardless of version, force an update withthe -f£ option.

Download a specific firmware bundle version with the -b option. Specifying a bundle forces an
update. Bundle files overwrite local files regardless of version. See the note forthe -b option in Syntax
below.

Product bundles are limited to 30 files, each with a maximum filename length of 30 characters. If an
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OTA is attempted with bundle file number and filename length outside this limit, OTA does not
commence and an error message is returned.

ZentriOS-WL verifies that there is sufficient space in the file system before starting OTA. If there is
insufficient flash space, OTA does not commence and an error message is returned.

To maintain a saved configuration through an OTA update, save the configuration as

default config.csv.

Note: OTA requires a memory-intensive TLS connection, and may fail if memory is low. See
Networking and Security, Increasing Available Memory for TLS.

Note: If you are updating from ZentriOS-WL-1.0 to a version later than ZentriOS-WL-1.1, you need to
run the OTA command twice. The first OTA updates to ZentriOS-WL-1.1. Issue the OTA command
again to update to the later version.

Note: Ifthe ota command fails with the message:

{"result":"fail", "message":"device not claimed"}

then you need to claim the device before running the ota command. See Update and Recovery, the
Zentri DMS Server.

Syntax
> ota [-g] [-f] [-b <full version>]

e -g :querydatabase and return either Up-to-date or bundle version string if newer release
available. Must be the only option. Result codes and messages are:

o 204, Up-to-date

© 200, <DMS generated bundle string version> €.g. 200, ZENTRI-AMW007-1.5.0.0, 2018-01-
09T23:50:37Z, ZentriOS-WL-1.5.0.0

o Message from server

e —f :force update. Bundle files overwrite local files, regardless of version.

e -b :download a specified bundle, for example a previous version. For a ZentriOS bundle, specify
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only the full version number, e.g. ota -b 3.1.0.8 . For full versions of ZentriOS by platform, see
Edition Platform Support, Edition Versions by Platform or see DMS Products. For full versions of

custom product bundles, refer to the DMS Products list for that product.
o Note:the -b optionis available only when you are updating a development product. From the

moment you load a production product on your device, the device can ota only to the most
recent release of the product, corresponding to the device's product release type (alpha, beta or

release). See:
m DMS Production Workflow, A Production Product Cannot be Activated to Another Product

= DMS GUI, Tagging Bundle Release Type
Properties
¢ available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO037

Example
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> ota

Connecting to network

Request POST /ota/05b300df003134534e3948330393232323a3533/0
ota.zentri.com:443

Connecting
Starting TLS

(HTTP) :

HTTP response: 200
Downloading new firmware...

Bundle version:

Downloading:
Downloading:
Downloading:
Downloading:
Downloading:
Downloading:
Downloading:
Downloading:
Downloading:
Downloading:
Downloading:

Updating kernel to version:

command help.csv-1.0.0.1

default setup.script-1.0.0.1

/setup/index.html-
/setup/images.png-
/sys/kernel .bin-1.
wifi fw.bin-1.0.0.
/sys/services.bln
geotrust ca.pem-1

/favicon.ico.gz-1

/setup/index.css.gz—

1.
1.
0.
1
1.
o0
.0.

Qs
0.
0.
(
0.
Qs
O
1

Q.1
0.1
1«
1916
0.1
1
1
0.0,

(25822, OxFB, 0x1)

(189, OxFD, 0x9)

(9266, OxFE, 0Ox1)
(18067, OxFE, 0x1)

352804,

0x0, O0x801F)

77, 0x1, 0x8009)

(83848, 0x80, 0x801F)

1162, 0x3, 0x9)
1853, OxFE, 0x1)

1 (10539, OxFE, 0x1)

/setup/index.js.gz-1.0.0.1 (38771, OxFE, 0x1)

Updating firmware files...
Updating file: wifi fw.bin to version:

Updating file:

OTA completed successfully

[Ready]

ping
Abbreviation
ping

Description

1.0.0.1

1.0.0.1
1.0.0.1
booting to it now!

/sys/services.bin to version:
Found new bootable app: /sys/services.bin (47),

ZentriOsS-1.0.0.1, Built:2015-11-11 02:23:15 for AMW004.3

Send one or more ICMP pings to an IP address or the network gateway using the -g option. If

provided, the network interface overrides the default specified by the variable
network.default interface . Options must be provided in the order shown.

Syntax

> ping [-1 <wlan/softap>]

Supported Platforms

<[IP address]/[-g]> [# retries]
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e AMWOO7
e AMWO037

Example

> ping example.com 3
R000021
Ping reply in 183ms
R000021
Ping reply in 178ms
R000021
Ping reply in 177ms

reboot
Abbreviation
reboot
Description
Reboot the application.
Note: the response displayed on reboot depends on the system.cmd.mode setting.

In human command mode, the response is similar to:

Rebooting

[2015-08-05 | 00:38:19: Disassociated]

ZentriOS-2.3.1.2, Built:2015-07-21 09:16:43 for AMWO004.3, Board:AMW004-E03.3
[Ready]

There may be other messages depending on system settings.
In machine command mode, the response to the reboot command, followed by the rebootand a cr-

LF sequence, is similar to:

R0O00079
ZentriOS-2.3.1.2, Built:2015-07-21 09:16:43 for AMW004.3, Board:AMW004-EO03.3
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Syntax

> reboot

Properties

e available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO037

Example

> reboot

Rebooting

[2015-08-05 | 00:38:19: Disassociated]

ZentriOS-2.3.1.2, Built:2015-07-21 09:16:43 for AMW004.3, Board:AMWO04-E03.3
[Ready]

save
Abbreviation
save
Description
Save all ZentriOS variables to non-volatile flash memory.
If a file name is supplied, the saved configuration can be restored with the load command.

Note: During the save operation, interrupts are disabled. In particular, the UART rx interrupt may not be
serviced during save. To ensure the save operation is completed, wait for the save command response
before issuing further commands via the UART.

Syntax

> save [<config file>]
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where parameters are as follows:

Option Description
<config file> Optional. Name of the configuration file to be saved
Properties

e available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO37

Example

> save
000007
Saved

R0O00009
Success

Example 2

save configl.cfg

R0O00009

Success

1s

14 Size  Version Filename

# 5 3868 1.0.0 configl.cfg

set
Abbreviation

set

Description
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Set the value of a ZentriOS variable.
Syntax
> set <variable> <args>

Note: The set command displays the Too many args error only if the number of space-separated
arguments exceeds the maximum for all variables (5). However the number of arguments for the set

command depends on the variable being set, and the form in which the variable is specified:
abbreviations for variables vary from one to three arguments in length, and variable settings may
require one or two arguments. If you specify too many arguments when setting a specific variable,
surplus arguments are ignored. Refer to the variable documentation for the number of arguments for a
specific variable.

Properties
¢ available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO37

Example

> set wlan.ssid "My Home Network"
R0O00008
Set OK

setup
Abbreviation
setup
Description
The setup command simplifies the process of connecting a ZentriOS device to a Wi-Fi network.

It can be run automatically on boot or in response to asserting a GPIO. It also allows for setup from the
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ZentriOS terminal.

The setup command allows for setting up network credentials via a web browser. See Configuration
and Setup, Setup with a Web Browser.

Syntax

> setup <web/status/stop>

Option Description

web When called with the web option, setup starts a Wi-Fi Access Point and a web server,
the Wi-Fi AP credentials are configured using the variables setup.web.ssid and
setup.web.passkey . Once connected to the ZentriOS Setup AP, a Wi-Fi client uses a

web browser to setup ZentriOS variables and connect to your local Wi-Fi network. Web
setup is non-blocking. The root of the web app is configured with the
setup.web.root_filename variable.

status The status option allows an MCU host to determine whether setup is in-progress.
Response is 1 if setup is in progress, otherwise 0 .

stop The stop optionterminates any in-progress setup activity.

Supported Platforms

e AMWOO7
e AMWO037

Example

Setup via Soft AP and Web App

> setup web

In progress

Rebooting

ZENTRI-AMWO07-1.0.0.4, 2016-08-18T05:32:24Z, ZentriOS-WL-1.0.0.4, Board:AMWO07-E03.2

While 1In progress is displayed, connect a computer or mobile device to Soft AP, enter password
(default password ), in web browser go to web setup DNS (default setup.com ), choose network from
scan list and enter network password. See
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sleep

Abbreviation
sleep
Description

Put the application into a low-power sleep state. The application sleeps until the wakeup timeout
(system.wakeup.timeout) expires.

Syntax
> sleep
Supported Platforms

e AMWOO7
e AMWO37

Example

> set system.wakeup.timeout 10
Set OK
> sleep

. wait 10 seconds ...

ZENTRI-AMWO07-1.4.0.3, 2017-10-20T05:38:06%7, ZentriOS-WL-1.4.0.3, Board:AMWO07-E03.2

stream_close
Abbreviation
close
Description
Close an open network or file stream specified by [handle] , or alternatively close all open streams.

See Networking and Security, Network Connections and Streams.
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Syntax
> stream close <[handle]/[all]>
Supported Platforms

e AMWOO07
e AMWO037

Example

> close all

[2014-04-02 | 13:32:04: Disconnected: 0]
[2014-04-02 | 13:32:04: Disconnected: 1]
Success

stream_list

Abbreviation
list
Description

Return a list of open streams.

See Networking and Security, Network Connections and Streams.

Syntax
> stream list
Supported Platforms

e AMWOO7
e AMWO037

Example
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> list

'# Type 1Info

#0 TCPC google.com:80 (32288)
#1 HTTP example.com:80 (37289)

stream_poll
Abbreviation
poll
Description

Poll a stream to check if data is available. Returns 0 if open with no data to read, 1 if data is available
and 2 if the stream has been closed remotely. Use the al1 option to return the status of all open

streams. To avoid polling, use a GPIO (may be assigned when the stream is opened) as an interrupt
line to the host.

Determine the number of RX or TX bytes that can be buffered withthe -r or -t arguments.
Syntax

> stream poll [all] <handle> [-r]

where:

e -—c -Deprecated - response includes number of Rx bytes available. Use -r instead.
e -r -response includes number of Rx bytes available: the number of bytes that can be immediately
returned by the read command

if -r argumentis included in the command, the response format is as follows:

Poll specific connection

> poll O -r
<status>,<Rx bytes available>

Poll all connections
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> poll all -r
<handle>, <status>,<Rx bytes available>|<handle>,<status>,<Rx bytes available>|...

where:

e <handle> -stream handle
® <Jstatus> -
o 0 -no data available
o 1 -dataavailable
o 2 -remote closed connection

e <bytes available> - the total number of bytes that can be buffered
Supported Platforms

e AMWOO7
e AMWO37

Example

> poll O

1

> read 0 100
hello!

> poll O

0

> poll all
0,012,113,1

stream_read

Abbreviation
read
Description

Read up to <size> bytes from a network or file stream specified by <handle> . Returns data
immediately (if available), does not wait to receive data.

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide Page | 319
©2014-2018 Zentri. http://zentri.com 9


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

Z=NTRI
ZentriOS Commands ZentriOS Reference Guide

To check for data, use the stream_poll command or the GPIO (assigned when the stream was opened)
as an interrupt line to the host.

For file streams, the file is automatically closed if the end of file is reached.
Data Size Returned by stream_read

The stream read command size parameter is limited to a maximum of 1000 bytes. If a larger
size parameter is specified, stream read returnsonly 1000 bytes.

See Networking and Security, Network Connections and Streams.
Syntax

> stream read <handle> <size>

where

® <handle> is the stream handle number returned by the command that opened the stream
* <size> is the bytes to read. Effective maximum: 1000 . See Data Size Returned by stream_read
above.

Supported Platforms

e AMWOO7
e AMWO037

Example

> read 0 200

R000202

<!doctype html><html itemscope="" itemtype="http://schema.org/WebPage" lang="en-AU">
<head><meta content="/images/google favicon 128.png"
itemprop="1image"><title>Google</title><script> (function () {

wind

stream_write
Abbreviation

write
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Description

Write data to a network or file stream. As described in Serial Interface, Command Protocol, the
command must be terminated by \r\n .

If no option is specified, ZentriOS waits for <size> number of data bytes then immediately sends the
data to the stream before returning a response.

ifthe -f (flush) option is specified, then the written data is buffered to the maximum packet size before
being automatically flushed to the remote side. The -f option can be used for the following stream

types:

e TCP client/server
e TLS client/server

For TCP and TLS streams, the maximum packet size is an MTU (1460 bytes).
See Networking and Security, Network Connections and Streams.
Syntax
> stream write <handle> <size> [-f]
where:

e <handle> :previously opened stream handle

e <size> :the size of the data to be written to the stream

e -f :optional. Buffer to maximum packet size before flushing, as described above.

e —c :optional. Enable automatic continuation frames for large writes to WebSocket client/server
streams. Writes greater than 1460 are chunked with the websocket 'continuation frame' flag set; the
last chunk has the 'final frame' flag set.

Supported Platforms

e AMWOO7
e AMWO037

Example
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> write 3 10
Success

tcp_client
Abbreviation
tcpe
Description
Open a TCP stream to a remote server at the specified network location.
Timeout is determined by tcp.client.connect_timeout.
See Networking and Security, Network Connections and Streams.
Syntax
> tcp client [-i <wlan/softap>] [-1 <local port>] [-g GPIO#] <host> <port>
where:

e -i -specifyinterface. MUST come first. If omitted uses network.default_interface.

e -1 -optionally specify <local port> . If not specified local portis random unused port

e g GpI0# -specifya GPIO to indicate buffered data is waiting to be read. Setto -1 to disable
e host -specify the remote host. If value is 0, or host omitted, use the host value in
tcp.client.remote_host.

port - specify the remote port. If value is 0, or port omitted, use the port value in

tcp.client.remote_port.
Options must be provided in the order shown.
Supported Platforms

e AMWOO7
e AMWO037

Example
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> tcpc google.com 80

1000028

Resolving host: google.com

1000052

[2014-03-24 | 01:07:12: Connecting: google.com:80]
1000036

Connecting (TCP): 74.125.237.96:80
1000039

[2014-03-24 | 01:07:12: Connected: 0]
R0O00003

0

tcp_server

Abbreviation
tcps
Description

Start/stop a TCP server specified by the variables tcp.server.* . If provided, the network interface
and port override defaults specified by the variables network.default interface and

tcp.server.port respectively.

Syntax

> tcp server [-i <wlan/softap>] <start/stop> [port]
where:

e -i -specifyinterface. MUST come first. If omitted uses network.default_interface.
® start/stop
o start - startthe server
o stop - stop the server
e port : (optional) Specify port. If value is 0, or port omitted, use the port value in tcp.server.port.

Options must be provided in the order shown.
See Networking and Security, Network Connections and Streams.

Supported Platforms
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e AMWOO7
e AMWO037

Example

> tcps start

L000036

TCP server listening on port: 3000
R0O0O0009

Success

tls_client
Abbreviation
tlsc
Description
Open a secure TCP stream to a remote server with the specified properties.
Timeout is determined by tcp.client.connect_timeout.
See Networking and Security, Network Connections and Streams.
Syntax
> tls client [-i <wlan/softap>] [-1 <local port>] <host> <port> [ca cert filename]
where:

e -i -sgspecifyinterface. MUST come first. If omitted uses network.default_interface.

e -1 -optionally specify <local port> . If not specified local portis random unused port

e g Gp10# -specifya GPIO to indicate buffered data is waiting to be read. Setto -1 to disable.

e host -specify the remote host. If value is 0, or host omitted, use the host value in
tcp.client.remote host.

port - specify the remote port. If value is 0, or port omitted, use the port value in

tcp.client.remote_port.
® [<ca cert filename>] - if omitted, use network.tls.ca_ cert
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Supported Platforms

e AMWOO7
e AMWO037

Example

> tlsc www.google.com 443

1000032

Resolving host: www.google.com
1000057

[2014-03-24 | 01:15:53: Connecting: www.google.com:443]
1000038

Connecting (TLS): 74.125.237.211:443
1000039

[2014-03-24 | 01:15:55: Connected: 1]
R0O00003

1

uart_update

Abbreviation

uartu

Description

Update the UART to the current UART variable settings without rebooting the device.

For this command to have an effect, the values of one or more of the uart variables must first be
changed:

¢ uart.baud
e uart.data
e uart.flow
e uart.parity
e uyart.stop

Syntax

> uart update <uart#>
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Supported Platforms

e AMWOO7
e AMWO37

Example

> uart update O
sSuccess

udp_client
Abbreviation
udpc
Description

Open a UDP stream to a remote server at the network location <host>:<port> . If provided, the
network interface overrides the default specified by the variable network.default interface .

The option -g cp10# specifies which GPIO indicates buffered data is waiting to be read. See also
system.oob.gpio.

The [local port] may also be provided if desired. Options must be provided in the order shown.
Issuing the command udp client 255.255.255.255 results in broadcast to the local network.
See Networking and Security, Network Connections and Streams.

Syntax

> udp client [-i wlan/softap] [-g GPIO#] <host> <remote port> [local port]

Supported Platforms

e AMWOO07
e AMWO037

Example
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> udpc 192.168.45.67 3000

1000057

[2014-03-24 | 01:16:40: Connecting: 192.168.45.67:3000]
1000031

Resolving host: 192.168.45.67
1000032

Connecting: 192.168.45.67:3000
1000039

[2014-03-24 | 01:16:40: Connected: 2]
R000003

2

udp_server
Abbreviation
udps
Description
Start and stop the UDP server.
When the UDP server is started the read and write sub-commands are available.

When the UDP server is started, itis assigned a stream handle, indicated in the ZentriOS response by

Opened: <stream> .

This allows for the equivalent stream read and write commands.

The read command is functionally the same as udps read .

The write command is functionally the same as udps write withoutthe <address> and <port>

options. The write command writes to the single UDP server stream, and consequently writes to all
clients connected to the UDP server.

See:

e UDP server
e Networking and Security, Network Connections and Streams

Syntax
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start, stop

> udp server <start/stop> [port] Startand stop the UDP server. Port may be optionally
specified. If no port is specified the default is udp.server.port.

read

> udp server read [-g] [<byte count>] where :

e —g -optionally prepend the client's IP address and port before the data bytes, in a comma-
separated list: ip,port,data

e <byte count> - The number of bytes to read. Note that only a single packet's worth of data is
returned
i.e. data returned = MIN( <byte count>, len(packet))

write
> udp server write <byte count> [<address> <port>] where :

® <byte count> -the number of data bytes to write
® <address>, <port> -optional, the remote client's address and port. If omitted, write to last client
whose data has been read.

Supported Platforms

e AMWOO7
e AMWO037

Example
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> udp server start 5000
[2014-11-28 | 07:14:49: Opened: 0]
0

UDP server listening on port: 5000
> read 0 100

Hello server

> udp server write 12

Hello client

sSuccess

> udp server read -gq 100
10.5.6.60,52333,Hello again server
> write 0 18

Hello again client

Success

> udps stop

[2014-11-28 | 07:15:31: Closed: 0]
UDP server stopped

sSuccess

version

Abbreviation
ver
Description

Returns the ZentriOS firmware bundle version. This is a convenience command that is equivalent to
reading the system.version variable.

Syntax

version

Properties

e available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO037
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Example

> ver
R0O00069
ZentriOS-W-3.0.0.0, Built:Dec 09 2015 for AMWO004.3-E03.1

wlan_get_rssi

Abbreviation

rssi

Description

Get the received signal level (RSSI, in dBm) of the Access Point the wlan interface is connected to.
Syntax

> wlan get rssi

Supported Platforms

e AMWOO7
e AMWO037

Example

> rssi
R0O00005
-47

wlan_scan

Abbreviation
scan
Description

Initiate a Wi-Fi scan and return results; optionally specify a channel and AP SSID to scan for. For
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verbose scans, -v must be the first argument. Information returned by scan results is described in the
following table.

Name Description

Ch The WLAN radio channel the AP is operating on

RSSI Signal strength of the AP in units of dBm

BSSID MAC address of the AP

Rate The maximum data rate supported by the AP in kilobits/s
e.g. 54000 = 54Mbit/s

Security Security type used by the AP e.g. Open, WPA2-AES, etc.

Mode AP mode. Inf = Infrastructure, Ad = Ad-hoc

Len Number of characters in the SSID

SSID AP name. APs with a hidden SSID are displayed as

Verbose scans return all columns of data. Non-verbose scans return only columns: # Ch RSSI MAC

(BSSID) Network (SSID)

In ZentriOS-WL, the Rate and Mode columns are not supported. These columns are filled with the
values of 0 and - respectively.

Syntax

> wlan scan [-v] [<channel-spec> [ssid]] where:

e —v:verbose scan - must be first argument
® <channel-spec> -can be one of the following:
o channel list: a comma-separated list of channels, e.g. scan 1,5,6
o channel mask: a hex bitmask of channels. Must be preceded by 0x,e.g. scan -v 0x143

o all:allchannels, e.g. scan -v all

Supported Platforms

e AMWOO7
e AMWO037

Example
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> scan -v

R0O00196

! 2 found

! # Ch RSSI BSSID Rate Security Mode Len SSID

# 0 01 -24 EC:1A:59:36:5B:6C 144.4 Open Inf 13 Chl Nearby AP

# 1 06 -85 84:1B:5E:29:9D:F7 450.0 WPA2-AES Ad 14 Ché6 Distant AP
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ZentriOS Variables

Shortcuts
Documentation Format

List of Variables

Variable Properties

This page provides a list of ZentriOS variables with a full description of the function of each variable
together with example usage.

Variables are cached in volatile RAM and must be saved to non-volatile flash memory to persist
between reboots. To save variables to flash, use the save command. Some variables impact the
operation of the entire system, wake and sleep timers for example. A save and reboot is required
before new settings for these types of variables take effect.

Variable settings can be loaded using the load command.

The get and set Command AP functions are used to read and write ZentriOS variables respectively.

Shortcuts

A shortcut is assigned to each variable. The format for shortcuts is shown in the following table. The
shortcut is a hybrid of the first two characters of the first word of the variable name, plus (typically) the
first character of the second word (if a second word exists), plus (typically) the first character of the third
word of the variable name (if a third word exists). Each of these characters is separated by a space
character. In some instances, it was not possible to use the first letter of the second or third word in the
variable name, in these cases another letter has been somewhat arbitrarily chosen.

Variable Name Shortcut
Template first word.second_word.third_ word fist
Example 1 time.uptime tiu
Example 2 wlan.scan.retries wisr

Documentation Format
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Many ZentriOS responses shown in the examples on this page were captured with system.print_level =
0, and system.cmd.header_enabled = 1. These machine friendly settings make it easy for a host MCU
to parse responses by examining response headers. Documentation for each variable is provided in
the format shown below.

variable
Abbreviation
var
Access
get/set
Description
A description of the function of the variable.
Arguments
A full list of mandatory and optional arguments.
Default
The factory reset default value.
Get example
An example of how to read the variable, including response codes.
Set example
An example of how to write the variable, including response codes (for writeable variables).

NOTE! Don't forget to check out command navigation tips to make it easier to find and type specific
variable names.

List of Variables

e All Variables
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(e]

all

e Broadcast

(e]

(e]

(e]

(e]

(e]

(e]

broadcast.data
broadcast.http.host
broadcast.interface
broadcast.interval
broadcast.udp.ip
broadcast.udp.port

e Bus

(e]

(e]

bus.command.rx_bufsize
bus.command.tx_bufsize
bus.mode
bus.stream.cmd_gpio
bus.stream.cmd_seq
bus.stream.flush_count
bus.stream.flush_time
bus.stream.flush_time_reset

e DMS

(e]

dms.bundle_id

e GPIO

o gpio.init

o gpio.usage
e HTTP Server

(e]

(e]

(e]

(e]

(e]

http.server.api_enabled
http.server.cors_origin
http.server.enabled
http.server.interface
http.server.max_clients
http.server.notfound_filename
http.server.port
http.server.root_filename

e |O Connection

(e]

(e]

(e]

(e]

ioconn.control_gpio
ioconn.enabled
ioconn.local_port
ioconn.protocol
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(e]

(e]

(e]

(e]

(e]

(e]

(e]

(e]

(e]

ioconn.remote host
ioconn.remote_port
ioconn.status_gpio

Network

network.default_interface
network.tls.ca_cert
network.tls.client_cert
network.tls.client_key
network.tls.handshake _timeout
network.tls.version

e NTP

[e]

[e]

[e]

(e]

ntp.enabled
ntp.interface
ntp.interval
ntp.server

e Remote Terminal

(e]

(e]

(e]

(e]

remote_terminal.enabled
remote_terminal.password
remote_terminal.port
remote_terminal.timeout

e Setup

(e]

(e]

(e]

(e]

(e]

(e]

setup.gpio.control_gpio
setup.web.idle_timeout
setup.web.passkey
setup.web.root_filename
setup.web.ssid
setup.web.url

e SoftAP Interface

(e]

(e]

(e]

softap.auto_start
softap.captive portal_enabled
softap.channel
softap.client_list
softap.dhcp_server.enabled
softap.dns_server.enabled
softap.dns_server.url
softap.hide_ssid
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(e]

(e]

softap.idle_timeout
softap.info
softap.max_clients
softap.passkey
softap.ssid
softap.static.gateway
softap.static.ip
softap.static.netmask

e System

(e]

(e]

(e]

(e]

(e]

(e]

system.build_number
system.cmd.echo
system.cmd.header_enabled
system.cmd.mode
system.cmd.prompt_enabled
system.gotosleep.timeout
system.indicator.gpio
system.indicator.state
system.memory.usage
system.oob.event_mask
system.oob.gpio
system.oob.gpio_level
system.oob.rising_edge_mask
system.oob.status
system.print_level
system.safemode.disabled
system.safemode.status
system.uuid

system.version
system.wakeup.timeout

e TCP Client

(e]

(e]

(e]

tcp.client.auto_retries
tcp.client.auto_start
tcp.client.connect_timeout
tcp.client.connected_str
tcp.client.disconnected_str
tcp.client.local_port
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o tcp.client.remote_host
o tcp.client.remote_port
o tcp.client.remote_send
o ftcp.client.retries
o tcp.client.retry_period
o ftcp.client.tls_enabled
e TCP Server
o tcp.server.auto_start
o ftcp.server.connected_gpio
tcp.server.data_gpio
tcp.server.idle_timeout
o fcp.server.port
e Time
o time.last_set
o time.rtc
o time.uptime
o time.zone
e UART
o uart.baud
o uart.data
o uart.flow
o uart.parity
o uart.stop
e UDP Client
o udp.client.auto_interface
o udp.client.auto_start
o udp.client.remote_host
o udp.client.remote_port
e UDP Server
o udp.server.auto_start
o udp.server.data_gpio
o udp.server.lock_client
o udp.server.port
o udp.server.remote_host
o udp.server.remote_port
e WLAN Interface

[e]

[e]
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wlan.auto_join.enabled
wlan.auto_join.retries
wlan.auto_join.retry_delay
wlan.dhcp.enabled
wlan.dhcp.hostname
wlan.hide_passkey
wlan.info
wlan.join.retries
wlan.join.timeout
wlan.mac
wlan.network.dns
wlan.network.gateway
wlan.network.ip
wlan.network.netmask
wlan.network.status
wlan.passkey
wlan.rate.protocol
wlan.ssid
wlan.static.dns
wlan.static.gateway
wlan.static.ip
wlan.static.netmask
wlan.tx_power

Variable Properties

The

table below indicates properties of variables:

e When a change in variable value takes effect:

(e]

(e]

(e]

Immediate -a change inthe variable value takes effectimmediately

uart update -runthe uart_update command to apply a change in the variable value

Network Restart - restart the network to apply a change in the variable value

Setup Restart -restartthe web setup to apply a change in the variable value

Save/Reboot -a save and reboot is required to apply a change in the variable value
Safe Mode - variable is available in safe mode
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. . Network Setup Saveand Safe
Variable Immediate uart_update Restart  Restart Reboot Mode
broadcast.data Immediate
broadcast.http.host Immediate
broadcast.interface Save and
Reboot
broadcast.interval Save and
Reboot
broadcast.udp.ip Immediate
broadcast.udp.port Immediate
bus.command.rx_bufsize Save and
Reboot
bus.mode Save and Safe
Reboot Mode
bus.stream.cmd_gpio Save and
Reboot
bus.stream.cmd_seq Save and
Reboot
bus.stream.flush_count Save and
Reboot
bus.stream.flush_time Save and
Reboot
bus.stream.flush_time_reset Save and
Reboot
gpio.init Save and
Reboot
http.server.api_enabled Network
Restart
http.server.cors_origin Network
Restart
http.server.enabled Network
Restart
http.server.interface Network
Restart
http.server.max_clients Network
Restart
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http.server.notfound_filename Network
Restart
http.server.port Network
Restart
http.server.root_filename Network
Restart
ioconn.control_gpio Save and
Reboot
ioconn.enabled Save and
Reboot
ioconn.local_port Immediate
ioconn.protocol Immediate
ioconn.remote_host Immediate
ioconn.remote_port Immediate
ioconn.status_gpio Save and
Reboot
network.default_interface Immediate
network.tls.ca_cert Immediate Safe
Mode
network.tls.client_cert Immediate
network.tls.client_key Immediate
network.tls.version Immediate
ntp.enabled Save and
Reboot
ntp.interface Save and
Reboot
ntp.interval Save and
Reboot
ntp.server Save and
Reboot
remote_terminal.enabled Network
Restart
remote_terminal.password Immediate
remote_terminal.port Network
Restart
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remote_terminal.timeout Immediate
setup.gpio.control_gpio Save and
Reboot
setup.web.idle_timeout Setup
Restart
setup.web.passkey Setup
Restart
setup.web.root_filename Setup
Restart
setup.web.ssid Setup
Restart
setup.web.url Setup
Restart
softap.auto_start Network
Restart
softap.channel Network
Restart
softap.dhcp_server.enabled Network
Restart
softap.dns_server.enabled Network
Restart
softap.dns_server.url Network
Restart
softap.hide_ssid Network
Restart
softap.idle_timeout Network
Restart
softap.max_clients Immediate
softap.passkey Network
Restart
softap.ssid Network
Restart
softap.static.gateway Network
Restart
softap.static.ip Network
Restart
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softap.static.netmask Network
Restart
system.cmd.echo Immediate Safe
Mode
system.cmd.header_enabled Immediate Safe
Mode
system.cmd.mode Immediate Safe
Mode
system.cmd.prompt_enabled Immediate Safe
Mode
system.gotosleep.timeout Save and
Reboot
system.indicator.gpio Save and
Reboot
system.indicator.state Save and
Reboot
system.oob.event_mask Immediate
system.oob.gpio Save and
Reboot
system.oob.gpio_level Immediate
system.oob.rising_edge_mask Immediate
system.print_level Immediate Safe
Mode
system.safemode.disabled Save and Safe
Reboot Mode
system.safemode.status Safe
Mode
system.uuid Safe
Mode
system.version Safe
Mode
system.wakeup.timeout Immediate
tcp.client.auto_retries Save and
Reboot
tcp.client.auto_start Save and
Reboot
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tcp.client.connect timeout Immediate Safe
Mode
tcp.client.local_port Immediate Safe
Mode
tcp.client.remote_host Immediate
tcp.client.remote _port Immediate
tcp.client.retries Immediate Safe
Mode
tcp.client.retry_period Immediate Safe
Mode
tcp.client.tls_enabled Immediate
tcp.server.auto_start Network
Restart
tcp.server.connected_gpio Network
Restart
tcp.server.data_gpio Network
Restart
tcp.server.idle_timeout Network
Restart
tcp.server.port Network
Restart
time.rtc Immediate
time.zone Immediate
uart.baud uart_update Save and Safe
Reboot Mode
uart.data uart_update Save and Safe
Reboot Mode
uart.flow uart_update Save and Safe
Reboot Mode
uart.parity uart_update Save and Safe
Reboot Mode
uart.stop uart_update Save and Safe
Reboot Mode
udp.client.auto_interface Network
Restart
udp.client.auto_start Network
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Restart
udp.client.remote host Immediate
udp.client.remote_port Immediate
udp.server.auto_start Network
Restart
udp.server.data_gpio Network
Restart
udp.server.lock_client Network
Restart
udp.server.port Network
Restart
udp.server.remote_host Network
Restart
udp.server.remote_port Network
Restart
wlan.auto_join.enabled Network
Restart
wlan.auto_join.retries Save and
Reboot
wlan.auto_join.retry_delay Save and
Reboot
wlan.dhcp.enabled Network Safe
Restart Mode
wlan.dhcp.hostname Network
Restart
wlan.hide_passkey Immediate Safe
Mode
wlan.join.retries Network Safe
Restart Mode
wlan.join.timeout Save and Safe
Reboot Mode
wlan.mac Safe
Mode
wlan.network.dns Safe
Mode
wlan.network.gateway Safe
Mode
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wlan.network.ip Safe
Mode

wlan.network.netmask Safe
Mode

wlan.network.status Safe
Mode

wlan.passkey Network Safe
Restart Mode

wlan.rate.protocol Network Safe
Restart Mode

wlan.ssid Network Safe
Restart Mode

wlan.static.dns Network Safe
Restart Mode

wlan.static.gateway Network Safe
Restart Mode

wlan.static.ip Network Safe
Restart Mode

wlan.static.netmask Network Safe
Restart Mode

wlan.tx_power Immediate Safe
Mode
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ALL

all
Abbreviation
all
Access
get
Description
Returns a list of all variables

Arguments

Default

Supported Platforms

e AMWO0O07
e AMWO037

Get example
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> get all
R003978

broadcast

broadcast.
broadcast.
broadcast.
broadcast.
.data: mac,bssid, channel, ip, ssid, ...
broadcast.
broadcast.
broadcast.
broadcast.
bus.data bus: uart0

data: mac,bssid, channel, ip, ssid, ...

http.host: None
interface: default
interval: 10

interface: default
interval: 10

udp.ip: 255.255.255.255
udp.port: 55555
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broadcast.data
Abbreviation

br d
Access

get/set

Description

A comma separated list of information fields to be periodically transmitted in a UDP packet or sentto a

remote HTTP server. See the Broadcast UDP Packet application note.

Arguments

<csv list> where <csv list> is a comma separated value list constructed from:

List kem

adcX
bssid
channel
gpioX
ip

mac
rssi
ssid
time
uuid
version

remote_terminal_port

Description

Current value of ADC X

wlan interface -> BSSID of the AP
Wi-Fi radio channel

Current state of GPIO X

Current IP address

wlan MAC address

wlan interface -> RSSI of the AP
wlan interface -> SSID of the AP
ZentriOS local time

Hardware ID

Firmware version

inbound network port for the remote terminal
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Default

mac,bssid, channel, ip, ssid, rssi, remote terminal port,time,uuid,version
Properties

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get br d
R0O00033
mac,bssid, channel, version, gpio0

Set example

> set br d mac,bssid, channel
RO00008
Set OK

broadcast.http.host
Abbreviation

br h h
Access

get/set

Description

When specified, periodically issue JSON formatted data to the specified host as an HTTP(S) post
request. If null, the HTTP post function is disabled. The post may be to an unencrypted or HTTPS
secure webserver. If a non-standard HTTP/HTTPS port is required, the port may be appended to the
end of the URL, for example myserver.com:3002 . The URL must be prefixed with https:// for
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HTTPS secure connections on the default port 443.
Arguments

<http host>

Default

Null

Properties

Supported Platforms

e AMWOO07
e AMWO037

Get example

> get br h h
myhttpserver.com
Set OK

Set example

> set br h h myhttpserver.com
Set OK

Set example 2

> set br h h https://mysecureserver.com
Set OK

broadcast.interface
Abbreviation

br i
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Access
get/set
Description
The default interface used to transmit informational packets.
If setto default , uses the interface specified in network.default_interface
Arguments
<wlan/softap/default>
Default
default
Properties
¢ save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get br i
R0O00006
wlan

Set example

> set br i softap
R000008
Set OK

broadcast.interval
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Abbreviation
br t
Access
get/set

Description

The time between transmission of informational packets. Units are in seconds.

To disable both UDP and HTTP broadcast, set the interval to O.

Arguments

<seconds>

Default

10

Properties

e save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get br t
R0O00004
10

Set example
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> set br t 20
R0O00008
Set OK

broadcast.udp.ip

Abbreviation

br u a

Access

get/set

Description

Informational UDP packets are sent to this IP address.

To enable general UDP broadcast, set the IP address to 255.255.255.255 (default), i.e

set broadcast.udp.ip 255.255.255.255

To disable UDP broadcast, set the IP address to 0.0.0.0, i.e

set broadcast.udp.ip 0.0.0.0

Alternatively, set broadcast.intervalto 0 to disable both UDP and HTTP broadcast.
Arguments

<IP address>

Default

255.255.255.255

Properties

Supported Platforms
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e AMWOO7
e AMWO037

Get example

> get br u a
R0O00017
255.255.255.255

Set example

> set br u a 192.168.1.255
R0O00008
Set OK

broadcast.udp.port
Abbreviation

br u p

Access

get/set

Description

Informational UDP packets are sent to this port.
Arguments

<port>

Default

55555

Properties

Supported Platforms
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e AMWOO7
e AMWO037

Get example

> get br up
R0O00007
55555

Set example

> set br u p 50007
R000008
Set OK

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 356


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

Z=NTRI
ZentriOS Variables ZentriOS Reference Guide

bus.command.rx_bufsize

Abbreviation

bu c r

Access

get/set

Description

Configure the size of the UART rx buffer in command mode.
Arguments

<buffer size>

Default

256 (bytes) Range 256 to 10000 bytes
Properties

¢ save and reboot to apply change
Supported Platforms

e AMWO0O07
e AMWO037

Get example

> get bu c r
R0O00005
256

Set example
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> set bu ¢ r 512
R0O00008
Set OK

bus.command.tx_bufsize
Abbreviation

buc t

Access

get/set

Description

Configure the size of the UART tx buffer in command mode.
Arguments

<buffer size>

Default

256 (bytes) Range 256 to 10000 bytes
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get bu c t
R0O00005
256

Set example
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> set bu ¢ t 512
R0O00008
Set OK

bus.mode
Abbreviation

bu m

Access

get/set
Description

The serial bus mode.
Arguments
<command/stream>
Default

command
Properties

¢ save and reboot to apply change
¢ available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO37

Get example

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide
©2014-2018 Zentri. http://zentri.com

Page | 359


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

Z=NTRI
ZentriOS Variables ZentriOS Reference Guide

> get bum
R0O00009
command

Set example

> set bu m command
R0O00008
Set OK

bus.stream.cmd_gpio
Abbreviation

bu s g

Access

get/set

Description

The GPIO used to force the module into command mode (from stream mode). A value of -1 disables
this feature.

Arguments
<[GPIO#]/[-1]>

Default

Properties
e save and reboot to apply change
Supported Platforms

e AMWOO07
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e AMWO037

Get example

> get bu s g
R0O00003
0

Set example

> set bu s g 6
R0O00008
Set OK

bus.stream.cmd_seq
Abbreviation

bu s s

Access

get/set

Description

Break-in sequence for stream mode. After 3 seconds of inactivity on the serial interface, sending the
break-in sequence changes stream mode to command mode; send 'exit' to return to stream mode.

Note: The length of the break-in sequence affects the allowed minimum value of
bus.stream.flush_count.

This feature may be disabled with the following command:

set bus.stream.cmd seq ""

When disabled, the break-in sequence is disabled. This allows for binary data streams or for any
streams which may be interpreted incorrectly as the break-in sequence.
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Note: If this feature is disabled it's strongly recommended to enable bus.stream.cmd_gpio and/or
another remote command feature, such as the remote terminal or the ZentriOS Web App.

Otherwise the ZentriOS command console will be inaccessible until the module is factory reset.
Arguments

<1-15 characters>

Default

$$$

Properties

e save and reboot to apply change

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get bu s s
R0O00005
$SS

Set example

> set bu s s ###
RO0O0008
Set OK

bus.stream.flush_count
Abbreviation

bu s c
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Access

get/set

Description

Number of bytes received on the serial bus before flushing to the network stream.
Arguments

<count> where <count> canrange from minimum value to maximum value:

e minimum value: MAX (16, len (bus.stream.cmd seq)*2)

i.e. the minimum value is the maximum of 16 and 2 x the length of the bus.stream.cmd_seq variable
For example, if bus.stream.cmd seq is the default $ss , its length is 3, so minimum value is the

maximum of 16 and 2*3 = 16.
e maximum value: 1460

Default

1460

Properties

e save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get bu s ¢
R0O00006
1460

Set example
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> set bu s ¢ 1450
R0O00008
Set OK

bus.stream.flush_time

Abbreviation

bu s t

Access

get/set

Description

Timeout in milliseconds before bytes are automatically flushed to the network stream.
If set to 0, automatic flush is disabled.

To achieve optimal throughput, set flush time to 0. ZentriOS transfers data with 'Zero Copy'. i.e. a data
packet is directly transferred from the bus to network or network to bus.

Arguments

<0-65535>

Default

50

Properties

¢ save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get bu s t
R0O00004
20

Set example

> set bu s t 10
R0O00008
Set OK

bus.stream.flush_time_reset
Abbreviation

bu s r
Access

get/set

Description

Flag whether to reset the flush timer if data is received before the flush timeout expires. When this
variable is set and data is streaming, data is flushed only when the buffer is full. This allows for efficient
use of the packet buffer and prevents packet fragmentation. When the variable is reset, the buffer is
flushed at intervals of bus.stream.flush_time and also when the buffer is full. This allows data to be sent
at consistent intervals.

Arguments
<1/0>

Default

Properties

e save and reboot to apply change
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Supported Platforms

e AMWOO7
e AMWO37

Get example

> get bus.stream.flush time reset
0

Set example

> set bus.stream.flush time reset 1
Set OK
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dms.bundle_id

Abbreviation

dm b

Access

get

Description

Displays the bundle ID of the firmware bundle most recently returned by OTA.

Arguments

Default

Supported Platforms

e AMWO0O07
e AMWO037

Get example

> get dm b
bc19d591-e96b-4017-9ac3-0459cb480706
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gpio.init

Abbreviation
gp i

Access
get/set
Description

The initial direction and value of a GPIO after bootup/reset. Retrieve a list of GPIOs that will be
initialized with the a1l option.

Arguments

<all> / <GPIO#> <direction> <initial value>
Default

<none> for unassigned GPIOs

Properties

¢ save and reboot to apply change

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get gp i 0
R000021
output open drain 1
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Set example

> set gp 1 0 out 1
R000008
Set OK

gpio.usage
Abbreviation
gp u
Access

get
Description

Returns information about which GPIOs have been registered for functions, and which have standard
/O options set. GPIOs may be de-registered by setting the GPIO to -1 using the appropriate variable.
e.g. setioconn.status_gpio -1. See Peripherals.

Arguments

Default
<platform dependent>

Supported Platforms

e AMWOO7
e AMWO037

Get example
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#
0
1
2
S
11
13
14
17
18
19
21
22

SHe S o S o S o S o S o 3 —

get gp u

Description

GPIO in
system.indicator.wlan
system.indicator.network
system.indicator.softap
setup.control gpio
UART1 RX

UART1 TX

SPI0 CLK

SPI0O MOSI

SPI0 MISO

GPIO out

GPIO out
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HTTP Server

http.server.api_enabled

Abbreviation

ht s a

Access

get/set

Description

Enable the HTTP Server RESTful API.

See Networking and Security, HTTP Server.

The APlis enabled by default, so enabling the HTTP server with http.server.enabled also allows access

to the API. To disable HTTP RESTful API calls when the HTTP server is running, set
http.server.api enabled to 0.

Arguments
<0/1>

Default

Properties
¢ network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example
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> get http.server.api enabled
1

Set example

> set ht s a 0
Set OK

http.server.cors_origin
Abbreviation
ht s ¢
Access
get/set
Description
Specifies origins for which the web browser same-origin policy is relaxed.
If <origin> is setto an empty string, then CORS is completely disabled.

For requests without credentials, a value of * acts as a wildcard, allowing any origin to access the
resource.

See HTTP Server RESTful API, CORS.
Arguments

<origin>

Default

" (empty string). To setthe http.server.cors origin variable to the empty string, supply an
argument with two double quotes: "

Properties
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¢ network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get http.server.cors origin

Set example

> set ht s ¢ *
Set OK

http.server.enabled
Abbreviation

ht s e
Access

get/set

Description

Enable the HTTP server.

See Networking and Security, HTTP Server.
Arguments

<1/0>

Default
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Properties
¢ network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get ht s e
0

Set example

> set ht s e 1
Set OK

http.server.interface
Abbreviation

ht s 1
Access

get/set

Description

Specifies the network interface used by the HTTP server.

See Networking and Security, HTTP Server.
Arguments
<default/softap/wlan>

Default
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default

Properties

e network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get http.server.interface
default

Set example

> set ht s i wlan
Set OK

http.server.max_clients

Abbreviation

ht s m

Access

get/set

Description

Specifies the maximum number of clients the HTTP server allows to connect.
Restricting connected clients may be necessary to limit memory usage. See Memory.
See Networking and Security, HTTP Server.

Arguments
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<clients>

Default

3 Range:1-8

Properties

e network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get http.server.max clients
3

Set example

> set ht sm 1
Set OK

http.server.notfound_filename
Abbreviation

ht s n

Access

get/set

Description

Specifies the filename of the web page to be displayed in the event that the HTTP server reports a 404
- not found error. <filename>
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See Networking and Security, HTTP Server.

Default

Properties
¢ network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get http.server.notfound filename

Set example

> set ht s n notfound.html
Set OK

http.server.port

Abbreviation

ht s p

Access

get/set

Description

Set the port on which the HTTP server listens.

See Networking and Security, HTTP Server.
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Arguments

<listening port>

Default

80

Properties

e network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get ht s p
80

Set example

> set http.server.port 8080
Set OK

http.server.root_filename
Abbreviation

ht s r
Access

get/set

Description

This sets or gets the root file of the HTTP server. If a plain request to http:/ is issued, with no url
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specified, this file is returned.
See Networking and Security, HTTP Server.
Arguments

<filename>

Default

/setup/index.html

Properties

e network_restart to apply change
Supported Platforms

e AMWOO07
e AMWO037

Get example

> get ht s r
/setup/index.html

Set example

> set http.server.root filename /setup/home.html
Set OK
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I0 Connection

ioconn.control_gpio

Abbreviation
io ¢
Access
get/set
Description

The GPIO used for control of the GPIO controlled network connection (stream). See the GPIO-
Controlled Network Connection application note.

Arguments

<GPIO#>

Default

-1

Properties

¢ save and reboot to apply change
Supported Platforms

e AMWO0O07
e AMWO037

Get example

> get io ¢
R0O00004
=1
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Set example

> set io ¢ ©
R0O00008
Set OK

ioconn.enabled
Abbreviation

io e

Access

get/set

Description

Enable/disable the GPIO controlled network connection feature.

Arguments
<0/off/false/1/on/true>

Default

Properties
¢ save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get io e
R0O00003
0

Set example

> set io e true
R0O00008
Set OK

ioconn.local_port
Abbreviation
io 1
Access
get/set
Description
The local port associated with the GPIO controlled network connection, If 0, a random port is assigned.
Arguments
<port>

Default

Properties
Supported Platforms

e AMWOO07
e AMWO037

Get example
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> get io 1
R0O00003
0

Set example

> set io 1 30001
R0O00008
Set OK

ioconn.protocol
Abbreviation

io p
Access

get/set
Description
The network protocol associated with the GPIO controlled network connection.
Arguments
<udp/tcp/tls>
Default

tep

Properties
Supported Platforms

e AMWOO07
e AMWO037

Get example
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> get io p
R0O00005
tcp

Set example

> set io p udp
R000008
Set OK

ioconn.remote host
Abbreviation

io h
Access

get/set

Description

The remote host associated with the GPIO controlled network connection. An IP address or hostname
may be specified.

Arguments

<IP address/hostname>

Default

Properties
Supported Platforms

e AMWOO07
e AMWO037
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Get example

> get > get io h
R000013
10.11.176.12

Set example

> set io h example.com
R0O00008
Set OK

ioconn.remote_port
Abbreviation

io r
Access

get/set

Description

The remote port associated with the GPIO controlled network connection.

Arguments
<port>

Default

Properties
Supported Platforms

e AMWOO07
e AMWO037
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Get example

> get io r
R0O00003
0

Set example

> set io r 55000
R0O00008
Set OK

ioconn.status_gpio
Abbreviation

io s
Access

get/set

Description

The GPIO used to indicate connection status when the GPIO controlled network connection feature is
enabled.

See also system.oob.gpio.
Arguments
<GPIO#>
Default
-1
Properties

e save and reboot to apply change
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Supported Platforms

e AMWOO7
e AMWO037

Get example

> get io s
R000004
=il

Set example

> set io s 13
R0O00008
Set OK
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network.default_interface

Abbreviation
ne f
Access
get/set
Description
The default network interface used by various network commands and variables.
Commands:

e hitp upload
e http_download
e network up
e network _down

* ping

e tcp_server

e udp_server
Variables:

® broadcast.interface
Arguments
<wlan/softap>

Default

wlan

Properties
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Supported Platforms

e AMWOO7
e AMWO037

Get example

> get ne f
RO00006
wlan

Set example

> set ne f softap
R0O00008
Set OK

network.tls.ca_cert
Abbreviation

ne t a

Access

get/set

Description

The default CA TLS certificate used with TLS network streams.

Note: PEM file format requires Unix format line termination: LF (\n), not Windows format: CR-LF (\r\n).
Some terminal applications may append unwanted end-of-line characters. Incorrect line termination

may result in TLS connection failure.

Arguments

<CA TLS cert filename>

Default
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geotrust ca.pem
Properties

e available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get ne t a
R0O00017
geotrust ca.pem

Set example

> set ne t a globalsign ca.pem
R0O00008
Set OK

network.tls.client_cert
Abbreviation

ne t c
Access

get/set

Description

The filename of the TLS client cert.
Arguments

<TLS cert filename>
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Default

null

Properties
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get ne t ¢c

Set example

> set ne t c client cert.pem
R0O00008
Set OK

network.tls.client_key
Abbreviation

ne t k
Access

get/set

Description

The filename of the TLS client cert key.
Arguments

<TLS cert key filename>

Default
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null
Properties
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get ne t k

Set example

> set ne t k client cert key filename
R0O00008
Set OK

network.tls.handshake_timeout
Abbreviation

ne t h

Access

get/set

Description

Specifies the TLS handshake timeout in milliseconds.

Arguments
<timeout in milliseconds>
Default

15000
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Get example

> get ne t h
15000

Set example

> set ne t h 10000
R0O00008
Set OK

network.tls.version
Abbreviation

ne t v
Access

get/set

Description

Specifies the maximum TLS version used. By default the client/server negotiates which TLS
version/cipher to use but sometimes it is necessary to force a maximum version.

Arguments
<10/12>
where:

e 10 :indicates TLS1.0
e 12 :indicates TLS1.2

Default

12

Properties
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Supported Platforms

e AMWOO7
e AMWO037

Get example

> get ne t v
12

Set example

> set ne t v 10
R0O00008
Set OK
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ntp.enabled
Abbreviation

nt e

Access
get/set

Description

Enable/disable synchronization of local time with network time.

See Networking and Security, NTP Client.
Arguments
<0/off/false/1/on/true>

Default

Properties
¢ save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get nt e
R0O0O0003
1
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Set example

> set nt e off
R0O00008
Set OK

ntp.interface

Abbreviation

nt f

Access

get/set

Description

Specify the network interface used by NTP feature.
See Networking and Security, NTP Client.
Arguments

<default/wlan/softap>

Default

default

Properties

¢ save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get nt f
wlan

Set example

> set nt f softap
R0O00008
Set OK

ntp.interval

Abbreviation
nt i

Access
get/set

Description

The synchronization interval used when updating local time with network time.

See Networking and Security, NTP Client.
Arguments

<seconds>

Default

3600

Properties

¢ save and reboot to apply change
Supported Platforms

e AMWOO7
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e AMWO037

Get example

> get nt i
R0O00006
3600

Set example

> set nt 1 14400
R0O00008
Set OK

ntp.server

Abbreviation

nt s
Access

get/set

Description

The IP address or host name of the NTP server used to obtain network time.
See Networking and Security, NTP Client.
Arguments

<IP address / host name>

Default

pool .ntp.org

Properties
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¢ save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get nt s
R0O00014
pool.ntp.org

Set example

> set nt s 203.26.72.7
R0O00008
Set OK

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 399


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

Z=NTRI
ZentriOS Variables ZentriOS Reference Guide

OTA Update

ota.port

Abbreviation

ot p

Access

get/set

Description

REMOVED - This variable has been removed in this release.

Network port of the remote OTA update server

ota.host

Abbreviation

ot h

Access

get/set

Description

REMOVED - This variable has been removed in this release.

IP address or host name to use for the OTA server
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Remote Terminal

remote_terminal.enabled

Abbreviation
5e &
Access
get/set
Description
Enable/disable remote terminal at bootup.
Arguments
<0/off/false/1/on/true>

Default

Properties
e network restart to apply change
Supported Platforms

e AMWO0O07
e AMWO037

Get example

> get re e
R0O0O0003
0

Set example
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> set re e true
R0O00008
Set OK

remote_terminal.password
Abbreviation

re w
Access

get/set

Description

Client login password for the remote terminal. Note! The terminal emulator must be configured for
passive password negotiation.

Arguments
<password>

Default

Properties

Supported Platforms

e AMWOO7
e AMWO37

Get example

> get re w
R0O00000

Set example
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> set re w mypassword
R0O00008
Set OK

remote_terminal.port
Abbreviation

re p

Access

get/set

Description

The remote terminal listens on this port.

Arguments

<port>

Default

2000

Properties

e network restart to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get re p
RO00006
2000
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Set example

> set re p 55000
R0O00008
Set OK

remote_terminal.timeout
Abbreviation

re t

Access

get/set

Description

Remote terminal client idle timeout in seconds.
Arguments

<# seconds>

Default

60

Properties

Supported Platforms

e AMWOO7
e AMWO37

Get example

> get re t
R0O00004
60
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Set example

> set re t 120
R0O00008
Set OK
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setup.gpio.control_gpio

Abbreviation
se gg

Access
get/set
Description

Asserting the GPIO specified by setup.gpio.control gpio for 3 seconds during and immediately
after reset causes the ZentriOS command setup web to run. A value of -1 disables this feature.

Arguments
<GPIO#>

Default

The default GPIO is platform dependent and is typically mapped
to button 2 on evaluation boards (the wake button)

Properties
e save and reboot to apply change
Supported Platforms

e AMWOO07
e AMWO037

Get example

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 406


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

Z=NTRI
ZentriOS Variables ZentriOS Reference Guide

> get se g g
RO00003
3

Set example

> set se g g 12
R0O00008
Set OK

setup.web.idle_timeout
Abbreviation

se w i
Access

get/set

Description

If no client connects to the web setup webpage after setup.web.idle timeout seconds, web setup

times out and is terminated. Upon timeout, if a wlan.ssid has previously been set, ZentriOS attempts to
re-join the WLAN network.

setup.web.idle timeout is disabled when a client requests the root index of the webapp.
Arguments

<seconds> Note: Setting this variable to 0 disables web setup idle timeout.

Default

300 (5 minutes)

Properties

e restart setup to apply change
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Supported Platforms

e AMWOO7
e AMWO037

Get example

> get setup.web.idle timeout
R0O00005
300

Set example

> set sew i 0
R0O00008
Set OK

setup.web.passkey
Abbreviation

se w p

Access

get/set

Description

The softAP WPA2-AES passphrase used for web setup, must be between 8-32 characters in length.
Arguments

<passphrase>

Default

password

Properties
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¢ restart setup to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get we p
R0O00010
password

Set example

> set we p my—new-password
R0O00008
Set OK

setup.web.root_filename
Abbreviation

se w ¥
Access

get/set

Description

The root filename of the web setup: in response to a request for http://zentrios.com, the web

server returns http://ZentrioS.com/<root filename> .

Note: The file must be a supported type for it to appear correctly in the browser. The type is determined

by the file extension. The following types are supported:

Extension

.CSS
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Js application/javascript
.html/.htm text/ntml
.png image/png
.ico image/x-icon
gif image/gif
Jpg/jpeg image/jpeg
txt text/plain

Arguments

<root filename>

Default

/setup/index.html

Properties

e restart setup to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get se w r
/setup/index.html

Set example

> set se w r home.htm
R0O00008
Set OK

setup.web.ssid
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Abbreviation
se W S

Access
get/set

Description

The softAP SSID used for web setup. If the SSID ends in a # character, the last three hex characters of
the WLAN MAC address replace the # .

For example, if the device MAC address is 4C:55:CC:10:26:05,and setup.web.ssid is setto
ZentriOS Web Setup # ,then SSID becomes: ZentriOS Web Setup 605 .

Arguments

<ssid>

Default

ZentriOS Web Setup #
Properties

e restart setup to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get we s
R000021
ZentriOS Web Setup #

Set example
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> set we s "This is my softAP!"
R000012
Set OK

setup.web.url
Abbreviation

se w u
Access

get/set

Description
A comma separated list of host names the webserver responds to in web setup mode.
Arguments

<url list>

Default

zentrios.com, www.zentrios.com, setup.com, www.setup.com
Properties

e restart setup to apply change

Supported Platforms

e AMWOO7
e AMWO37

Get example

> get we u
R0O00057
zentrios.com, www.zentrios.com, setup.com, www.setup.com
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Set example

> set we u setup, start,lets.go,hello
R0O00008
Set OK
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SoftAP Interface

softap.auto_start

Abbreviation
SO a
Access
get/set
Description
Auto start softap at boot up.
See Wi-Fi Interface, SoftAP Interface.
Arguments
<0/off/false/1/on/true>

Default

Properties
e network restart to apply change
Supported Platforms

e AMWO0O07
e AMWO037

Get example

> get so a
RO00003
0
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Set example

> set so a off
R0O00008
Set OK

softap.captive_portal_enabled
Abbreviation

SO VvV
Access

get/set

Description
Captive portal is optional during websetup and for the softap.

During web setup if softap.captive portal enabled is true, whenthe HTTP server receives a
request for one of the following:

® /generate 204 - Android
® /hotspot-detect.html -iOS
® /ncsi.txt - Windows

then ZentriOS automatically returns the HTTP response:

HTTP/1.1 302 Redirect\r\n
Location: http://<server domain>/\r\n\r\n

This notification redirects the user to the root HTTP server webpage.

The DNS server AND HTTP server must be configured to run on the softap interface for this feature to
work.

Note: if captive portal is NOT enabled for the softap, then when a request for one of the above
resources is received, the HTTP server automatically returns:
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HTTP/1.1 204 Ok\r\n\r\n

This makes it appear as if the softap has internet access. This allows for a better user experience as:

¢ A mobile will automatically reconnect to the softap
¢ No 'no internet' notification is displayed to the user

The DNS server automatically resolves the following domains to enable captive portal:

e captive.apple.com

e www.msftconnecttest.com

e www.msftncsi.com

e connectivitycheck.gstatic.com
e clients3.google.com

Arguments
<0/1>

Default

Supported Platforms

e AMWOO7
e AMWO37

Get example

> get softap.captive portal enabled
R0O00003
0

Set example
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> set softap.captive portal enabled 1
R0O00008
Set OK

softap.channel
Abbreviation

SO C
Access

get/set
Description
The SoftAP channel.

If a WLAN interface is already active, the value of softap.channel is ignored, since the WLAN
interface has channel set priority.

if WLAN interface is not active, and softap.channel is 0, SoftAP starts on the least busy of channels
1,6and 11.

See Wi-Fi Interface, SoftAP Interface.
Arguments
<channel>

Default

Properties
e network_restart to apply change
Supported Platforms

e AMWOO07
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e AMWO37

Get example

> get so c
RO00003
0

Set example

> set so c ©
R0O00008
Set OK

softap.client_list

Abbreviation

so 1

Access

get

Description

Return list of connected softap clients.

Note: The SoftAP is limited to a maximum of 4 WLAN clients for ZentriOS on the AMWO004 (Wallaby)
and AMWx06 (Numbat) modules.

See Wi-Fi Interface, SoftAP Interface.

Arguments

Default
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Supported Platforms

e AMWOO7
e AMWO037

Get example

get so 1
! Connected: 2
! # MAC IP Address
# 1 F8:16:54:35:0F:8E 10.10.10.2
# 2 11:22:33:44:55:66 10.10.10.17

softap.dhcp_server.enabled
Abbreviation

so d e

Access

get/set

Description

Enable DHCP server on the softap interface.

See:

e Wi-Fi Interface, SoftAP Interface.
e Networking and Security, DHCP Server

Arguments

<0/off/false/1/on/true>

Default

Properties
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¢ network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get so d e
R0O00003
1

Set example

> set so d e true
R0O00008
Set OK

softap.dns_server.enabled
Abbreviation

sone
Access

get/set

Description

Enable DNS redirect server on the softap interface.
See:

e Wi-Fi Interface, SoftAP Interface
e Networking and Security, DNS Server

Arguments

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 420


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

Z=NTRI
ZentriOS Variables ZentriOS Reference Guide

<0/off/false/1/on/true>

Default

Properties
e network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get so n e
R0O00003
1

Set example

> set sone 0
R0O00008
Set OK

softap.dns_server.url
Abbreviation
SO n u
Access
get/set
Description

Comma separated list of domains to resolve. Maximum of 63 characters.
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See:

e Wi-Fi Interface, SoftAP Interface
e Networking and Security, DNS Server

Arguments

<comma separated list>

Default

zentrios, zentrios.com, www.zentrios.com
Properties

e network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get so n u
R0O00043
zentrios, zentrios.com, www.zentrios.com

Set example

> set so n u mydevice,mydevice.com
R0O00008
Set OK

softap.hide_ssid
Abbreviation

SO h
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Access

get/set

Description

When enabled, this variable disables broadcast of the softap's SSID, for security purposes.
See Wi-Fi Interface, SoftAP Interface.

Arguments

<0/1>

Default

Properties
e network restart to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get so h
0

Set example

> set so h1l
Set OK

softap.idle_timeout

Abbreviation
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so t
Access
get/set
Description
Maximum client idle time before the client is automatically disassociated.
See Wi-Fi Interface, SoftAP Interface.
Arguments
<# seconds>

Default

Properties
¢ network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get so t
RO00003
7

Set example

> set so t 20
R0O00008
Set OK
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softap.info
Abbreviation
so o
Access
get
Description

Soft AP connection status parameters: state, SSID, channel and clients.
See Wi-Fi Interface, SoftAP Interface.

Arguments

Default
<varies>

Supported Platforms

e AMWOO07
e AMWO037

Get example

> get softap.info
state: up

SSID: ZentriOS-#
channel: 0
clients: 1

softap.max_clients

Abbreviation
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SO m

Access

get/set

Description

Limit the number of clients that may connect to the SoftAP interface.

Note: Due to a hardware limitation, more than softap.max clients are able to associate to the soft

AP, however the client's ethernet packets are dropped. Thus clients are able to monitor soft AP
network traffic, but are not able to send packets to the device. A maximum of 4 clients can send

packets to the device.

Arguments

<clients>

where <clients> is anintegerranging from 1 to 4.

Default

Properties
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get so m
RO00003
4

Set example
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> set som 1
R0O00008
Set OK

softap.passkey

Abbreviation

SO p

Access

get/set

Description

The WPA2-AES passphrase for the softap interface, or none to disable security.
See Wi-Fi Interface, SoftAP Interface.
Arguments

<passphrase>

Default

Properties

e network restart to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get so p
RO00000

Set example

> set so p "My softAP password"
R0O00008
Set OK

softap.ssid

Abbreviation
SO S

Access
get/set
Description

The SSID of the softAP. If the SSID ends with #, the last three hex characters of the WLAN MAC
address replace the # .

For example, if the device MAC address is 4C:55:CC:10:26:05,and softap.ssid is setto
Zentrios-+# , then SSID becomes: Zentri0s-605 .

See Wi-Fi Interface, SoftAP Interface.
Arguments

<ssid>

Default

ZentriOS-#

Properties

e network restart to apply change
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Supported Platforms

e AMWOO7
e AMWO037

Get example

> get so s
R0O00012
ZentriOS-#

Set example

> set so s myssid#
R0O00008
Set OK

softap.static.gateway
Abbreviation

so s g
Access

get/set

Description

Determines the SoftAP interface's gateway advertised during a DHCP response. This allows the
SoftAP gateway to be set independently of the softap.static.ip. f softap.static.gateway is setto

0.0.0.0, then use the softap.static.ip setting as the gateway.

This setting is only used if softap.dhcp_server.enabled = true . This setting is used in the DHCP

response Router option (and optionally inthe DNS Server option).

Use Cases
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softap.static.gateway softap.dns_server.enabled Router

0.0.0.0 true

valid and not true
0.0.0.0

valid and not false
0.0.0.0

255.255.255.255 true Or false

See also:

e softap.dhcp_server.enabled
e softap.dns_server.enabled
e softap.static.ip

Arguments

<gateway>

Default

0.0.0.0

Properties

e network restart to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get so s g
RO00012
10.10.10.1

DHCP response option
softap.static.ip

softap.static.gateway

softap.static.gateway

Not advertised

DNS Server
DHCP response optiol

softap.static.ip

softap.static.gatew

, softap.static.ip

softap.static.gatew

Not advertised
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Set example

> set so s g 0.0.0.0
R0O00008
Set OK

softap.static.ip

Abbreviation

so s 1

Access

get/set

Description

The IP address used for the softap network interface. The netmask is 255.255.255.0.

The softAP gateway depends on the softap.static.gateway setting. If softap.static.gatewayis 0.0.0.0,
the gateway is setto softap.static.ip.

Note: The softap.static.ip settings are also used for web setup.
See Wi-Fi Interface, SoftAP Interface.
Arguments

<IP address>

Default

10.10.10.1

Properties

e network_restart to apply change

Supported Platforms
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e AMWOO7
e AMWO037

Get example

> get so s i
R000013
10.10.10.1

Set example

> set so s 1 192.168.10.1
R0O00008
Set OK

softap.static.netmask
Abbreviation

so s m
Access

get/set

Description

Determines the range of IP addresses offered by the Soft AP.

For example, a netmask of 255.255.255.0 gives a range of 254 IP addresses.

Some platforms, such as Windows 8, send ARP (Address Resolution Protocol) packets to all available
IP addresses, which can overload the module WL chip.

The work-around is to set a default network mask pf 255.255.255.240 , so valid IPs are limited to the
range x.x.x.1-7. Consequently only 8 ARP packets are sent.

Arguments

<netmask address>
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Default

255.255.255.240

Properties

e network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get so s m
R0O00017
255.255.255.240

Set example

> set so s m 255.255.255.0
R0O00008
Set OK

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide Page | 433
©2014-2018 Zentri. http://zentri.com 9


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

ZentriOS Variables

Z=NTRI
ZentriOS Reference Guide

system.build_number
Abbreviation

sy n (insome versions: sy b n)
Access

get

Description

Returns ZentriOS build number.
Arguments

None

Default

N/A

Supported Platforms

e AMWOO07
e AMWO037

Get example

> get sy n
R0O0O0009
l6eee8l

system.cmd.echo
Abbreviation

Sy Cc e
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Access
get/set
Description
Enable/disable character echo. Only applies to command mode.
Arguments
<0/off/false/1/on/true>

Default

Properties

e available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO37

Get example

> get sy c e
RO00003
1

Set example

> set sy c e on
R0O00008
Set OK

system.cmd.header_enabled
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Abbreviation
sy ¢ h
Access
get/set

Description

Enable/disable a response header for commands. Only applies to command mode. Response

headers make it easy to parse responses with a host MCU.

Arguments
<0/off/false/1/on/true>

Default

Properties

¢ available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get sy ¢ h
R0O00003
1

Set example
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> set sy ¢ h on
R0O00008
Set OK

system.cmd.mode
Abbreviation

Sy ¢ m

Access

set

Description

Puts the ZentriOS command interface into human or machine mode. For further details, see Serial

Interface, Command Mode. Note!: This variable is NOT readable.

Arguments

<human | machine>
Default

human

Properties

¢ available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO37

Set example
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> set sy ¢ m human
R0O00008
Set OK

system.cmd.prompt_enabled
Abbreviation

sy Cc p

Access

get/set

Description

Enable/disable terminal command prompt. Only applies to command mode. A prompt makes it easy
for humans to interact with ZentriOS.

Arguments
<0/off/false/1/on/true>

Default

Properties

e available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get sy ¢ p
RO00003
1

Set example

> set sy ¢ p on
R0O00008
Set OK

system.gotosleep.timeout
Abbreviation
sy s t
Access
get/set
Description

The module automatically goes to sleep after a timeout period of <seconds> . The timeout countdown

restarts when a wake event occurs and is held off if data is available on open network connections, the
minimum timeout is 10 seconds. 0 disables gotosleep. A save and reboot is required before the sleep
timeout is enabled.

Arguments
<seconds>

Default

Properties
e save and reboot to apply change

Supported Platforms
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e AMWOO7
e AMWO037

Get example

> get sy s t
RO00003
0

Set example

> set sy s t 12
R000008
Set OK

system.indicator.gpio
Abbreviation
sy i g
Access
get/set
Description

The GPIO used for a particular system indicator. System indicators drive LEDs to indicate the state of
the wlan, network and softap interfaces. -1 to disable.

Arguments
<wlan/network/softap> <GPIO#>
Default

<varies>

Properties
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¢ save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get sy 1 g network
R000004
11

Set example

> set gpio.alias 11 netstat gpio <- Alias GPIO 11 for simplicity
R0O00008

Set OK

> set sy i1 g network netstat gpio

R0O00008

Set OK

system.indicator.state
Abbreviation
sy i s
Access
get/set
Description
System indicator option for each state as described in the following tables.

WLAN Indicator

Wi-Fi Client status, by default unassigned on eval boards

State # State Description Default Behavior
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state 1 Wi-Fi off static_off
state 2 Error fast_blink
state 3 Connecting to AP medium_blink
state 4 Joined to AP slow_blink

Network Indicator

Network status, by default GREEN LED on eval boards

State # State Description

state 1 No IP address

state 2 DHCP in-progress

state 3 DHCP successful
SoftAP Indicator

SoftAP status, by default RED LED on eval boards

State # State Description

state 1 SoftAP off

state 2 SoftAP error

state 3 SoftAP active

state 4 Client connected
Arguments

<wlan/network/softap> <csv list>

Default

See above:

e \WLAN indicator
e Network Indicator
o SoftAP Indicator

Default Behavior

fast_blink
medium_blink

slow_blink

Default Behavior

static_off
medium_blink
fast_blink

slow_blink
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Properties
¢ save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get sy 1 s wlan
RO00047
static off|fast blink|medium blink|slow blink

Set example

> set sy 1 s network static off|medium blink|static on
R000008
Set OK

system.memory.usage

Abbreviation

sy e u

Access

get

Description

Returns the heap memory currently in use, as a percentage of total heap memory. See Memory.

Arguments

Default
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Supported Platforms

e AMWOO7
e AMWO037

Get example

> get sy e u
58

system.oob.event_mask
Abbreviation

Sy O e
Access

get/set

Description

The mask of events which assert the OOB GPIO.

For event/mask mapping, see the system.oob.gpio event mask table.
Arguments

<hex mask> Mask is specified in the form OxHH where H is a hexadecimal digit O-F.
Default

0x0

Properties

Supported Platforms

e AMWOO7
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e AMWO037

Get example

> get sy o e
O0x1F

Set example

> set sy o e Ox11
Set OK

system.oob.gpio
Abbreviation

Sy o g

Access

get/set

Description

The system.oob variables allow creation of an out-of-band interrupt (OOB) GPIO. This GPIO is

asserted whenever one or more of the configured OOB events occurs. It is de-asserted when reading
the OOB status register.

Note: OOB events are in most cases related to a corresponding special function GPIO variable.
However, the OOB event can be configured without setting the corresponding special function GPIO.

Specify the OOB GPIO with the system.oob.gpio variable.
Specify the active level of the OOB GPIO with system.oob.gpio_level.
Specify the events that cause the OOB GPIO to be asserted with system.oob.event_mask.

Specify events that trigger the OOB GPIO only on the rising edge (i.e. when the event is asserted) with
system.oob.rising_edge mask.
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Read the events that triggered an OOB interrupt from the system.oob.status variable.

Only one GPIO can be specified as the OOB GPIO. Determine the OOB GPIO by reading the

gpio.usage variable or the system.oob.gpio variable.

Events are mapped to the event mask, rising edge mask and status mask as shown in the following

table:

OOB Event Name

ioconn.status_gpio
tcp.server.connected_gpio

tcp.server.data_gpio

HTTP data ready (see http_get, http_post commands)

Arguments

<GPIO #> The number of the OOB GPIO.
Default

No GPIO assigned to OOB

Properties

e save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get sy o g
22

Set example

Mask Value

0x001
0x004
0x008
0x400
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> set system.oob.gpio 22
Set OK

system.oob.gpio_level

Abbreviation

sy ol

Access

get/set

Description

The active level of the OOB GPIO. See system.oob.gpio.
Arguments

<0/1>

Default

Properties
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get sy o 1
1

Set example
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> set sy o 1 0
Set OK

system.oob.rising_edge_mask
Abbreviation

Sy or

Access

get/set

Description

The mask of events which should trigger the OOB GPIO only on the rising edge (i.e. when an event is
asserted). See system.oob.gpio.

If the mask is cleared, then the OOB GPIO is asserted on both rising and falling edges.

For instance, when the module connects, the network status event event is considered asserted. When
the module disconnects, the event is considered de-asserted.

For event/mask mapping, see the system.oob.gpio event mask table.

Arguments

<hex mask> Mask is specified in the form OxHH where H is a hexadecimal digit O-F.
Default

0x0

Properties

Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get sy o r
O0x1F

Set example

> set sy o r Ox11
Set OK

system.oob.status
Abbreviation

Sy O s

Access

get

Description

The mask of triggered events. When an event is triggered, the OOB GPIO is asserted and the status
mask is updated with the triggering event. Reading this variable returns a mask of events that caused

the OOB gpio to be asserted.
Reading this variable de-asserts the OOB GPIO and clears the status mask.

For event/mask mapping, see the system.oob.gpio event mask table.

Arguments

Default

0x0

Supported Platforms

e AMWOO7
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e AMWO037

Get example

get sy o e
0x0

system.print_level
Abbreviation
sy p
Access
get/set
Description
Print levels:

e 0 =None

e 1 =Synchronous system msgs

e 2 =Synchronous logging msgs

e 3 =Asynchronous system msgs

e 4/all =Asynchronous logging msgs

Each print level includes lower levels.

Set system.print level to 0 to disable all system and log messages.
Arguments

<[0-4]1/[all]l>

Default

all

Properties
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¢ available in Safe Mode
¢ preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get sy p
RO00005
all

Set example

> set sy p O
R0O00008
Set OK

system.safemode.status

Abbreviation
Sy S
Access

get

Description

Returns a flag to indicate whether the system is in safe mode. The module switches to safe mode after

eight exceptions occur with the boot application.

Arguments

Default
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0

Properties

e available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get sy s
R0O00003
0

system.safemode.disabled
Abbreviation

sy d

Access

get/set

Description

Disables safe mode feature when setto true . When safe mode is disabled and 8 or more faults
occur, ZentriOS automatically resets the fault counter and runs the boot application. It is strongly
recommended to leave this setting false as it may not be possible to recover from a fatal error.

Note: A factory reset returns this setting to the default state of false.
Arguments
<true/1/0/false>

Default
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0

Properties

e save and reboot to apply change
e available in Safe Mode

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get sy d
R0O0O0003
0

Set example

> set sy d 1
RO00009
sSuccess

system.uuid
Abbreviation

sy u
Access

get

Description

Returns the hardware UUID of the module.

Arguments

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide
©2014-2018 Zentri. http://zentri.com

Page | 453


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

Z=NTRI
ZentriOS Variables ZentriOS Reference Guide

Default

Properties
e available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get sy u
R0O00042
05B3203FA03133434E39423330363031B2303533

system.version

Abbreviation

sy v

Access

get

Description

Returns the ZentriOS firmware bundle version.

Arguments

Default
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<varies>

Properties

e available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get sy v
R0O00069
ZentriOS-W-3.0.0.0, Built:Dec 09 2015 for AMWO004.3-E03.1

system.wakeup.timeout
Abbreviation
sy wt
Access
get/set
Description
The module automatically wakes from sleep after timeout . 0 disables auto-wakeup.
Arguments
<seconds>

Default

Properties
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Supported Platforms

e AMWOO7
e AMWO037

Get example

> get sy w t
RO00003
0

Set example

> set sy w t 60
R0O00008
Set OK
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TCP Client

tcp.client.auto_retries

Abbreviation

tc c e
Access

get/set

Description

Determines number of attempts to reconnect after remote server disconnects client.

e 0 -disables feature (i.e. don't reconnect after server disconnects)

e 255 -infinite retries (i.e. continuously try to reconnect after server disconnects)

e 1-254 - retry specified number of times then stop Note: This counter is reset when the interface is
brought down.

To control how the client connects to the server, use tcp.client.retries, tcp.client.connect_timeout and
tcp.client.retry _period.

See TCP Client.
Arguments
<0-255>

Default

Properties
¢ save and reboot to apply change

Supported Platforms
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e AMWOO7
e AMWO037

Get example

> get tcp.client.auto retries
0

Set example

set tc c e 20
Set OK

tcp.client.auto_start
Abbreviation

tc c a

Access

get/set

Description

Enable/disable TCP client auto-start feature. If enabled, TCP client automatically connects to remote
server when interface is brought up.

To enable TLS, see tcp.client.tls_enabled.
See TCP Client.
Arguments

<0/1>

Default
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Properties
¢ save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get tcp.client.auto start
0

Set example

> set tccal
Set OK

tcp.client.connect_timeout
Abbreviation
tcct
Access
get/set
Description

TCP client connect timeout in milliseconds.

This variable controls timeout for the following commands:

e http_download
e hitp_get

e hitp head

e hitp post
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e http_upload
e tcp_client
e tls_client

See TCP Client.

Note that TLS handshake timeout is controlled independently. See network.tls.handshake _timeout.
Arguments

<milliseconds>

Default

5000

Properties

e available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get tc c t
R0O00006
5000

Set example

> set tc ¢ t 6500
R0O00008
Set OK

tcp.client.connected_str
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Abbreviation
tc c ¢
Access
get/set

Description

Set the value of a message displayed on the ZentriOS terminal (sent to the UART), when the device

auto connects as a TCP client to a TCP server, in stream mode.
See TCP Client.
Arguments
<message>
Default
Empty string
Supported Platforms

e AMWOO7
e AMWO37

Set example

> set tc ¢ ¢ *READY*
R0O00008
Set OK

Get example

> get tc c ¢
R0O0O0009
*READY*
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tcp.client.disconnected_str
Abbreviation

tc cd

Access

get/set

Description

Set the value of a message displayed on the ZentriOS terminal (sent to the UART), when the device
disconnects as a TCP client from a TCP server, in stream mode.

See TCP Client.

Arguments
<message>

Default

Empty string
Supported Platforms

e AMWOO7
e AMWO037

Set example

> set tc ¢ d *CLOSED*
R0O00008
Set OK

Get example
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> get tc c d
R0O00010
XCLOSEDRH

tcp.client.local_port
Abbreviation

tc cp
Access

get/set

Description
TCP client local port. 0 = automatic.

If you set this value, the first connection is made using the specified local port.

Subsequent additional TCP client connections determine the port by incrementing the last port used. If
the specified port is X, the first subsequent connection uses port X+1. The next TCP client connection
uses port X+2, and so on.

To reset the local port back to X, reboot the client.
See TCP Client.
Arguments

<port>

Default

Properties

e available in Safe Mode
e preserved by NVM Backup
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Supported Platforms

e AMWOO7
e AMWO037

Get example

> get tc c p
RO00003
0

Set example

> set tc ¢ p 30009
R000008
Set OK

tcp.client.remote_host
Abbreviation

tc ¢ h
Access

get/set

Description

Domain or IP address of remote tcp server to auto connect.
See TCP Client.

Arguments

<domain/ip address>
Default

null
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Properties
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get tcp.client.remote host
mydomain.com

Set example

> set tc ¢ h mydomain.com
Set OK

tcp.client.remote_port
Abbreviation
tc co
Access
get/set
Description
Port of remote tcp server to auto connect.
See TCP Client.
Arguments
<port>
Default

3000
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Properties
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get tcp.client.remote port

Set example

> set tc ¢ o 5000
Set OK

tcp.client.remote_send
Abbreviation
e G 8
Access
get/set
Description
Text string
See TCP Client.
Arguments
<message>
Default

Empty string
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Supported Platforms

e AMWOO7
e AMWO037

Set example

> set tc ¢ s Hello
Set OK

Get example

> get tcp.client.remote send
Hello

tcp.client.retries
Abbreviation
tccr
Access
get/set
Description
Maximum TCP client connection retry attempts.
See TCP Client.
Arguments
<max #retries>

Default

Properties
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¢ available in Safe Mode
¢ preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get tc cr
RO00003
3

Set example

> set tccr b
R0O00008
Set OK

tcp.client.retry_period
Abbreviation
tccw
Access
get/set
Description
TCP client wait time between connection retry attempts.
See TCP Client.
Arguments

<milliseconds>
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Default
1000
Properties

e available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get tc cw
R0O00006
1000

Set example

> set tc ¢ w 2000
R0O00008
Set OK

tcp.client.tls_enabled
Abbreviation
tcc s
Access
get/set
Description

Enables TLS for the tcp.client.auto_start feature.
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The TLS certs are configured with the following variables:

¢ network.tls.ca_cert
¢ network.tls.client_cert
¢ network.tls.client_key

See TLS Client.
Arguments
<0/1> where

e (:TLS disabled
e 1:TLS enabled

Default

Properties
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get tc ¢ s
0

Set example

> set tccs 1
Set OK
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TCP Server

tcp.server.auto_start

Abbreviation

tc s a

Access

get/set

Description

Enable/disable TCP server auto-start on bootup.
Arguments

<0/off/false/1/on/true>

Default

Properties
e network restart to apply change
Supported Platforms

e AMWO0O07
e AMWO037

Get example

> get tc s a
RO00003
0

Set example
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> set tc s a true
R0O00008
Set OK

tcp.server.connected_gpio
Abbreviation

tc s ¢
Access

get/set

Description

The GPIO used to indicate whether a client is connected to the TCP server.
See also system.oob.gpio.
Arguments

<[GPIO#]/[-1]>

Default

-1

Properties

e network restart to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get tc s ¢
RO00004
=1

Set example

> set tc s ¢ 12
R0O00008
Set OK

tcp.server.data_gpio
Abbreviation

tc s d

Access

get/set

Description

The GPIO used to indicate whether a connected client has data available to read.
Note: Disable by setting to -1.

See also system.oob.gpio.
Arguments
<GPIO#>
Default
-1
Properties
e network_restart to apply change

Supported Platforms
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e AMWOO7
e AMWO037

Get example

> get tc s d
R0O00004
=1,

Set example

> set tc s d 13
R0O00008
Set OK

tcp.server.idle_timeout
Abbreviation

tc s t
Access

get/set

Description

Maximum client idle time in seconds before the client is automatically disconnected.

Setting tcp.server.idle timeout to 0 turns off timeout completely: TCP server does not disconnect
idle clients.

Arguments
<seconds>
Default

60
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Properties
¢ network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get tc s t
RO00004
60

Set example

> set tc s t 30
R0O00008
Set OK

tcp.server.port
Abbreviation

tc s p
Access

get/set

Description

TCP server port to listen on
Arguments

<port>

Default
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3000

Properties

e network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get tc s p
R0O00006
3000

Set example

> set tc s p 3001
R000008
Set OK
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time.last_set
Abbreviation

ti 1
Access

get

Description

Return the number of seconds (or milliseconds) since the time was set (either manually or via NTP), or -

1 if the time has never been set.

Get arguments
[ms]

Default

Supported Platforms

e AMWO0O07
e AMWO037

Get example

> get ti 1
R0O00005
239

time.rtc

Abbreviation
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tir
Access
get/set

Description

The local time. Read returns epoch seconds by default, or (optionally) epoch milliseconds or UTC.

Write takes an argument.
Get arguments

[ms/utc]
Set arguments

<epoch seconds>

Default

Properties
Supported Platforms

e AMWOO07
e AMWO037

Get example

> get ti r utc
R000029
2014-03-23T08:13:07.010248Z

Set example
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> set ti r 1395562166
R0O00008
Set OK

time.uptime
Abbreviation
tiu
Access
get

Description

Returns the number of seconds (or milliseconds) since reset, guaranteed not to roll over in your lifetime!

Arguments

[ms]
Default

<varies>
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get ti u ms
R0O00006
3578576

time.zone

Abbreviation

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide
©2014-2018 Zentri. http://zentri.com

Page | 479


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

Z=NTRI
ZentriOS Variables ZentriOS Reference Guide

ti z
Access
get/set
Description
Timezone offset from GMT in hours.
Arguments

[+/-1H[:M] where His an integer between 0 and 12, and M (if present) = 30
Offset ranges from -12:30 to 12:30.

Default

Properties
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get ti z
R0O00007
-4:30

Set example

> set ti z -4:30
R0O00008
Set OK
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UART

uart.baud

Abbreviation
ua b

Access
get/set
Description

Sets the UART baud rate. If raw argumentis NOT used, baud rate must be one of the following
standard rates:

300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200, 230400, 460800, 921600.

Some UART baud settings may be excluded by the hardware platform. See the topic UART Ranges for
your platform in the platform hardware documentation.

If the optional raw parameter is supplied, then the rate may be any value.
After changing uart.baud , save and reboot to effect the change.
Get arguments
<uart#>
Set arguments
<uart#> <baud rate> [raw]
Default
115200

Properties
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uart_update to apply change

¢ save and reboot to apply change
available in Safe Mode
preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

Get baud rate for UART 0 :

> get uart.baud 0
R0O00008
115200

Set example

Set UART 0 baud rate to 460800 :

> set uart.baud 0 460800
R0O00008
Set OK

uart.data
Abbreviation
ua d
Access
get/set
Description

The number of UART data bits to use.

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 482


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

Z=NTRI
ZentriOS Variables ZentriOS Reference Guide

For UART ranges for your platform, see platform hardware documentation.
Arguments

<uart#> <# data bits>
where:

e <# data bits> has arange depending on your platform. See platform hardware.

Default

Properties

e uart_update to apply change

e save and reboot to apply change
e available in Safe Mode

e preserved by NVM Backup

Supported Platforms

e AMWOO07
e AMWO037

Get example

Get data bits setting for UART 0 :

> get uart.data 0
R000003
8

Set example

Set UART 0 touse 8 data bits:
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> set uart.data 0 8
R0O00008
Set OK

uart.flow
Abbreviation
ua £
Access
get/set
Description
Turn on/off UART hardware flow control.

Note: to guarantee that no characters are dropped, uart.flow mustbe turned on . This applies to any
baud rate.

For UART ranges for your platform, see platform hardware documentation.
Arguments

<uart#> <off/on>

Default

off

Properties

uart_update to apply change

¢ save and reboot to apply change
available in Safe Mode
preserved by NVM Backup

Supported Platforms
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e AMWOO7
e AMWO037

Get example

Get flow control setting for UART 1 :

> get uvart.flow 1
RO0O0005
off

Set example

Turn off flow control for UART 1 :

> set uvart.flow 1 off
R0O00008
Set OK

uart.parity
Abbreviation
ua p
Access
get/set
Description
Configure UART parity selection.
Arguments
<uart#> <none/even/odd>
Default

none
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Properties

uart_update to apply change

e save and reboot to apply change
available in Safe Mode
preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

Get parity setting for UART 1 :

> get uvart.parity 1
R000006
none

Set example

Set parityto odd for UART 1 :

> set uart.parity 1 odd
R0O00008
Set OK

uart.stop

Abbreviation
ua s

Access
get/set

Description
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The number of UART stop bits to use.
Arguments
<uart#> <# stop bits>

Default

Properties

e uart_update to apply change

e save and reboot to apply change
¢ available in Safe Mode

e preserved by NVM Backup

Supported Platforms

e AMWOO07
e AMWO037

Get example

Get stop bits setting for UART 0 :

> get uart.stop 0
R000003
1

Set example

Setstop bitsto 1 for UART 0:

> set uvart.stop 0 1
R0O00008
Set OK
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UDP Client

udp.client.auto_interface
Abbreviation

ud c i

Access

get/set

Description

Interface to auto-start UDP client connection.
Arguments

default

Default

<default/wlan/softap>
Properties

e network restart to apply change
Supported Platforms

e AMWO0O07
e AMWO037

Get example

> get udp.client.auto interface
default

Set example
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> set ud ¢ i1 wlan
Set OK

udp.client.auto_start
Abbreviation

ud c a

Access

get/set

Description

Enable/disable UDP client auto-start feature. If enabled, UDP client automatically connects to remote
server when interface is brought up.

Arguments
<0/1>

Default

Properties
e network restart to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get udp.client.auto start
0
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Set example

> set ud c a l
Set OK

udp.client.remote host
Abbreviation

ud ¢ h
Access

get/set

Description

Domain or IP address of remote udp server to auto connect.
Arguments

<domain/ip address>

Default

null

Properties

Supported Platforms

e AMWOO7
e AMWO37

Get example

> get udp.client.remote host
mydomain.com

Set example
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> set ud ¢ h mydomain.com
Set OK

udp.client.remote_port
Abbreviation

ud ¢ p

Access

get/set

Description

Port of remote UDP server to auto connect.
Arguments

<port>

Default

3000

Properties

Supported Platforms

e AMWOO7
e AMWO37

Get example

> get udp.client.remote port

Set example
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> set ud ¢ p 5000
Set OK
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UDP Server

udp.server.auto_start

Abbreviation

ud s a

Access

get/set

Description

Start server on power-up
Arguments
<truel|on|l/false|off|0>

Default

Properties
e network restart to apply change
Supported Platforms

e AMWO0O07
e AMWO037

Get example

> get ud s a
R0O00003
0

Set example

ARG-ZentriOS-WL-150R « ZentriOS Reference Guide

©2014-2018 Zentri. http://zentri.com Page | 493


http://docs.zentri.com/hardware/zentri/amw007/amw007
http://docs.zentri.com/hardware/zentri/amw007/amw037

ZentriOS Variables

Z=NTRI
ZentriOS Reference Guide

> set ud s a true
R0O00008
Set OK

udp.server.data_gpio
Abbreviation

ud s d

Access

get/set

Description

Specify a GPIO to be asserted HIGH when client data is available to be read.

Note: Disable by setting to -1.

See also system.oob.gpio.
Arguments

<GPIO#>

Default

-1

Properties

e network restart to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get ud s d
R0O00004
=1,

Set example

> set ud s d 3
R0O00008
Set OK

udp.server.lock_client
Abbreviation

ud s 1

Access

get/set

Description

If this flag is set, the UDP server is locked to the first client from which it receives a packet. It can send
data to, or receive data from, only that client.

If this flag is not set, the udp server receives data from all clients and sends to the last client from which
it received a packet.

This flag is useful in stream mode when streaming to only one udp client whose IP is unknown.

Note: The variables udp.server.remote host and udp.server.remote_port may be used to override this
flag. If these variables are set then the udp server replies only to the specified host:port.

Arguments

<0/1>

Default
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Properties
¢ network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get ud s 1
0

Set example

>setuds 11
Set OK

udp.server.port

Abbreviation

ud s p

Access

get/set

Description

Default port for UDP server to bind.
Arguments

<port>

Default

3000
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Properties
¢ network_restart to apply change
Supported Platforms

e AMWOO7
e AMWO037

Get example

> get ud s p
R0O00006
3000

Set example

> set ud s p 5000
R000008
Set OK

udp.server.remote_host
Abbreviation

ud s h

Access

get/set

Description

Domain or IP address of remote udp client to auto connect. This is used in stream mode when the udp
server is configured to auto-start. The stream sends data only to the configured remote host:port. See
also udp.server.remote_port.

To disable, setnull, i.e. set udp.server.remote host ""

Note : If the remote_host is not configured, then the UDP server writes to the last client from which it
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read data (unless the destination address is specified using the udp_server write command).
Arguments
<domain/ip address>
Default
null
Properties
e network_restart to apply change
Supported Platforms

e AMWOO07
e AMWO037

Get example

> get udp.server.remote host
mydomain.com

Set example

> set ud ¢ s mydomain.com
Set OK

udp.server.remote_port
Abbreviation

ud s r

Access

get/set

Description
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Port of remote UDP client to auto connect. This is used in stream mode when the udp server is
configured to auto-start. The stream sends data only to the configured remote host:port. See also

udp.server.remote_host.

Note: If the portis 0 then use the UDP server's listening port. See udp.server.port.

Arguments

<port>

Default

3000

Properties

e network restart to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get udp.server.remote port

Set example

> set ud s r 5000
Set OK
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WLAN Interface

wlan.auto_join.enabled

Abbreviation

wl o e

Access

get/set

Description

Enable/disable network auto-join using the wlan interface on bootup.
Arguments

<0/off/false/1/on/true>

Default

Properties
e network restart to apply change
Supported Platforms

e AMWO0O07
e AMWO037

Get example

> get wl o e
R0O00003
0

Set example
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> set wl o e true
R0O00008
Set OK

wlan.auto_join.retries

Abbreviation

wl or

Access

get/set

Description

Maximum number of attempts to auto-join a network. 0 = retry indefinitely.
Arguments

<0-255>

Default

Properties
¢ save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get wl or
R0O0O0003
3
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Set example

> set wl or 5
R0O00008
Set OK

wlan.auto_join.retry_delay
Abbreviation

wl o d
Access

get/set

Description
The period between auto-join attempts in seconds.
Arguments

<0-255>

Default

10

Properties

¢ save and reboot to apply change
Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get wl o d
R0O00004
10

Set example

> set wl od b
R0O00008
Set OK

wlan.dhcp.enabled
Abbreviation

wl d e

Access

get/set

Description

Select whether DHCP is used to automatically obtain an IPv4 IP address on the wlan interface.
Note: Renamed from network.dhcp after ZentriOS v1.2. Renamed from network.dhcp.enabled in

ZentriOS 3.0.

See Networking and Security, DHCP Client.
Arguments

<0/off/false/1/on/true>

Default

Properties

e network_restart to apply change
e available in Safe Mode
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¢ preserved by NVM Backup
Supported Platforms

e AMWOO7
e AMWO37

Get example

> get wl d e
R0O00003
1

Set example

> set wl d e off
R0O00008
Set OK

wlan.dhcp.hostname
Abbreviation

wl d h
Access

get/set

Description

Configures the DHCP client's hostname (DHCP option 12) sent to the DHCP server.
See Networking and Security, DHCP Client.

Arguments

<hostname>

Default
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zentri-# where # is replaced by the last three digits of the WLAN MAC address

Properties

e network_restart to apply change

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get wl d h
RO00009
Zentri—#

Set example

> set wl d h my dhcp client
R000008
Set OK

wlan.hide_passkey
Abbreviation

wl h

Access
get/set

Description

Hide the variable wlan.passkey. Once hidden, a factory reset must be issued to reset this variable and

reveal the (reset value) of the passkey.

Note: Don't forget to save before reboot!
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Arguments
<0/off/false/1/on/true>

Default

Properties

e Qavailable in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get wl h
R0O00003
0

Set example

> set wl h true
R0O00008

Set OK

> save

R0O00009

Success

> get wlan.passkey
R0O00008

KKKk KKK

wlan.info
Abbreviation

wl 1
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Access

get

Description

WLAN connection status parameters: state, SSID, BSSID, channel and datarate

Arguments

Default

<varies>

Supported Platforms

e AMWOO7
e AMWO37

Get example

> get wlan.info

state: up

SSID: Zentri

BSSID: 30:85:A9:E7:9C:BO
channel: 6

datarate: 450.0

wlan.join.retries
Abbreviation

wl j r
Access

get/set

Description
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Specifies the maximum number of attempts to join a WLAN network after issuing the network_up
command (or any other command requiring network access when the network is down).

If the network_down command is issued while attempting to join a network, the subsequent attempts
are canceled.

Note that wlan.join.retries is separate from the wlan.auto_join.retries variable. If wlan.auto_join.retries >
0, then the total number of retries is calculated by the multiplication of wian.join.retries with
wlan.auto_join.retries.

Arguments
<retries> where " is aninteger ranging 1-255.

Default

Properties

e network_restart to apply change
e available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO07
e AMWO037

Get example

>get wl jr
R0O00003
5

Set example
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>set wl J rb
R000008
Set OK

wlan.join.timeout
Abbreviation

wl j t
Access

get/set

Description

The maximum amount of time to wait while the module attempts to join a network.

Arguments
<timeout in ms>
Default

7000 ms
Properties

¢ save and reboot to apply change
¢ available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get wlan.join.timeout
R0O00006
7000

Set example

> set wl j t 5000
R000008
Set OK

wlan.mac
Abbreviation
wl m
Access

get

Description

Returns the wlan MAC address.

Arguments

Default

varies

Properties

e available in Safe Mode
Supported Platforms

e AMWOO07
e AMWO037
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Get example

> get wl m
R0O00019
4C:55:CC:01:23:45

wlan.network.dns
Abbreviation

wlnd
Access

get

Description

Return a comma separated list of the DNS server addresses that the wlan interface is using.

Note: To set a static DNS address list, use the wlan.static.dns variable.

See Networking and Security, DNS Client

Arguments

Default

0.0.0.0 (i.e. No DNS addresses in use)
Properties

¢ available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO37
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Get example

> get wl n d
10.5.6.1

wlan.network.gateway
Abbreviation
wl n g
Access
get
Description
Returns the wlan interface IPv4 gateway IP address resolved by DHCP.
Note: To set a static gateway, use the wian.static.gateway variable.

Arguments

Default

0.0.0.0

Properties

¢ available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get wl ng
R0O00013
192.168.0.1

wlan.network.ip

Abbreviation

wl n i

Access

get

Description

Returns the wlan interface IPv4 IP address resolved by DHCP.
Note: To set a static IP address, use the wlan.static.ip variable.

Arguments

Default

0.0.0.0

Properties

¢ available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get wl n i
R000014
192.168.0.79

wlan.network.netmask
Abbreviation
wl n n
Access
get
Description
Returns the wlan interface IPv4 netmask resolved by DHCP.
Note: To set a static netmask, use the wlan.static.netmask variable.

Arguments

Default

0.0.0.0

Properties

¢ available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get wl nn
R0O00015
255.255.255.0

wlan.network.status
Abbreviation
wl n s
Access
get
Description

Returns the wlan network status. 0 = down, 1 = WLAN connected, 2 = IP network connected (with a
valid IP address)

Arguments

Default

Properties
¢ available in Safe Mode
Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get wl n s
R0O00003
2

wlan.passkey
Abbreviation

wl p
Access

get/set
Description

The WPA passphrase, WPA PSK or WEP key used when connecting to a Wi-Fi Access Point. This
may include spaces and quotes.

Notes for WEP

e The WEP key is replicated across each of the four possible keys.
e Zentri STRONGLY discourages the use of WEP -itis NOT secure!

Arguments

<passphrase> /

Description
<WEP key>
WPA Passphrase length: 8 - 63 characters
WPA PSK length: 64 characters
WEP Key A 40-bit WEP key is specified as a 5-byte hex string, for example:
1122334455
A 104-bit WEP key is specified as 13-byte hex string, for example:
112233445566778899%abbccdd
o Sets a NULL passphrase
Default
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mwwn

Properties

e network_restart to apply change
e available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get wl p
R0O00000

Set example

> set wl p "Use the force!"
R0O00008
Set OK

Set example

To include both quotes and spaces, surround with double quotes and escape each literal quote with a
backslash.

set wlan.passkey "This \"passkey\" succeeds"
R0O00008
Set OK

wlan.rate.protocol
Abbreviation

wl rp
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Access
get/set
Description

WLAN client data rate protocol selection.

Arguments
<11b/11g/11n/auto>
Value Description
11b Restrict 802.11 PHY data rates to 802.11b
11g Restrict 802.11 PHY data rates to 802.11g
11n Restrict 802.11 PHY data rates to 802.11n
auto Automatically select the best rate from all 802.11b/g/n rates
Default
auto
Properties

e network_restart to apply change
e available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get wl r p
auto
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Set example

> set wlan.rate.protocol 11b
Set OK

wlan.ssid
Abbreviation
wl s
Access
get/set
Description
The name of the AP the wlan client interface will attempt to join.
Arguments
<ssid>
Default
Properties

e network restart to apply change
¢ available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO37

Get example
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> get wl s
R0O00012
My Home AP

Set example

> set wl s "Obi-wan Kenobi"
R0O00008
Set OK

wlan.static.dns

Abbreviation

wl t d

Access

get/set

Description

DNS server address if static network settings are used for the wlan interface.
See Networking and Security, DNS Server.
Arguments

<[IP address]/[host name]>

Default

8.8.8.8

Properties

e network_restart to apply change
¢ available in Safe Mode
e preserved by NVM Backup
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Supported Platforms

e AMWOO7
e AMWO037

Get example

> get wl t d
R0O00009
8.8.8.8

Set example

> set wl t d 8.8.4.4
R0O00008
Set OK

wlan.static.gateway
Abbreviation

wl t g

Access

get/set

Description

Gateway address if static network settings are used for the wlan interface.

Arguments

<IP address>

Default

0.0.0.0

Properties
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¢ network_restart to apply change
¢ available in Safe Mode
¢ preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

>get wl t g
R0O00009
0.0.0.0

Set example

> set wl t g 192.168.0.1
R0O00008
Set OK

wlan.static.ip
Abbreviation

wl t i
Access

get/set

Description

Local IP address if static network settings are used for the wlan interface.
Arguments

<IP address>

Default
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0.0.0.0
Properties

e network_restart to apply change
e available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get wl t 1
R0O00009
0.0.0.0

Set example

> set wl t i 192.168.0.2
R0O00008
Set OK

wlan.static.netmask
Abbreviation

wl t n

Access

get/set

Description

Netmask if static network settings are used for the wian interface.

Arguments
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<network mask>
Default

0.0.0.0
Properties

e network_restart to apply change
¢ available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO7
e AMWO037

Get example

> get wl t n
R0O00009S
0.0,0.0

Set example

> set wl t n 255.255.255.0
R0O00008
Set OK

wlan.tx_power
Abbreviation

wl t
Access

get/set

Description
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The Wi-Fi RF transmit power in units of dBm. Range is 0-31. The maximum achievable transmit power

is dependent on the capability of the module (see Module Comparison).

The maximum transmit power is module dependent. The limitis +18dBm for the AMWO004, AMWO006

and AMW106 modules in all regions.

Regulatory Compliance in Europe & Japan

In Europe and Japan, the antenna gain must be taken into account to limit transmit power to +18dBm.
Antenna gain is subtracted from the maximum of +18dBm to calculate the value of wlan.tx power .

For a device with an internal antenna, the known antenna gain is programmed into the firmware, and is

automatically subtracted by ZentriOS.

For a device with an external antenna, the antenna gain must be measured, and the maximum

wlan.tx power value manually set to:
wlan.tx power = 18 - antenna gain
Arguments

0-31/auto

Default

auto

Properties

e available in Safe Mode
e preserved by NVM Backup

Supported Platforms

e AMWOO07
e AMWO037

Get example
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> get wl t
R0O00006
auto

Set example

> set wl t 15
R0O00008
Set OK
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ZentriOS Glossary

Term

Connectivity
Device

DMS
MCU

NVM

NVM
backup

NVM
backup
variables

NVM flash
TNT

Description

A device that provides another device with a connection to other devices or a
network. A ZentriOS device is a Wi-Fi connectivity device. A ZentriOS BLE module is
a BLE connectivity device.

Device Management Server - the Zentri DMS

Microcontroller Unit - in the context of ZentriOS applications refers to a microcontroller
external to ZentriOS hardware

Non-Volatile Memory - an area of memory in which ZentriOS variable values are
stored. See Variable Configuration.

An area of flash storage to which NVM backup variables are saved. See Variable
Configuration.

The subset of critical variables that is saved to NVM backup. See Variable
Configuration.

An area of flash to which NVM memory is saved. See Variable Configuration.

Third-party Native Threads - hosted custom applications developed with the ZentriOS
SDK and using the ZentriOS API
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Release Notes for ZentriOS-WL-1.5

ZentriOS-WL-1.5 fixes a number of issues and adds new features.

The ota command now accepts a -qg argument, to query whether an update is available without
performing the OTA.

The http_get and http_post commands now accept additional parameters.
The existing variable tcp.client.connect_timeout is now fully functional.
A new variable, network.tls.hnandshake_timeout has been added.

New checks determine whether an attempted OTA is too large or has insufficient flash space available.
OTA failure is reported correctly, and error messages indicate the cause of an OTA failure.

There are general improvements and a number of issues have been fixed.

Known Issues (v1.5.0)

Last Updated : September, 2018

Known issues from previous versions have been fixed except for the following.

Description Solution or Workaround

Running the ota command on web app console causes a loop that Run the ota command from the
continually checks ota but never actually updates. This persists serial console.
through power cycles.

In STREAM mode, the UDP server and UDP client do not work There is no workaround.
correctly. The UDP Server does not start automatically when

udp.server.auto_start is enabled. The UDP client does start when

udp.client.auto_start is enabled, but does not receive and send

data correctly.

The Captive Portal feature does not redirect correctly when Type in the required URL after

connecting to the Soft AP from a Windows 10 system. joining the Soft AP network. For
example, when using the setup
web feature, type the URL
setup.com.
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Fixes and Improvements

Topic

Command
Responses

HTTP
GET,
POST

OTA

Stream
mode

TLS
TLS client

UDP
broadcast

Description

The consistency and accuracy of command responses is improved. In machine format,
headers now indicate the correct message size. The 'help commands' command no
longer returns the message 'Command failed'.

http_get and http_post now allow a port in the URL, and http_post correctly sends a
POST request.

http_get and http_post now supportthe -1ong url parameter.

http_post now correctly uses chunking by default, sending the default HTTP header
Transfer-Encoding : chunked, unlessthe -1 is used to replace the header.

ZentriOS-WL now verifies that there is sufficient space in the file system before
starting OTA. If there is insufficient flash space, the OTA does not commence and an
error message is returned indicating flash space is inadequate. See the ota
command.

Product bundles are now limited to 30 files, each with a maximum filename length of
30 characters. If an OTA is attempted with bundle file nhumber and filename length
outside this limit, OTA does not commence and an error message is returned.

OTA now correctly reports OTA failed if network fails while OTA in progress.
OTA now runs without error from the WebApp console tab.

An OTA failure message is printed if the device fails to join the network after the
maximum retries.

Stream mode, using IOCTRL, now correctly disconnects TCP client when the ioconn
GPIO is cleared.

New error messages provide more detail to determine the cause of a TLS failure.
tls_client no longer fails when connected to certain hosts. For improved TLS
performance and debugging, ZentriOS-WL now:

e Performs an RSA handshake

e Has anincreased maximum fragment length of 4k
e Has improved TLS debug logs

e Requires verificationin auth mode

Issuing the command udp_client 255.255.255.255 now correctly results in broadcast
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to the local network. . , »
Issuing the command udp_client 255.255.255.255 no longer results in an additional

empty response line
Variable Variable defaults now correctly match the defaults shown in the variable
Defaults documentation.

Web Setup Setup web can now be initiated by the GPIO specified in setup.gpio.control_gpio,
regardless of the value of wlan.auto_join.enabled.

WLAN The wlan.passkey variable can now include spaces and quotes.
passkey

Commands Added

None

Commands Changed

Change  Description
http_get  http_get now supports the -1ong url parameter
http_post  http_post now supports the -1ong url parameter
ota The ota command has a new -g (query) option, to determine if an update is available
without applying it.
Variables Added

Change Description

network.tls.handshake_timeout This variable controls the TLS handshake timeout, independently of
the tcp.client.connect timeout .

Variables Changed

Change Description

tcp.client.connect_timeout  The tcp.client.connect _timeout is now fully functional as documented.
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ZentriOS Edition and Version History

Various editions and versions of ZentriOS have been released into the wild. You can find the
documentation for your edition and version below. For edition features, see ZentriOS Overview.

e Wi-Fi
o ZentriOS-WZ
o ZentriOS-W
o ZentriOS-WL
o WiConnect
e BLE
o ZentriOS-S
o TruConnect
e Combination Wi-Fi and BLE
o ZentriOS-XZ

We recommend updating to the latest version of your edition, for all the latest features and fixes.
Wi-Fi
ZentriOS-WZ

Wi-Fi Command API, ZAP, SDK

e ZentriOS-WZ-3.6
o Firstrelease: March, 2018
o Platform Support
e ZentriOS-WZ-3.5
o Firstrelease: December, 2017
o Platform Support
e ZentriOS-WZ-3.4
o Firstrelease: August, 2017
o Platform Support
e ZentriOS-WZ-3.3
o Firstrelease: 12 December, 2016
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o Platform Support
e ZentriOS-WZ-3.2
o Firstrelease: 4 October, 2016
o Platform Support
e ZentriOS-WZ-3.1
o Firstrelease: June, 2016
o Platform Support
e ZentriOS-WZ-3.0
o February, 2016
o Platform Support

ZentriOS-W
Wi-Fi Command API

e ZentriOS-W-3.6

o Firstrelease: March, 2018

o Platform Support
ZentriOS-W-3.5

o Firstrelease: December, 2017

o Platform Support
ZentriOS-W-3.4
o Firstrelease: August, 2017

o Platform Support
ZentriOS-W-3.3
o Firstrelease: 12 December, 2016

o Platform Support
ZentriOS-W-3.2

o Firstrelease: 4 October, 2016
o Platform Support
ZentriOS-W-3.1

o Firstrelease: June, 2016

o Platform Support
ZentriOS-W-3.0
o Firstrelease: February, 2016

o Platform Support
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ZentriOS-WL

Wi-Fi Command AP, restricted instruction set

ZentriOS-WL-1.5

o Firstrelease: September 9, 2018
o Platform Support
ZentriOS-WL-1.4

o Firstrelease: October 26, 2017

o Platform Support
ZentriOS-WL-1.3

o Firstrelease: September 18, 2017
o Platform Support
ZentriOS-WL-1.2

o Firstrelease: July 27, 2017

o Platform Support
ZentriOS-WL-1.1

o Firstrelease: April 19, 2017

o Platform Support
ZentriOS-WL-1.0.1.3 - Beta release only
o Firstrelease: November 24, 2016
ZentriOS-WL-1.0.0.4

o Firstrelease: August 18, 2016

o Platform Support

WiConnect

Wi-Fi Command API

WiConnect evolved into ZentriOS-WZ and ZentriOS-W in early 2016.

v2.4.2.0 -Feb 16,2016
v2.4.1.5-Jan 14,2016
v2.4.0.7 - Oct 23, 2015
v2.3.2.0 - Aug 10, 2015
v2.3.1.2-Jul 21,2015

v2.3.0.5 - May 26, 2015 - Updates from WiConnect to ZentriOS can be performed only from this

version and above. See Updating from WiConnect to ZentriOS.
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e v2.2.0.12-Apr8, 2015

e v2.1.1.0 - Sep 15, 2015 - This is the earliest version to which you can downgrade via the OTA
server from a later WiConnect version.
You cannot downgrade to a WiConnect version from a ZentriOS version.

e v2.1.0.15-Feb 3, 2015

Reference Guides for older WiConnect versions are available in PDF format.

e v2.0.1.8 - Nov 28, 2014
e v2.0.0.11 -0Oct 20, 2014
e v1.21.4-Sep1,2014
e v1.2.0.16 - Aug 4, 2014
e v1.1.1.0 - May 15, 2014
e v1.1.0.5-May8, 2014
e v1.0.0.8-Apr3,2014

BLE

ZentriOS-S
BLE Command API

e ZentriOS-S-3.0
o Firstrelease: Oct 17,2016
o Platform Support

TruConnect
BLE Command API

TruConnect evolved into ZentriOS-S in 2016.

v2.1.0.3 -Dec 17,2015
v2.0.04 - Sep 11, 2015
v1.5.1.0 - May 20, 2015
v1.5.0.16 - Mar 18, 2015
v1.0.0.14 - Nov 10, 2014
v0.17.5 - No longer supported.
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Combination Wi-Fi and BLE

ZentriOS-XZ

e ZentriOS-XZ-3.3
o Firstrelease: 13 December, 2016
o Platform Support

e ZentriOS-XZ-3.2
o Firstrelease: 4 October, 2016

= Platform Support
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Revision History

Revision | Date Change Description
1.0 Oct, 2018 | First release for ZentriOS-WL-1.5
Glossary

In most cases, acronyms and abbreviations are defined on first use. A comprehensive list of acronyms and
other terms used in ACKme Networks documents is provided at Zentri Glossary.
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